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Abstract (en)
[origin: WO9900775A1] A payment process and system using a smart card (1) which accesses a remote account at a card issuer (20) via an
acquirer (18). The card is read in a terminal (6) which is in two-way communication (17) with the acquirer (18). As part of the payment process, a
cryptogram of the transaction data is made by the smart card and used in the terminal (6) as a key to encrypt the PIN, entered by the cardholder,
for transmission to the acquirer (18). The acquirer also creates a cryptogram, using the transaction data sent to it by the terminal (6), and uses this
cryptogram (which should be the same as that created by the smart card) to decrypt the encrypted PIN. In this way, the use of an expensive tamper-
resistant encrypting PIN pad at the terminal (6) is avoided, whilst maintaining security.
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