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Abstract (en)
[origin: WO9919822A2] A data delivery system has a content server or other mechanism for delivering encoded content to multiple authorized
clients. The authorized clients are equipped with security devices having decoding capabilities to decode the content. Unauthorized clients
are prevented from decoding the content because they are not supplied with the decoding capabilities. As part of the data delivery system, a
traitor detection system is provided to discover an identity of an authorized client that has been compromised and is illicitly transferring decoding
capabilities to unauthorized clients. The traitor detection system generates different decoding capabilities and creates an association file which
relates the different decoding capabilities to different authorized clients. The decoding capabilities are traced to determine which of them is illicitly
transferred to an illegitimate user. In the event that one of the decoding capabilities is illicitly transferred, the traitor detection system consults
the association file to identify one or more of the authorized clients that were originally supplied with the illicitly transferred decoding capabilities.
The identified set of clients includes the compromised client. The process is repeated for the identified set of clients with a new set of decoding
capabilities to successively narrow the field of possible pirating clients, until the compromised security device is precisely pinpointed.
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