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Abstract (en)
[origin: WO9927676A2] Methods for non-repudiable, non-trackable, possibly one-way identification and validation of remote entities to identification
devices, wherein the identification devices do not require access to databases of remote entity information. An arbitrator entity preferably
characterizes and distributes a specific algorithm to each remote entity. An identification device (or system operating an identification device)
preferably distributes one reversible algorithm to each remote entity. Each time a remote entity identifies itself to an identification device, it applies
its arbitrator provided algorithm to either a time-based variable (one-way identification) or to a challenge provided by the identification device,
computing a first result. The remote entity then applies the reversible algorithm to the challenge/time-based variable, to its identification data and
to the first computed result, computing a second result which is transmitted to an identification device. The identification device then may apply the
reverse algorithm to the second result, computing a presumed challenge/time-based variable, presumed identification data and presumed first result.
The identification device then may compare the challenge/time-based variable to the presumed challenge/time-based variable. If they match (within
some tolerance for a time-based variable), the identification device transmits the presumed first result, the presumed identification data and the
challenge to the arbitrator. The arbitrator then may apply the particular algorithm distributed to that remote entity and apply it to the challenge/time-
based variable, thereby computing a valid first result. The arbitrator then may compare the valid first result to the presumed first result. If they match
(within a tolerance for time-based variables), the arbitrator may corroborate the authenticity of the identification to the identification device.
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