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Abstract (en)
[origin: WO9908411A2] MultiDES based systems with bit-slice implementation, one embodiment of the method of the present invention, is a
new cipher based on a modification of bit-slice implementation of DES. Therein, the exclusive-or is replaced within the F function with a form of
multiplication. Thus, every simultaneous encryption depends in all of the bits of input into the s-box on every other parallel encryption. Any invertable
group operation could be used in place of multiplication. The principle requirement is that every input bit will influence every output bit. The operation
need not be easily invertable, for example, common multiplication using exclusive-or to fold the upper and lower halves of the result yields a strong
candidate. The method of the present invention uses a careful form of folding so that the inputs to any s-box depend on at least half of the input
bits. MultiDES based systems with bit-slice implementation are particularly preferred, one embodiment of the method of the present invention. The
recommended key schedule for Feistel and other blocks ciphers uses the block cipher to cause complete mixing of the key bits and pseudo-random
expansion into conveniently sized subkeys. A subkey chaining mode for influencing future encryptions of block ciphers in place of cipher block
chaining mode is proposed. A Feistel structure allowing for further extension of block length for subkey chaining output is proposed.
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