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Abstract (en)
The invention relates to a method, an apparatus and a system for secure data management, secure data retrieval and routing over unsecured and
unreliable data channels, using a public key infrastructure. A requestor (4) sends a request message requesting information on an individual (6) to
the inventive apparatus, the Secure Information Request Broker unit SIRB . The SIRB , upon receipt of the request message and an authorisation of
the individual (6) itself or another authorised approver, sends the request message to at least one data repository (3) known to store the requested
data. The data repository (3) checks the request message and formulates an answer message which is sent back to the SIRB (2) and forwarded
by the SIRB (2) to the requestor (4). The messages exchanged between the different modules are each digitally signed by the module sending the
message and encrypted for the intended direct and indirect recipient. <IMAGE>
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