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Abstract (en)
[origin: WO2004025472A1] A method and apparatus for controlling data link layer access to protected servers (16) on a computer network (12)
by a client device (24). Address resolution requests broadcast on the network (12) by the client device (24) seeking access to any network device
are received and then processed to determine whether the client device (24) is unknown. If the client device (24) is unknown, restriction address
resolution replies are transmitted to the protected devices to restrict access by the client device (24) to the protected devices and allow access to
an authentication server (18). The authentication server (18) is monitored to determine if the client device (24) is authorized or unauthorized by the
authentication server (18). If the client device (24) is authorized, access is allowed to the protected devices. If the client device (24) is unauthorized,
blocking address resolution replies are transmitted on the computer network (12) to block access by the client device (24) to all other network
devices.
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