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Abstract (en)
[origin: WO2006111573A1] Disclosed is a method for upgrading a microprocessor-controlled device with a new software code via a communication
network. According to said method, the device comprises a non-volatile program memory with two memory sectors, i.e. a first and a second memory
sector. The first memory sector (boot sector) is provided for a basic program supplying a first operating system and first functionalities of the device
while the second memory sector (update sector) is provided for the software code that is to be transmitted. The first memory sector is overwrite-
protected by means of hardware. The inventive method encompasses the following steps: the system is first started with the basic program from
the first memory sector while a system variable UPDATE is read. If said system variable comprises the value perform update , a perform firmware
update function is requested, whereupon said variable is set to the value invalid firmware ; then a connection is established to an overriding unit, and
the new software code is transmitted to the device. Once the new software code has been saved in the second memory sector, the new software
code is checked regarding bit errors. The system is restarted in case bit errors have occurred during the transmission while the new software code
from the second memory sector is executed and the system variable UPDATE is written with the value valid firmware if no bit errors have occurred.
The inventive method allows microprocessor-controlled devices to be securely upgraded with a new software code via a communication network.
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