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Abstract (en)
[origin: WO2007015034A2] The invention relates to a method and a system for encryption or decryption on the fly of a high-speed information
stream. The information is in the form of blocks of bits (M<SUB>0</SUB>, M<SUB>1</SUB>,..., M<SUB>n-1 </SUB>), themselves grouped in
sectors (S). The invention uses a block encryption method, for example, AES (Advanced Encryption Standard), carried out twice per sector and
producing, for each sector, a secondary key (KS) used by a more rapid algorithm (for example XOR mask). The secondary keys are dependent on
the sector content and the position thereof in the stream. The same information would be differently encrypted according to the context thereof. On
decryption, the secondary key can be recalculated from the encrypted sector by means of the block encryption algorithm. The number of blocks per
sector is adjusted to achieve the best compromise between speed of calculation and cryptographic security.
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