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Abstract (en)
[origin: US2007153739A1] A wireless router assisted security handoff method ( 300 ) includes an efficient layer 2 security handoff for an
infrastructure-based mobile multi-hop wireless network. The handoff is assisted with a wireless router ( 311 ) which is the first hop from the mobile
station ( 301 ) to the new access point ( 307 ). The security context from the old access point ( 303 ) is first delivered to the mobile station ( 301 ) in
a secure manner. The first handoff message ( 309 ) from mobile station ( 301 ) to the new access point ( 307 ) has three roles namely, re-association
request, security context delivery and new session key generation handshaking. The first hop wireless router ( 311 ) vouches the freshness of the
message contents and tunnels the message securely to the new access point ( 307 ). The second message ( 315 ) from the new access point
( 307 ) to the mobile station ( 301 ) completes the handoff process.
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