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Abstract (en)
[origin: WO2008141992A1] The present invention relates to the field of computer security, and particularly to a method and an apparatus for
encrypting and decrypting software. The decryption process of the present invention comprises the following steps: step 201, selecting t factors of
a threshold secret key from n paragraphs of a second software cipher text at random, restoring a first software cipher text and an secret key cipher
text PSK from the second software cipher text, wherein n is a positive integer greater than 1, t is a positive integer less than or equal to n; step 202,
extracting said secret key cipher text PSK, calculating a second secret key according to said t factors of the threshold secret key, and using the
second secret key to decrypt the secret key cipher text PSK into the first secret key SK; and step 203, decrypting said first software cipher text using
said first secret key SK, so as to obtain the software's plaintext. The beneficial effects of the present invention are that it enhances the protection of
the software encrypting key, and makes it more difficult for a cracker to crack the software by way of tracking the software' s loading process.
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