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Abstract (en)
[origin: WO2011101414A1] The invention relates to a system for preventing an attack on a networked vehicle via a wireless communication device
of a vehicle. The system comprises a wireless data traffic network and a security status determination unit for controlling the access to the wireless
data traffic network depending on a determined security status, wherein the security status is based on an evaluation of a current configuration of
the vehicle and/or on log data of the vehicle and/or on time that has passed since an update of relevant software. The system further comprises a
communication device which is suitable for connection to the wireless data traffic network and an access control device for controlling the network
access to the wireless data traffic network, which access control device can be connected to the security status determination unit. The invention
further relates to a method for a system for preventing an attack on a networked vehicle via a wireless communication device of a vehicle, wherein a
security status is determined, wherein the security status is based on an evaluation of a current configuration of the vehicle and/or on log data of the
vehicle and/or on time that has passed since an update of relevant software. The method also comprises the determination of a network access rule
set for the access to the data traffic network on the basis of the determined security status, said rule set being subsequently activated.

IPC 8 full level
HOA4L 29/06 (2006.01); BEOR 16/023 (2006.01)

CPC (source: EP US)
HO4L 63/10 (2013.01 - EP US); HO4L 63/14 (2013.01 - EP US); HO4W 12/088 (2021.01 - EP US); HO4W 12/126 (2021.01 - EP US);
HO4L 67/12 (2013.01 - EP US); H04W 4/44 (2018.01 - EP US)

Citation (search report)
See references of WO 2011101414A1

Citation (examination)
EP 1956794 A2 20080813 - HITACHI LTD [JP]

Designated contracting state (EPC)
AL AT BE BG CH CY CZDE DKEE ESFIFRGB GRHRHU IE IS IT LI LT LU LV MC MK MT NL NO PL PT RO RS SE SI SK SM TR

DOCDB simple family (publication)
DE 102010008816 A1 20110825; CN 102893574 A 20130123; CN 102893574 B 20180518; EP 2540053 A1 20130102;
US 2013104186 A1 20130425; US 9843926 B2 20171212; WO 2011101414 A1 20110825

DOCDB simple family (application)
DE 102010008816 A 20100222; CN 201180010608 A 20110217; EP 11703708 A 20110217; EP 2011052362 W 20110217;
US 201113580658 A 20110217


https://worldwide.espacenet.com/patent/search?q=pn%3DEP2540053A1?&section=Biblio&called_by=GPI
https://register.epo.org/application?number=EP11703708&lng=en&tab=main
http://www.wipo.int/ipcpub/?level=a&lang=en&symbol=H04L0029060000&priorityorder=yes&refresh=page&version=20060101
http://www.wipo.int/ipcpub/?level=a&lang=en&symbol=B60R0016023000&priorityorder=yes&refresh=page&version=20060101
http://worldwide.espacenet.com/classification?locale=en_EP#!/CPC=H04L63/10
http://worldwide.espacenet.com/classification?locale=en_EP#!/CPC=H04L63/14
http://worldwide.espacenet.com/classification?locale=en_EP#!/CPC=H04W12/088
http://worldwide.espacenet.com/classification?locale=en_EP#!/CPC=H04W12/126
http://worldwide.espacenet.com/classification?locale=en_EP#!/CPC=H04L67/12
http://worldwide.espacenet.com/classification?locale=en_EP#!/CPC=H04W4/44

