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Abstract (en)
[origin: WO2011110973A2] This invention proposes a content verification and authentication method inside a sealed box, which transits between
point-of-packaging and point-of delivery through a logistics supply-chain on per-hop basis. This method is about tagging each item with a label
containing internal layering of radio-opaque material randomly oriented. Externally all labels/tags look symmetrical and hence even if an insider
replaces the original item and tags with genuine labels on fake item, still this gets detected as original reference imaging signature will have different
orientation. Every-time these labels are reused they auto-acquire their imaging credential. This method also mitigates false alarm after ensuring
that imaging has changed only due to horizontal movement of items inside the box and not because of orientation. Method has inherent capability
to resolve count-deficiency due to pattern overlap. For accelerated direction- agnostic scanning in high volume logistics industry for box level
authentication, two labels with covert pattern is highly useful. Labels with covert pattern is again based on orientation, which is not known by insiders
and credential is acquired only at time of application of labels. This method can also be used as covert anti-counterfeiting mechanism by associating
imaging of random covert patterns with overt feature of unique-alpha-numeric per-piece id.
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