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Abstract (en)
[origin: WO2011131715A1] The invention relates to a method for reading at least one attribute stored in an ID token (106, 106') using first (136),
second (150) and third (100) computer systems, wherein the third computer system comprises a browser (112) and a client (113), and wherein a
service certificate (144) is assigned to the second computer system, wherein the service certificate comprises an identifier which is used to identify
the second computer system, wherein the ID token is assigned to a user (102), having the following steps: - a first cryptographically protected
connection (TLS1) is set up between the browser of the third computer system and the second computer system, wherein the third computer
system receives a first certificate (176), - the first certificate is stored by the third computer system, - the third computer system receives a signed
attribute specification (182) via the first connection, - a second cryptographically protected connection (TLS2) is set up between the browser of
the third computer system and the first computer system, wherein the third computer system receives a second certificate (190), - the signed
attribute specification is forwarded from the third computer system to the first computer system via the second connection, - the first computer
system accesses an authorization certificate (186), wherein the authorization certificate comprises the identifier, - a third cryptographically protected
connection (TLS3) is set up between the first computer system and the client of the third computer system, wherein the third computer system
receives the authorization certificate containing the identifier via the third connection, - the client of the third computer system checks whether
the first certificate comprises the identifier as proof of the fact that the first certificate matches the service certificate, - the user is authenticated
with respect to the ID token, - the first computer system (136) is authenticated with respect to the ID token, - a fourth cryptographically protected
connection with end-to-end encryption is set up between the ID token and the first computer system, - after the user and the first computer system
have been successfully authenticated with respect to the ID token, the first computer system has read access to the at least one attribute stored in
the ID token via the fourth connection in order to read the one or more attributes specified in the attribute specification from the ID token, - the first
computer system transmits the at least one attribute to the second computer system (150) after said attribute has been signed.
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