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Abstract (en)
[origin: WO2012146550A1] A method for applying a high entropy masking countermeasure in a block encryption algorithm, and a logic integrated
circuit implementing such a method. The invention relates to a block encryption algorithm based encryption method implementing a masking
countermeasure and comprising a step of non-linear substitution of the elements of the State matrix. According to the invention, this method
comprises for each encryption of the block: - a precalculation step, during which several independent and masked substitution tables are generated
in parallel, and - during the non-linear substitution step, the elements of the State matrix are substituted by elements from said independent and
masked substitution tables.
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