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Abstract (en)
[origin: WO2015026386A1] The present embodiments focus on the privacy-utility tradeoff encountered by a user who wishes to release some public
data (denoted by X) to an analyst, that is correlated with his private data (denoted by S), in the hope of getting some utility. When noise is added as
a privacy preserving mechanism, that is, Y=X+N, where Y is the actual released data to the analyst and N is noise, we show that adding Gaussian
noise is optimal under |_2-norm distortion for continuous data X. We denote the mechanism of adding Gaussian noise that minimizes the worst-case
information leakage by Gaussian mechanism. The parameters for Gaussian mechanism are determined based on the eigenvectors and eigenvalues
of the covariance of X. We also develop a probabilistic privacy preserving mapping mechanism for discrete data X, wherein the random discrete
noise follows a maximum-entropy distribution.
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