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Abstract (en)
Legacy technologies show the problem that when establishing a secured device-to-device [D2D] communication a playback attack can easily
succeed. Method (100) for establishing a device-to-device communication session between mobile devices (MD1, MD2) which are mutually
connectable via a D2D communication channel (DDC) and individually connectable to a mobile network (MN), comprising: - preloading (120) an
initiation key on each of the mobile devices (MD1, MD2), the initiation key being associated with a validity period; and on each of the mobile devices
(MD1, MD2): - verifying (140) a validity of the initiation key based on a current time; - if the initiation key is deemed valid, generating (160) a session
key using the initiation key by using the initiation key in performing (164, 166) a key agreement procedure between the mobile devices (MD1, MD2)
over the D2D communication channel (DDC), the key agreement procedure resulting in the session key if the initiation key used by each of the
mobile devices matches; and - establishing (180) the D2D communication session over the D2D communication channel (DDC) based on the
session key.
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