
Title (en)
EFFICIENT METHODS FOR AUTHENTICATED COMMUNICATION

Title (de)
EFFIZIENTE VERFAHREN FÜR AUTHENTIFIZIERTE KOMMUNIKATION

Title (fr)
PROCÉDÉS EFFICACES POUR UNE COMMUNICATION AUTHENTIFIÉE

Publication
EP 3158680 A4 20180207 (EN)

Application
EP 15810102 A 20150618

Priority
• US 201462014102 P 20140618
• US 201462016048 P 20140623
• US 2015036524 W 20150618

Abstract (en)
[origin: US2015372811A1] Embodiments of the invention relate to efficient methods for authenticated communication. In one embodiment, a first
computing device can generate an ephemeral key pair comprising an ephemeral public key and an ephemeral private key. The first computing
device can generate a first shared secret using the ephemeral private key and a static second device public key. The first computing device can
encrypt request data using the first shared secret to obtain encrypted request data. The first computing device can send a request message
including the encrypted request data and the ephemeral public key to a server computer. Upon receiving a response message from the server
computer, the first computing device can determine a second shared secret using the ephemeral private key and the blinded static second device
public key. The first computing device can then decrypt the encrypted response data from the response message to obtain response data.
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