
Title (en)
SYSTEMS AND METHODS FOR GENERATING NETWORK THREAT INTELLIGENCE

Title (de)
SYSTEME UND VERFAHREN ZUR ERZEUGUNG VON NETZWERKBEDROHUNGSINTELLIGENZ

Title (fr)
SYSTÈMES ET PROCÉDÉS DE GÉNÉRATION D'UNE INTELLIGENCE CONTRE LES MENACES DANS UN RÉSEAU

Publication
EP 3281116 A4 20180815 (EN)

Application
EP 16777161 A 20160406

Priority
• US 201514683964 A 20150410
• US 2016026131 W 20160406

Abstract (en)
[origin: WO2016164403A1] Implementations described and claimed herein provide systems and methods for generating threat intelligence based
on network security data. In one implementation, a network traffic dataset representative of network traffic for an Internet Protocol address across
one or more ports of a primary network is obtained. A content distribution network log associated with a content distribution network is obtained.
The content distribution network log includes a history of content requests by the Internet Protocol address. The network traffic dataset is correlated
with the content distribution network log based on the Internet Protocol address to obtain network security data. One or more threat attributes
representative of malicious activity are identified from the network security data. The one or more threat attributes are weighted. Network threat
intelligence is generated based on the weighted threat attributes using a processing cluster.
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