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Abstract (en)
The invention proposes a method for checking at the level of a service provider (30) if a terminal application (12) comprised in a terminal (10) is
entitled to request for a service provided by the service provider (30), a security element (11) cooperating with the terminal (10), the security element
(11) containing a first key generated by the terminal application (12) during an enrolment phase, wherein the method comprises: A- Sending, from
the service provider (30) to the security element (11), a first message [[[Nonce4MobileApp]Pubkey4app] Il Nonce4SIM]Pubkey4SIM, where: -
Nonce4MobileApp and Nonce4SIM are data generated by the service provider (30); - Pubkey4app and Pubkey4SIM are respectively the public keys
of the terminal application (12) and of the security element (11); B- Decrypting the first message in the security element (11) with the private key
of the security element (11); C- Sending from the security element (11) to the terminal application (12) the decrypted first message encrypted by
the first key; D- Decrypting in the terminal application (12) the received message with a second key and decrypting the Nonce4MobileApp with the
private key of the terminal application (12); E- Sending from the terminal application (12) to the service provider (30) the data Nonce4MobileApp
and the Nonce4SIM; F- Checking by the service provider (30) that the received data Nonce4MobileApp and Nonce4SIM correspond to those sent
at step -A- and, - if the data correspond, consider that the service provider (30) can trust the terminal application (12) and authorize the service to be
executed; - if the data do not correspond, consider that the service provider (30) cannot trust the terminal application (12) and forbid the service to
be executed.
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