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Abstract (en)
[origin: WO2017009415A1] Described systems and methods enable an efficient analysis of security-relevant events, especially in hardware
virtualization platforms. In some embodiments, a notification handler detects the occurrence of an event within a virtual machine, and communicates
the respective event to security software. The security software then attempts to match the respective event to a collection of behavioral and
exception signatures. An exception comprises a set of conditions which, when satisfied by an <event, entity> tuple, indicates that the respective
entity is not malicious. In some embodiments, a part of exception matching is performed synchronously (i.e., while execution of the entity that
triggered the respective event is suspended), while another part of exception matching is performed asynchronously (i.e., after the triggering entity is
allowed to resume execution).
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