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Abstract (en)
[origin: WO2017167490A1] A method for reducing a possible attack on a weak point of a device via a network access point to a network is
proposed, wherein a configuration of the device is analysed in a first step, wherein communication via the network access point is restricted by a
network access filter with the aid of a selectable filter rule in a second step if a weak point is detected on the basis of the analysed configuration, in
particular a lack of up-to-dateness of the configuration, and wherein the filter rule is topologically applied between the network access point and a
main function of the device. A corresponding device and a computer program product are proposed. A type of reverse network admission control
principle is therefore applied. In the case of a weak configuration or a configuration which is presumed not to be up-to-date, a field device itself
restricts its communication by means of a type of reverse network admission control in order to reduce the attack area.
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