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Abstract (en)
An apparatus for authenticating and authorizing a user for one or more web services, the apparatus comprising memory to store a plurality of
personas corresponding to one or more users, each persona corresponding to a respective persona symbol of a plurality of persona symbols, the
persona indicative of a unique identity of a corresponding user of the one or more users for one or more web services and comprising one or more
attributes populated with at least one portion of user attribute information, the one or more attributes comprising user authentication information for
the one or more web services; one or more processors to execute a persona management module, the persona management module configured
to: receive an indication of activation of a persona on a user device corresponding to a user; determine whether the persona being activated on the
user device matches a stored persona in the memory; and automatically authenticate the user based on the persona attributes of the persona being
activated to a corresponding web service of the one or more web services for the authorization of the user for the one or more web services based
on determining that the persona being activated on the user device matches the stored persona.

IPC 8 full level
H04L 9/32 (2006.01); G06F 21/00 (2013.01); G06F 21/36 (2013.01); H04L 29/06 (2006.01)

CPC (source: EP KR US)
G06F 21/36 (2013.01 - EP US); H04L 9/32 (2013.01 - KR); H04L 63/102 (2013.01 - EP US); H04L 63/168 (2013.01 - EP US);
H04L 63/105 (2013.01 - EP US)

Citation (search report)
• [X] US 2006036951 A1 20060216 - MARION NEAL R [US], et al
• [X] US 2003131260 A1 20030710 - HANSON JAMES E [US], et al

Designated contracting state (EPC)
AL AT BE BG CH CY CZ DE DK EE ES FI FR GB GR HR HU IE IS IT LI LT LU LV MC MK MT NL NO PL PT RO RS SE SI SK SM TR

DOCDB simple family (publication)
US 2013263237 A1 20131003; AU 2013237959 A1 20140717; AU 2013237959 B2 20150730; CA 2861656 A1 20131003;
CA 2861656 C 20231212; CN 104838386 A 20150812; CN 104838386 B 20171110; EP 2792105 A2 20141022; EP 2792105 A4 20160217;
EP 2792105 B1 20191016; EP 3554002 A1 20191016; EP 3554002 B1 20210421; EP 3843328 A1 20210630; EP 3843328 B1 20230503;
KR 101711270 B1 20170228; KR 101830038 B1 20180219; KR 20140139111 A 20141204; KR 20170023205 A 20170302;
WO 2013149048 A2 20131003; WO 2013149048 A3 20150625

DOCDB simple family (application)
US 201213436684 A 20120330; AU 2013237959 A 20130328; CA 2861656 A 20130328; CN 201380014870 A 20130328;
EP 13768822 A 20130328; EP 19171334 A 20130328; EP 21158668 A 20130328; KR 20147030305 A 20130328; KR 20177004774 A 20130328;
US 2013034429 W 20130328

https://worldwide.espacenet.com/patent/search?q=pn%3DEP3554002A1?&section=Biblio&called_by=GPI
https://register.epo.org/application?number=EP19171334&lng=en&tab=main
http://www.wipo.int/ipcpub/?level=a&lang=en&symbol=H04L0009320000&priorityorder=yes&refresh=page&version=20060101
http://www.wipo.int/ipcpub/?level=a&lang=en&symbol=G06F0021000000&priorityorder=yes&refresh=page&version=20130101
http://www.wipo.int/ipcpub/?level=a&lang=en&symbol=G06F0021360000&priorityorder=yes&refresh=page&version=20130101
http://www.wipo.int/ipcpub/?level=a&lang=en&symbol=H04L0029060000&priorityorder=yes&refresh=page&version=20060101
http://worldwide.espacenet.com/classification?locale=en_EP#!/CPC=G06F21/36
http://worldwide.espacenet.com/classification?locale=en_EP#!/CPC=H04L9/32
http://worldwide.espacenet.com/classification?locale=en_EP#!/CPC=H04L63/102
http://worldwide.espacenet.com/classification?locale=en_EP#!/CPC=H04L63/168
http://worldwide.espacenet.com/classification?locale=en_EP#!/CPC=H04L63/105

