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Abstract (en)
[origin: US2018184158A1] Described herein are systems and methods for providing hardware based security to software applications in a television
receiver. The system can include a television receiver having a trusted hardware environment that includes a security processor and a standard
environment that includes an application processor. The security processor can ensure that at least a portion of the software application executed by
the application processor is secure. A portion of the software application code can be placed in an interrupt service routine memory space. During
execution of the software application, the security processor can security check the portion of the software application in the interrupt service routine
memory space, making it trusted code. The security processor can force the application processor to execute the trusted code by triggering an
interrupt. Such forced execution can allow the security processor to not only ensure that code is trusted, but that it is executed.
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