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Abstract (en)
To securely realize updating of a key shared between an apparatus on a transmission side and an apparatus on a reception side. A second
apparatus encrypts a new shared key by an encryption processing unit, issues a signature for the encrypted new shared key from a signature
processing unit, and transmits the signature and the encrypted new shared key to a first apparatus . When a signature processing unit fails in
verifying the signature, the first apparatus performs control to prohibit at least one of processing executed after reception of the encrypted new
shared key and required to store the new shared key into a storage unit.
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