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Abstract (en)
[origin: WO2018212794A1] A method for sharing read access to a document (200) includes receiving a shared read access command (250) from
a sharor (10a) sharing read access to a sharee for the document stored on memory hardware (150), and receiving a shared read access request
(260) from the sharee (10b). The shared read access command includes an encrypted value (256) and a first cryptographic share value (252) based
on a write key (204), a read key (202), a document identifier, and a sharee identifier. The method also includes multiplying the first and second
cryptographic share values to determine a cryptographic read access value (224). The cryptographic read access value authorizes read access to
the sharee for the document. The method also includes storing a read access token (222) for the sharee including the cryptographic read access
value and the encrypted value in a user read set (220) of the memory hardware.
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