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Abstract (en)
[origin: WO2018217204A1] Data describing a request to access a computer program is received at a processing component from a requesting
device operated by an end user. The processing component determines whether an existing authentication session for the end user exists. In
accordance with a determination that the existing authentication session for the end user does not exist, the end user is prompted to authenticate
to the processing component. In accordance with a determination that the existing authentication session for the end user exists, a risk assessment
is performed. The risk assessment comprises a consideration of one or both of (i) one or more request characteristics associated with the request
to access the computer program and (ii) one or more computer program access criteria. In accordance with a determination that risk assessment
is positive, the requesting device is provided with access to the computer program. In accordance with a determination that risk assessment is
negative, the end user is prompted to perform an authentication activity. In response to receiving data indicating that the end user performed the
authentication activity, and the authentication activity is successful, a new authentication session is established for the end user and the requesting
device is provided with access to the computer program.
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