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Abstract (en)
[origin: WO2019046147A1] A computer-based method is disclosed to facilitate managing data exfiltration risk in a computer network environment.
The method includes collecting computer file management information associated with each respective one of a plurality of computer files in an
organization's computer network environment from a computer operating system, collecting user activity information associated with each respective
one of a plurality of user sessions by users having access to the organization's computer network environment with a plurality of session monitoring
agents, correlating at least some of the collected user activity information to one or more of the computer files associated with the collected file
management information; and assessing data exfiltration risk with respect to one or more of the computer files based at least in part on some of the
file management information and the correlated user activity information associated with a file history chain.
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