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Abstract (en)
[origin: WO2019199460A1] A multi-factor authentication system supports a variety of password entry mechanisms (e.g., alphanumeric, visual, voice,
etc.) that can be used to authenticate a user to access multiple application/website destinations. Example methods and systems include a real-time
password generator that creates unique and complex passwords independent of Internet connectivity for multiple different service providers (e.g.,
third party applications, cloud services, websites, etc. that include user authentication) without storing the passwords in local or network memory
(e.g., a password vault). In response to receiving a login request, a user device prompts the user to provide an access code, and generates a
destination key based on a securely stored identifier code. The destination key can be re-generated using the stored identifier code and the access
code. The same stored identifier code and the received access code can be used to regenerate different destination keys for different applications or
services.
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