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Abstract (en)
Security system for protecting a vehicle electronic system by selectively intervening in the communications path in order to prevent the arrival of
malicious messages at ECUs, in particular at the safety critical ECUs. The security system includes a filter which prevents illegal messages sent by
any system or device communicating over a vehicle communications bus from reaching their destination. The filter may, at its discretion according
to preconfigured rules, send messages as is, block messages, change the content of the messages, request authentication or limit the rate such
messages can be delivered, by buffering the messages and sending them only in preconfigured intervals.
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