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Abstract (en)
[origin: WO2020217030A1] The present invention relates to a hardware authentication token intended for being connected to a computer terminal.
This token comprises a confirmation button, a processor and a secure memory area where a first private key is stored. The terminal can ask the
user to authenticate using the token by transmitting a first nonce to the user. After the confirmation button has been pressed, the token generates a
second nonce, encodes it using ultrasonic signals and transmits it, via an acoustic channel, to the user's smartphone. The token determines from the
response whether the second nonce has been signed with a second private key belonging to the user and, if so, returns the first nonce encrypted by
the first private key to the computer terminal in order to authenticate the user.
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