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Abstract (en)
[origin: WO2020229853A1] The invention relates to a method for client-side credential control to allow remote access to a second (protected) device,
the method comprising: - providing a gateway integrated into the second (protected) device, or independent thereof capable for communication
using electronic data channel with the first (client) device, - providing a secure storage device to first (client) device, - providing user privileges
to at least one command executable by the second (protected) device and storing user credentials (privilege data) in the secure storage device;
- providing a key pair of asymmetric cryptography having a private key and a public key, - storing the private key of the key pair used for the
asymmetric encryption in the secure storage device, - generating at least one data related to the command executable by the second (protected)
device, - checking in the secure storage device, whether the data related to the command executable by the second (protected) device corresponds
to at least one user credential related to the command executable by the second (protected) device, stored in the secure storage device, - in case
of correspondence generating in the secure storage device a data block derived from the data related to the command executable by the second
(protected) device, - signing the data block with the support of the secure storage device using the private key stored in the secure storage device,
- generating at least one data packet from the data block signed with the private key - transmitting the at least one data packet to the gateway via
the electronic communication channel. The invention further relates to a gateway, a secure storage device and computer program products for
performing the method according to the invention.
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