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Abstract (en)
[origin: US10715493B1] Enterprise users' mobile devices typically access the Internet without being protected by the enterprise's network security
policy, which exposes the enterprise network to Internet-mediated attack by malicious actors. This is because the conventional approach to
protecting the mobile devices and associated enterprise network is to tunnel all of the devices' Internet communications to the enterprise network,
which is very inefficient since typically only a very small percentage of Internet communications originating from an enterprise's mobile devices
are communicating with Internet hosts that are associated with threats. In the present disclosure, the mobile device efficiently identifies which
communications are associated with Internet threats, and tunnels only such identified traffic to the enterprise network, where actions may be taken to
protect the enterprise network.
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