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Abstract (en)
[origin: WO2021118717A1] Some embodiments provide a method for performing deep packet inspection (DPI) for an SD-WAN (software defined,
wide area network) established for an entity by a plurality of edge nodes and a set of one or more cloud gateways. At a particular edge node, the
method uses local and remote deep packet inspectors to perform DPI for a packet flow. Specifically, the method initially uses the local deep packet
inspector to perform a first DPI operation on a set of packets of a first packet flow to generate a set of DPI parameters for the first packet flow. The
method then forwards a copy of the set of packets to the remote deep packet inspector to perform a second DPI operation to generate a second set
of DPI parameters. In some embodiments, the remote deep packet inspector is accessible by a controller cluster that configures the edge nodes and
the gateways. In some such embodiments, the method forwards the copy of the set of packets to the controller cluster, which then uses the remote
deep packet inspector to perform the remote DPI operation. The method receives the result of the second DPI operation, and when the generated
first and second DPI parameters are different, generates a record regarding the difference.
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