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Abstract (en)
[origin: WO2021204313A1] The invention relates to a tracking system which enables the collection of information about persons who are present
at a specific time at a specific location, which system uses a mobile communication device (e.g. a smartphone), encrypts the presence information
and transmits it in a privacy-protecting form to a tracking data provider. The system uses markers (for example QR code markers) which contain a
Uniform Resource Locator (URL). Selected locations are provided with markers of a tracking service provider. Users of the tracking system register
with their personal contact information (for example a telephone number) and a PIN code or password which they have chosen. The tracking
system enables people to read markers in order to log their presence at a location at a specific time and to store encrypted presence information
on a server. The tracking system can use different servers (for example a registration server, a marker server and a logging server) which may
be operated by different organisations. The encryption of presence information is carried out using different encryption techniques and different
cryptographic keys. In order to protect the presence information of users of the tracking system, which information is stored in logs of the system,
presence data are encrypted by means of cryptographic keys. For access to presence information and personal data a combination of cryptographic
keys of individual persons and authorised organisations is necessary. Due to the privacy-maintaining properties of the tracking system, it can be
ensured that an authorisation procedure must be carried out for every contact tracking request to an authorised organisation. The system can be
used in order to track chains of infection of an infectious disease by an authorised organisation (for example a health authority). When using the
system for tracking chains of infection, an authorised organisation can carry out a digital contact tracking of persons who were present at the same
location, or of persons who had direct contact with one another. The encryption system used by the tracking system guarantees the sovereignty
of the users over their personal data and presence information. The consent of the user is necessary so that authorised organisations can access
these data, and is enforced technically by means of cryptography.
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