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Abstract (en)
Described is a system in accordance with the requirements specified for the maximum levels of safety integrity and security for safety-critical
applications, designed to: (a) safely display the status of a railway transportation plant on an operator interface terminal, consisting of a commercial
off-the-shelf (COTS) device (3), of fixed or mobile type (such as, for example, tablet and smartphone devices), connected through an open network
(including the 3G/4G/LTE/5G mobile networks) to a calculation terminal (2), which receives the status of the railway transportation plant from a
command and control platform (10); (b) sending commands towards the command and control platform (10) from the COTS operator terminal
(3). Protection of the transmission of data over an open network (security) is guaranteed by a "transfer server" (4), which provides a protected
workspace, for example, in accordance with NIS-2016/1148, for controlling access and directing the railway transportation plant to the command and
control platform (10), for decrypting and decompressing images and for any other type of communication from and to the COTS operator terminal.
The maximum Safety Integrity Level (SIL) is guaranteed by the architecture of the calculation terminal (2), in accordance with the requirements
defined by CENELEC EN 50126 EN 50128 and EN 50129 standards, and by decrypting on the transfer server (4) the image previously encrypted
by the calculation terminal (2) before transmission. This system may also be used in all industrial applications different from railway applications, in
which it is necessary to safely control remotely a generic operator interface terminal.
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