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Abstract (en)
[origin: WO2023283356A1] An apparatus may include a set of modules and artificial intelligence models to detect a cyber incident, a simulator to
simulate an actual cyber attack of the cyber incident on a network including physical devices being protected by the set of modules and artificial
intelligence models; and a feedback loop between i) the set of modules and artificial intelligence models and ii) the simulator, during an ongoing
detected cyber incident. An attack path modeling module is configured to feed details of the detected incident by a cyber threat module into an input
module of the simulator, and to run one or more hypothetical simulations of that detected incident in order to predict and control an autonomous
response to the detected incident. Any software instructions forming part of the set of modules, the artificial intelligence models, and the simulator
are stored in an executable form in memories and executed by processors.
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