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(54) SYSTEMS AND METHODS FOR AUTOMATIC SERVICE ACTIVATION ON A COMPUTING 
DEVICE

(57) Disclosed herein are systems and method for
automatic activation of a service on a computing device.
In an exemplary aspect, a service activation module may
link, using an activation model, user behavioral data to
an automated activation of the service based on the de-
tecting a prior activation of the service subsequent to
receiving the user behavioral data. The service activation
module may receive, at a later time, additional sensor
data from a plurality of sensors of a computing device.

The service activation module may parse the additional
sensor data to generate additional user behavioral data.
The service activation module may compute, using the
activation model, a degree of similarity between the user
behavioral data and the additional user behavioral data,
and in response to determining that the degree of simi-
larity is greater than a predetermined threshold value,
may automatically activating the service on the comput-
ing device.
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Description

FIELD OF TECHNOLOGY

[0001] The present disclosure relates to the field of
control systems, and more specifically, to methods of au-
tomatic activation of a service on a computing device.

BACKGROUND

[0002] The rapid development of computer technolo-
gies over the last decade, and also the prevalence of
various computing devices (e.g., personal computers,
notebooks, tablets, smartphones, etc.), have become a
powerful stimulus to the use of such devices in many
different areas of activity from surfing the Internet to per-
forming bank transfers and circulating electronic docu-
ments.
[0003] Progress in such fields as speech recognition,
machine learning, artificial intelligence and so forth has
enabled a significant simplification of user interaction with
computer systems, which has led, for example, to the
advent of smart assistants. Smart assistants are appli-
cations that perform tasks or utilize services for the user
based on information entered by the user, location data,
and information obtained from various Internet resourc-
es.
[0004] One of the problems of the interaction between
users and computer systems is the problem of effective
activation of tasks and services on those computer sys-
tems. Conventional smart assistants rely on voice control
(e.g., the recognition of sound signals equating to a key
phrase or wake word) and manual control (e.g., typing in
a request). But oftentimes these described methods are
slow, inconvenient to use, and thereby cause annoyance
to users. For example, a user may say a wake word and
a smart assistant may not activate, causing the user to
keep repeating the wake word until activation of the smart
assistant. Because wake words are predetermined and
invariable, if the user has a plurality of commands for the
smart assistant, the user has to constantly repeat the
wake word before each command, causing an unnatural
and clunky communication between the user and the
smart assistant.
[0005] There is thus a need for a method of service
and application activation on a computing device without
the reliance on voice command and manual inputs.

SUMMARY

[0006] Aspects of the disclosure relate to the field of
control systems. In particular, aspects of the disclosure
describe methods and systems for automatic activation
of a service on a computing device.
[0007] In one example, a service activation module
may receive, at a first time, sensor data from a plurality
of sensors of a computing device. Subsequent to receiv-
ing the sensor data, the service activation module may

detect an activation (e.g., a manual activation) of a serv-
ice on the computing device. In response to detecting
the activation of the service, the service activation mod-
ule may parse the sensor data to generate user behav-
ioral data and may link, using an activation model, the
user behavioral data to an automated activation of the
service. The service activation module may receive, at a
second time, additional sensor data from the plurality of
sensors of the computing device. The service activation
module may parse the additional sensor data to generate
additional user behavioral data. The service activation
module may compute, using the activation model, a de-
gree of similarity between the user behavioral data and
the additional user behavioral data, and in response to
determining that the degree of similarity is greater than
a predetermined threshold value, may automatically ac-
tivating the service on the computing device.
[0008] In some examples, the activation model com-
prises a plurality of rules and each respective rule of the
plurality of rules is for automated activation of a respec-
tive service based on respective user behavioral data.
[0009] In some examples, the plurality of sensors com-
prise at least one of: an accelerometer; a gyroscope; a
magnetometer; a proximity sensor; a pedometer; a cam-
era.
[0010] In some examples, the sensor data comprises
gaze information of a user and environment information
both acquired by at least one camera of the computing
device. The service may be a digital search query, and
the service activation module may link the user behav-
ioral data to the automated activation of the service by
identifying an object in the environment that the user was
looking at for a threshold period of time based on the
gaze information and the environment information, and
in response to determining that the digital search query
comprises a request for information about the object that
the user was looking at, generating a rule, for the activa-
tion model, that initiates an automated digital search que-
ry on the computing device for any object that the user
looks at for the threshold period of time.
[0011] In some examples, the gaze information indi-
cates that the user looked at the computing device both
prior to and subsequent to looking at the object for the
threshold period of time. Accordingly, the service activa-
tion module may generate an additional rule, for the ac-
tivation model, that initiates the automated digital search
query on the computing device for any object that the
user looks at for the threshold period of time both prior
to and subsequent to looking at the computing device.
[0012] In some examples, the service activation mod-
ule may receive an acknowledgement from the user sub-
sequent to automatically activating the service on the
computing device, and in response to determining that
the acknowledgment comprises a negative connotation,
may remove the rule from the activation model.
[0013] In some examples, the sensor data comprises
at least: the relative position of the computing device in
an environment, the position of the user of the computing
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device in the environment relative to the computing de-
vice.
[0014] In some examples, the user behavioral data
comprises a change in position of the computing device
relative to the user.
[0015] In some examples, the service to be activated
is an intelligent personal software agent (e.g., a smart
assistant).
[0016] In some examples, the service activation mod-
ule may receive a user voice message without an acti-
vator phrase via the plurality of sensors of the computing
device. The service activation module may trigger the
smart assistant to begin analysis of the user voice mes-
sage before the activation of said agent, wherein the ac-
tivation comprises outputting the analysis results (e.g.,
an answer to a user query). The service activation module
may later activate the smart assistant based on the rules
of the activation model. This allows for an immediate out-
put of results without the delays of performing an analysis
subsequent to activation.
[0017] In some examples, the service activation mod-
ule may train the activation model, which may be a ma-
chine learning algorithm that monitors for user behavior
data that matches a particular rule and activates a service
accordingly.
[0018] In some examples, the degree of similarity of
the behavioral data being analyzed is a numerical value
characterizing the probability that said behavioral data
being analyzed corresponds to user behavioral data re-
quired for the activation of a particular service on the
computing device.
[0019] In some examples, after the activation of the
service, the service activation module may retrain the
activation model such that during subsequent analysis
of any additional sensor data, the degree of similarity of
any generated user behavioral data and historic behav-
ioral data is higher than in the present case.
[0020] In some examples, the sensor data and the ad-
ditional sensor data are received from a plurality of com-
puting devices, wherein the plurality of computing devic-
es comprises the computing device.
[0021] The above simplified summary of example as-
pects serves to provide a basic understanding of the
present disclosure. This summary is not an extensive
overview of all contemplated aspects, and is intended to
neither identify key or critical elements of all aspects nor
delineate the scope of any or all aspects of the present
disclosure. Its sole purpose is to present one or more
aspects in a simplified form as a prelude to the more
detailed description of the disclosure that follows. To the
accomplishment of the foregoing, the one or more as-
pects of the present disclosure include the features de-
scribed and exemplarily pointed out in the claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0022] The accompanying drawings, which are incor-
porated into and constitute a part of this specification,

illustrate one or more example aspects of the present
disclosure and, together with the detailed description,
serve to explain their principles and implementations.

FIG. 1 shows a block diagram of a system depicting
a service activation module, in accordance with ex-
amples of the present disclosure.
FIG. 2 illustrates a flow diagram of a method utilizing
the service activation module, in accordance with
examples of the present disclosure.
FIG. 3 illustrates a flow diagram of a method for au-
tomatic activation of a service on a computing de-
vice, in accordance with examples of the present dis-
closure.
FIG. 4 illustrates a flow diagram of a method for au-
tomatic activation of a digital search query on a com-
puting device, in accordance with examples of the
present disclosure.
FIG. 5 presents an example of a general-purpose
computer system on which embodiments of the in-
vention can be implemented.

DETAILED DESCRIPTION

[0023] Exemplary aspects are described herein in the
context of a system, method, and computer program
product for automatic activation of a service on a com-
puting device. Those of ordinary skill in the art will realize
that the following description is illustrative only and is not
intended to be in any way limiting. Other aspects will read-
ily suggest themselves to those skilled in the art having
the benefit of this disclosure. Reference will now be made
in detail to implementations of the example aspects as
illustrated in the accompanying drawings. The same ref-
erence indicators will be used to the extent possible
throughout the drawings and the following description to
refer to the same or like items.
[0024] FIG. 1 shows a block diagram of system 100
depicting a service activation module, in accordance with
aspects of the present disclosure. The structural diagram
of system 100 for automatic service activation comprises
a computing device 101, sensor data 102, service 103,
and a service activation module comprising data collec-
tion module 110, analysis module 120, activation model
121, activator module 130, and retraining module 140.
Service activation module may be executed on comput-
ing device 101 or an external server.
[0025] The term "module" as used herein refers to a
real-world device, component, or arrangement of com-
ponents implemented using hardware, such as by an ap-
plication specific integrated circuit (ASIC) or FPGA, for
example, or as a combination of hardware and software,
such as by a microprocessor system and a set of instruc-
tions to implement the module’s functionality, which
(while being executed) transform the microprocessor
system into a special-purpose device. A module may also
be implemented as a combination of the two, with certain
functions facilitated by hardware alone, and other func-

3 4 



EP 3 757 818 A1

4

5

10

15

20

25

30

35

40

45

50

55

tions facilitated by a combination of hardware and soft-
ware. In certain implementations, at least a portion, and
in some cases, all, of a module may be executed on the
processor of a computer system (e.g., computing device
101). Accordingly, each module may be realized in a va-
riety of suitable configurations, and should not be limited
to any particular implementation exemplified herein.
[0026] Data collection module 110 is configured to (1)
obtain sensor data 102 from a plurality of sensors of com-
puting device 101, (2) generate user behavioral data,
which may describe a change in the parameters of com-
puting device 101 during a predetermined time, based
on sensor data 102, and (3) send the user behavioral
data to analysis module 120.
[0027] In some examples, computing device 101 is one
of: a smartphone, a mobile smartphone, a tablet, a com-
puter, an electronic book reading device, or any comput-
ing device having sensors determining physical charac-
teristics of the computing device (e.g., G-sensors, accel-
erometers, etc.) or the surroundings of the computing
device (e.g., video cameras, microphones, etc.), includ-
ing smart home elements, household appliances, and so
forth.
[0028] In some examples, data collection module 110
is configured to obtain sensor data 102 from a plurality
of computing devices. For example, data collection mod-
ule 110 may receive image data from a camera of a smart-
phone and voice data captured by a microphone of a
smart speaker.
[0029] In some examples, service 103 can operate lo-
cally on computing device 101 locally (e.g., as a local
application, including applications for biometric identifi-
cation of users) or remotely (e.g., as a cloud application).
Launching (used interchangeably with activating) service
103 on computing device 101 may require an activation,
which can be done at least by an activator phrase, which
is a voice command given by a user, upon recognition of
which the system launches a service. An activator phrase
may be a wake word or wake phrase. In some examples,
service 103 may be launched by performing of nonverbal
actions of the user or by analyzing the surroundings of
computing device 101.
[0030] For example, an intelligent personal software
agent (e.g., a smart assistant such as Alice™, Alexa™,
Siri™, etc.) may work on a smartphone, and in order to
activate the smart assistant, the user needs to perform
certain actions on the smartphone including saying a
voice command (with a wake word), touching the screen,
placing the smartphone in a vertical position, and so forth.
[0031] In some examples, the plurality of sensors of
computing device 101 are at least one of: an accelerom-
eter, a gyroscope, a magnetometer, a proximity sensor,
a pedometer, a microphone, a camera.
[0032] A command for launching a service may be at
least one of: (1) a voice command of the user (with an
activator phrase), which is recorded by the microphone
of computing device 101, (2) a gesture of the user, per-
formed without computing device 101, which is recorded

by the video camera of computing device 101, (3) a ges-
ture of the user, performed together with computing de-
vice 101, which is recorded by the various sensors of the
positioning of the computing device (G-sensor, acceler-
ometer, etc.), (4) a change in the parameters of the sur-
roundings, including a determination of the physical en-
vironment of the user, performed with the aid, inter alia,
of the microphone, the video camera, the positioning sen-
sors of computing device 101 and so forth and a deter-
mination of the virtual (network) environment of the user,
performed by a Wi-Fi module, a Bluetooth model, the
cellular communication module of computing device 101
and so forth.
[0033] For example, in order to determine the activator
phrase, the microphone of computing device 101 is used.
In order to determine a change in the position of comput-
ing device 101, the accelerometer is used. In order to
determine the focus of attention of the user (for example,
to determine the line of sight on computing device 101)
the camera is used, and so forth.
[0034] In some examples, sensor data 102 received
from the plurality of sensors of computing device 101
comprises: audio data received from the microphone,
video data received from the video camera, positioning
data (coordinates, etc.) received from the sensors of a
global positioning system, data on mobile communica-
tion stations, data on Bluetooth devices situated along-
side computing device 101, data on Wi-Fi networks in
whose zone of operation computing device 101 is locat-
ed, data on the position of computing device 101 in an
environment (e.g., captured by a depth sensor that forms
a point cloud of three-dimensional points, or received
from a G-sensor (angle of inclination, etc.)), and data on
the acceleration of movement of computing device 101,
received by an accelerometer.
[0035] In some examples, the parameters of comput-
ing device 101 include the relative position of computing
device 101 in space (i.e., a vector representation of the
physical environment of computing device 101 in virtual
Cartesian space, where the origin point at a given mo-
ment of time may be a position of computing device 101,
and the space includes the positon of the user, the posi-
tion of the closest different computing device, the position
of a different computing device with the highest Wi-Fi
signal level, etc.). The parameters may also include the
position of the user of computing device 101 in space
relative to computing device 101 (e.g., in the virtual Car-
tesian space).
[0036] A change in the parameters of the surroundings
of computing device 101 (i.e., the parameter is a char-
acteristic of a change in specified parameters, such as
a principal parameter - the acceleration of computing de-
vice 101 (obtained from the accelerometer), and an aux-
iliary parameter - the rate of change in that acceleration,
making it possible to determine the direction of displace-
ment of computing device 101 and so forth), where said
change in parameters may be at least (1) the rate of
change in specified parameters, (2) the frequency of
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change in specified parameters and (3) the functional
relation of the changing parameters with each other (in
the case of a change in at least two parameters, such as
the distance to the computing device with the highest
level of Wi-Fi signal and the level of the Wi-Fi signal).
[0037] In some examples, the parameters of the sur-
roundings are at least the noise level, the lighting level,
the humidity, the level of the signal from cellular stations,
and GPS marks.
[0038] For example, the relative position of computing
device 101 in space (relative to a given object, such as
the user or the computing device with the highest level
of Wi-Fi signal), can be determined by analysis module
120 based on the data of an accelerometer, a gyroscope,
and sensors able to track the direction of displacement
of computing device 101, the acceleration of displace-
ment of computing device 101, and so on.
[0039] In yet another example, the position of the user
of computing device 101 in space relative to computing
device 101 can be determined by analysis module 120
based on the data of the microphone (e.g., from the loud-
ness level of sound), the camera (e.g., analysis of a video
image), the proximity sensor, and so forth.
[0040] In yet another example, the parameters of the
surroundings can be determined by a microphone (e.g.,
noise level), a camera (e.g., lighting level), a proximity
sensor, a magnetometer, a pedometer, and so on.
[0041] In some examples, the change in position of
computing device 101 relative to the user is determined
based on an analysis of sensor data 102 about what the
user is viewing, obtained from the camera of computing
device 101. Data collection module 110 may collect im-
ages from the camera of computing device 101 and anal-
ysis module 120 may analyze the images (e.g., perform
object recognition to identify faces or facial elements
(eyes, nose, etc.)). Analysis module 120 may construct
the three-dimensional position of the face relative to a
display of computing device 101 and determine the di-
rectional vector of a user’s gaze relative to computing
device 101.
[0042] In the described example, not only is the relative
position of computing device 101 and the user evaluated,
but the focus of attention (used interchangeable with the
gaze) of the user (i.e., the object which the user is looking
at) is determined. In some examples, analysis module
120 may determine that a service should be activated if
computing device 101 is at a distance not greater than a
predetermined distance from the object and if the user
stares at the object for at least a threshold period of time.
[0043] Besides data directly from the sensors of com-
puting device 101, the dynamics of change in time of the
obtained data are also gathered and analyzed. Such
changes may involve changes in time of (1) the acceler-
ation of computing device 101, (2) the position of com-
puting device 101, (3) the noise level around computing
device 101, (4) the lighting level around computing device
101, (5) the Wi-Fi signal level of a given computing device
101, (6) the number of computing devices next to a given

computing device 101 or the number of computing de-
vices with a Wi-Fi signal level higher than a given value.
[0044] Based on the changes in parameters, it is pos-
sible for analysis module 120 to determine more accu-
rately the various characteristics of the behavior of the
user, the change in the surroundings/environment of
computing device 101 and the change in the condition
of computing device 101.
[0045] For example, information about the noise level
(e.g., being a numerical value such as decibels) can be
obtained either once or over the course of a given time,
and thus the periodically collected data can additionally
provide information as to a change in noise level, which
may be interpreted as the user moving away from com-
puting device 101.
[0046] In some examples, data collection module 110
may collect sensor data 102 from the sensors of other
computing devices. For example, during the analysis of
sensor data 102, in order to make a decision on the ac-
tivation of service 103 on computing device 101, data
collection module 110 may collect data from other com-
puting devices located in the immediate vicinity (for ex-
ample, in the same room) as computing device 101,
whereby the data may be sent directly from one comput-
ing device to another by Bluetooth, Wi-Fi or the Internet.
[0047] Based on the collected information from the oth-
er computing devices, each of which can collect data
about its own immediate surroundings, analysis module
120 may construct a virtual representation of the physical
environment of computing device 101 much more accu-
rately than if the given computing device was alone.
[0048] For example, using the level of the Wi-Fi signal
from several computing devices it is possible to construct
a physical chart of the room in which those computing
devices are located, even down to the arrangement of
the walls and furniture (not identifying precisely what eve-
rything is, but only on the level of signal propagation in-
terference).
[0049] In some examples, historic behavioral data for
activating service 103 on computing device 101 is similar
to the data from the camera of computing device 101
(e.g., the aggregate of images taken in which the user’s
face is captured), characterizing the condition of the user
whereby the user stares at computing device 101 for at
least a specified time.
[0050] For example, even though the fact of looking at
computing device 101 may be registered repeatedly and
regularly, only a glance staring at the computing device
for longer than a given interval of time (such as longer
than 5 seconds) will henceforth be used (for example, as
an activator command to launch a service on computing
device 101). For example, a tablet may be situated on
its stand on a table, and the user regularly, but fleetingly
(i.e., not for a lengthy time) looks at the table. All of these
actions of the user are tracked by the camera on the
tablet and analyzed, yet no command to launch a service
is given until such time as the user looks at the tablet for
longer than 5 seconds.
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[0051] In some examples, the service activation mod-
ule may receive a user voice message without an acti-
vator phrase via the plurality of sensors of the computing
device. The service activation module may trigger a
smart assistant to begin analysis of the user voice mes-
sage before the activation of said agent, wherein the ac-
tivation comprises outputting the analysis results (e.g.,
an answer to a user query). The service activation module
may later activate the smart assistant based on the rules
of the activation model. This allows for an immediate out-
put of results without the delays of performing an analysis
subsequent to activation (e.g., similar to the benefits of
a cache where certain information is kept readily availa-
ble).
[0052] Analysis module 120 is configured to analyze
user behavioral data using activation model 121. Activa-
tion model 121 may comprise a plurality of rules, based
on which a decision is made as to triggering activation
of service 103. Activation model 121 may further deter-
mine a degree of similarity between user behavioral data
and historic behavioral data which has been previously
selected as a condition for activation of service 103 on
computing device 101. Activator module 130 may deter-
mine whether the degree of similarity is greater than a
predetermined threshold value, whereby a positive result
of that analysis is obtained in the event that the degree
of similarity so determined is higher than a given thresh-
old value.
[0053] In some examples, historic behavioral data in
activation model 121 has been generated as a result of
machine learning of said activation model 121.
[0054] For example, prior to the use of the described
system on a computing device 101, data is collected by
another computing device characterizing the actions of
the user involving the activation of a service on computing
device 101 (such as bringing the smartphone up to one’s
face). Based on the collected data from the sensors of
computing device 101, activation model 121 is taught so
that similar user actions performed afterwards for the ac-
tivation of service 103 (such as those involving bringing
the computing device up to the user’s face) could be iden-
tified by activation model 121 with greater than a given
accuracy.
[0055] In some examples, activation model 121 is
taught at least with data describing any combination of
the user’s speech, the user’s gestures, handwritten input
by the user, and graphic images.
[0056] In some embodiments, the behavioral data be-
ing analyzed and the historic behavioral data are gener-
ated based on data obtained from various types of sen-
sors of computing device 101, and characterize different
types of data: audio data, data about the surroundings,
data on verbal and nonverbal actions of the user, data
about the computing devices 101 in the vicinity (desig-
nations of models, access codes for sending data be-
tween the computing devices 101, characteristics of the
computing devices 101, data about the software running
on the computing devices 101) and so forth.

[0057] For example, it is possible to use data from the
camera of computing device 101 to generate the behav-
ioral data, based on which the user is identified by his or
her face, and data from the G-sensor of the computing
device may be used for characterizing the displacement
in space of computing device 101 by the user (which is
determined by data on the relative position of computing
device 101 and the user, and also on the position, directly,
of computing device 101 itself).
[0058] In some examples, the degree of similarity of
the behavioral data being analyzed and the historic be-
havioral data (belonging to the same type, such as data
describing voice activation or data describing an activa-
tion by module of gestures) is a numerical value charac-
terizing the probability that said behavioral data being
analyzed corresponds to a change in the parameters of
computing device 101 which is required for the activation
of service 103 on computing device 101.
[0059] For example, the degree of similarity of the be-
havioral data being analyzed and the historic behavioral
data may be a numerical value from 0 to 100, where 0
characterizes the fact that the behavioral data being an-
alyzed completely differs from the historic behavioral da-
ta (for example, said data was obtained with the user
moving computing device 101 in a very different way from
the standard movement of bringing computing device
101 up to the user’s face), and 100 characterizes the fact
that the behavioral data being analyzed full matches the
historic behavioral data. The aforementioned analysis
may be mathematically described as a kind of activation
function.
[0060] In some examples, service 103 is triggered for
activation by activator module 130 in the event that the
degree of similarity determined for the behavioral data
being analyzed exceeds a given threshold value. For ex-
ample, if the degree of similarity exceeds 80% (when the
degree of similarity is measured as a percentage), then
the behavioral data being analyzed is considered to be
similar to the historic behavioral data, and the actual ac-
tions performed with computing device 101 are consid-
ered to be similar (including also identical) to the historic
actions performed with computing device 101.
[0061] In yet another example, if the user staring at
computing device 101 (determined based on data ob-
tained from the camera of computing device 101) is used
as the action, then the degree of similarity is higher the
longer the user stares at computing device 101 and after
a predetermined time (such as 5 seconds).
[0062] In yet another example, an activator phrase is
used for the activation of the service on computing device
101. In this case, a comparison is made of a standard
phrase embedded in activation model 121 and a phrase
recorded by computing device 101 by a microphone. If
the degree of similarity of the amplitude-frequency sig-
nals of the phrase being analyzed and the standard
phrase is greater than a predetermined threshold value,
the phrases are considered to be identical and activation
model 121 is triggered. The comparison of the phrase
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being analyzed and the standard phrase may be done
by any method known in the prior art, including by anal-
ysis of tone, timbre, and other characteristics of audio
data (e.g., using a sound classifier such as Shazam™).
[0063] Activator module 130 is configured to activate
service 103 on computing device 101 in the event of a
positive result of the analysis performed. The result of
the analysis performed may be either positive - when the
actions of the user correspond to the actions specified
for activation of service 103, or negative - when the ac-
tions of the user do not correspond to the actions spec-
ified for activation of service 103.
[0064] In some examples, after making a decision as
to the activation of service 103, a verbal reaction from
the user is awaited to confirm the decision so made. For
example, after the activation of service 103, the comput-
ing device will recognize an additional command given
by the user (for example in the form of an additional ac-
tivator phrase).
[0065] Consider a scenario featuring the search serv-
ice of Google™. The standard form of operation for a
verbal activation consists in the user pronouncing the
activator phrase "OK Google," after which the user states
the request to be performed by the search service. In this
scenario, a somewhat modified sequence will occur:

Step 1: The user brings the smartphone up to his or
her face. After the user has brought the smartphone
up to his or her face, an activation of the search serv-
ice will occur, and the voice request of the user will
be recorded and sent to the server for execution.
Step 2: The user pronounces the additional activator
phrase. After the user has pronounced the activator
phrase "OK Google," the result of the voice request
is outputted from the server (given that the server
has not previously output the request, which will de-
pend on the speed of processing of the request, the
workload of the server, and so forth.
Step 3: The user obtains the result of the request on
a display or through audio feedback.

[0066] In some examples, any of the above described
activators (a phrase, an action performed by the user,
the result of an analysis of the gaze of the user, and so
forth) may be used as an additional (verifying) activator
of service 103 on computing device 101.
[0067] In some examples, the decision on activation
of service 103 after an additional (verifying) action of the
user is not made until activation model 121 has been
taught well enough that the number of errors (i.e., when
the activation of the service is in error and the activation
is followed by a command from the user to cancel the
launching of service 103) becomes less than a predeter-
mined threshold value.
[0068] Retraining module 140 is configured to retrain
activation model 121 such that, during the next analysis
of the generated behavioral data, the degree of similarity
of the generated behavioral data to the historic behavioral

data, corresponding to bringing computing device 101
into a predetermined position (which is recognized as an
activation command for service 103), is higher than in
the present case.
[0069] In some examples, after the verbal activation of
service 103 by the user, activation model 121 is retrained
such that at least the decision on activation of service
103 agrees with the verbal reaction of the user and the
probability of errors of the first and second kind during
the activation of the service is reduced (these errors are
determined based on an analysis of known errors in the
processing of sensor data 102 from the sensors of the
computing device, for example, the errors in the recog-
nizing of images or voice commands are known in ad-
vance.
[0070] Consider a scenario in which computing device
101 is a smartphone of a user. Service 103 may be a
personal software agent such as a smart assistant soft-
ware embedded in a robot. The smart assistant may re-
ceive user speech inputs and may convert the inputs to
digital search queries (e.g., on Google search).
[0071] In the present example, the user after having
decided to submit a request to service 103 brings the
smartphone 101 up to their face and pronounces the re-
quest (e.g., " what is the address of the nearest restau-
rant?"). The system being described, which is configured
to determine the requests of a user and to execute those
requests, collects data by data collection module 110
from the various sensors of the smartphone 101, such
as the G-sensor, the accelerometer, the microphone, and
so forth, performs a preliminary processing of the data
(the main goal of which is to suppress noise, an ampli-
tude-frequency analysis, for example using Fourier
transforms, and so forth) and an analysis (clustering of
the data based on predetermined patterns, the selection
of which data will henceforth be used to determine the
actions of the user, and so on), the relationship of the
obtained data with each other regarding the time of re-
ceiving the data (for example, data received at time to
from the accelerometer and the G-sensor may be com-
bined into a sequence describing the relative displace-
ment of the smartphone 101 in space), and so on.
[0072] After the data has been collected (basically the
process of data collection and analysis may take place
continually and the analysis can be made based on data
collected in the past few seconds), analysis module 120
is used to perform an analysis of the data and a deter-
mination is made as to whether the data characterizes
an activation of service 103 (i.e., is the data being ana-
lyzed similar to the standard data previously determined
and obtained from a certain "ideal" action of the user,
corresponding to an activation of service 103). The col-
lected data is configured as an aggregate of several sig-
nals over time, wherein the data from each sensor may
be represented as individual signals, and can be com-
bined into a single signal from different sensors (as was
described above). After this, a comparison is made of
the generated signals and the standard signal which has
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been previously generated based on a large sample of
data obtained from smartphones brought up to the face
by users (i.e., historic user behavioral data comprising
historic actions). The comparison itself is done by a
trained activation model 121. As a result of the compar-
ison, activation model 121 outputs a degree of similarity
(i.e., a numerical value characterizing how much the gen-
erated signals and the standard signal are similar). In the
present example, the degree of similarity may be ξ = 0.93.
[0073] After the previously obtained data has been an-
alyzed and it has been determined that the user action
characterized by the data is similar to a historic action (ξ
= 0.93, ξthreshold = 0.85) (this attribute may be defined as
a kind of "trigger threshold" - the numerical value upon
reaching which the described system makes a decision
as to the need to activate service 103), a decision is made
to activate service 103. After the activation of service
103, the recording mode for a voice request is additionally
turned on for later analysis thereof. Activator module 130
sends the voice request received (and saved) to service
103, which recognizes the speech (or dispatches the dig-
itized speech to a server or to the cloud for recognition
by the module of the server), sends the recognized re-
quest to the server, receives a response, and configures
this in convenient form for the user (for example, showing
the marker of a restaurant on a map displayed on the
screen of the smartphone).
[0074] If for some reason the actions of the user have
been misinterpreted, and the user states the blocking
phrase "Cancel", then the previously collected data will
be sent to retraining module 140, and retraining module
140 in turn will train activation model 121 so that, upon
comparing the above described signals with standard
ones, the degree of similarity is less than the threshold
value and the activation of service 103 will not be trig-
gered, (for example, ξtaught = 0.93, ξthreshold = 0.85).
[0075] FIG. 2 illustrates a flow diagram of method 200
utilizing the service activation module, in accordance with
aspects of the present disclosure. The structural diagram
of the method of nonverbal activation of a service on a
computing device contains a step 210 during which data
is obtained from the sensors of the computing device, a
step 220 during which behavioral data is generated, a
step 230 during which an analysis is performed, a step
240 during which the service is activated, and a step 250
during which the activation model is retrained.
[0076] At 210, data 102 is obtained from sensors of
computing device 101 by data collection module 110.
[0077] At 220, data is generated by analysis module
120 as to the behavior of computing device 101 (herein-
after, behavioral data), describing a change in the pa-
rameters of computing device 101 during a predeter-
mined time, based on sensor data 102 received from the
sensors.
[0078] At 230, an analysis of the behavioral data is
performed by analysis module 120 using a trained acti-
vation model 121, wherein the activation model may de-
termine the degree of similarity of the behavioral data so

analyzed to historic behavioral data, based on which a
decision is made as to the triggering of service 103.
[0079] At 240, in response to determining that the de-
gree of similarity is greater than a predetermined thresh-
old value, activator module 130 activates service 103 on
computing device 101.
[0080] At 250, retraining module 140 may receive feed-
back from the user indicating whether the user approved
or disapproved of the automatic activation of service 103.
Retraining module 140 may then retrain activation model
121 so that during the next analysis of generated user
behavioral data, the degree of similarity between the gen-
erated behavioral data and the historic behavioral data
is increased/decreased based on the feedback received
from the user.
[0081] FIG. 3 illustrates a flow diagram of method 300
for automatic activation of a service on a computing de-
vice, in accordance with aspects of the present disclo-
sure. At 302, data collection module 110 may receive
sensor data 102 from a plurality of sensors of computing
device 101. At 304, the service activation module may
detect a activation of service 103 (e.g., a smart assistant)
on the computing device. For example, a user may man-
ually activate the smart assistant using a wake word or
a touch/mouse input on computing device 101.
[0082] At 306, analysis module 120 may parse the sen-
sor data to generate user behavioral data. At 308, anal-
ysis module 120 may link, in activation model 121, the
user behavioral data to an automated activation of serv-
ice 102.
[0083] At 310, data collection module 110 may receive
additional sensor data from a plurality of sensors of com-
puting device 101. At 312, analysis module 120 may
parse the additional sensor data to generate additional
user behavioral data. At 314, activation model 121 may
compute a degree of similarity between the user behav-
ioral data and the additional behavioral data. At 316, ac-
tivator module 130 may determine whether the degree
of similarity exceeds a predetermined threshold value. If
activator module 130 determines that the degree of sim-
ilarity does exceed the predetermined threshold value,
method 300 advances to 320, where activator module
130 may automatically activate service 103 on computing
device 101. However, if activator module 130 determines
that the degree of similarity does not exceed the prede-
termined threshold value, method 300 advances to 318,
where activator module 130 may not activate service 103
on computing device 101.
[0084] FIG. 4 illustrates a flow diagram of method 400
for automatic activation of a digital search query on a
computing device, in accordance with aspects of the
present disclosure. At 402, data collection module 110
may receive gaze information and environment informa-
tion from at least one camera of computing device 101.
Consider a scenario where a user is accessing a smart-
phone. The gaze information may comprise images of a
user’s eyes as captured by the front-facing camera of the
smartphone. The environment information may comprise
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images of the surroundings of the user and the smart-
phone, as captured by both the front and rear cameras
of the smartphone. At 404, the service activation module
detects a activation of a digital search query on comput-
ing device 101 for a first object. For example, the user
may manually activate a smart assistant using a wake
word and may request information about a car model.
[0085] At 406, analysis module 120 may identify a sec-
ond object in the environment that the user was looking
at based on the gaze information and environment infor-
mation. For example, using object recognition tech-
niques (e.g., as defined in an image processing library
or a machine learning object classifier), analysis module
120 may identify a plurality of objects in the images of
the environment (e.g., a garage). Analysis module 120
may further correlate a gaze image and an environment
image by their respective timestamps to determine where
the eyes of the user in the gaze image are looking in the
environment based on a spatial analysis which involves
depth approximations and vectorising the gaze of the us-
er’s eyes. Analysis module 120 may determine that in
the plurality of gaze images comprised in the gaze infor-
mation, the user is looking at the second object.
[0086] At 408, analysis module 120 determines wheth-
er the first object corresponds to the second object. For
example, analysis module 120 may determine whether
the user was looking at a car. In response to determining
that the first object and second object are not cars, meth-
od 400 ends. However, if analysis module 120 deter-
mines that the second object is a car (i.e., the object that
the user activated the smart assistant to search for),
method 400 advances to 410, where analysis module
120 may determine an amount of time that the user spent
looking at the second object. For example, analysis mod-
ule 120 may determine that the user spent 5 seconds
looking in the direction of the car based on the number
of gaze images collected. In this case, the user behavioral
data indicates that the user was looking at an object for
5 seconds, which motivated the user to request informa-
tion about the object using the smart assistant.
[0087] At 412, analysis module 120 may generate a
rule for activation model 121 to automatically initiate a
digital search query for any object that the user looks at
for the determined amount of time. In some examples,
analysis module 120 may also note that the user shifted
his/her gaze to the object from computing device 101,
spent a certain amount of time looking at the object, and
then returned his/her gaze to computing device 101. This
prevents situations in which the user looks at an object
for the determined amount of time and the service is ac-
tivated before the user even looks back at computing
device 101. As a result, the rule further requires that the
user return to looking at computing device 101, before
the automatic activation of the service.
[0088] At 414, analysis module 120 may determine,
from additional gaze information and environment infor-
mation received at a later time, a third object that the user
is looking at. For example, the user may be looking at

another car or at a completely different object such as a
boat. At 416, analysis module 120 determines whether
the user looked at the third object for at least the deter-
mined amount of time (e.g., at least 5 seconds). In re-
sponse to determining that the user did indeed spend at
least the determined amount of time at the third object,
method 400 advances to 418, where activator module
130 may automatically initiate a digital search query on
the computing device for the third device (e.g., request
the smart assistant to provide information about the
boat). Otherwise, at 420, activator module 130 may re-
frain from initiating the digital search query.
[0089] In some examples, subsequent to the automatic
activation, data collection module 110 may receive an
acknowledgement from the user. The acknowledgement
may be an interaction with the service (e.g., a
touch/mouse input, a verbal statement, etc.). Retraining
module 140 may then determine whether the acknowl-
edgment comprises a negative connotation. A negative
connation may be an indication that the user did not want
to see the information about the third object. For example,
the user may dismiss the service in less than a threshold
period of time (i.e., a minimum amount of time for looking
at the service to indicate that the user in fact was inter-
ested in the information) by a touch/mouse input or a
verbal command.
[0090] Based on negative connotation, retraining mod-
ule 140 may alter the rules of activation model 121. For
example, retraining module 140 may modify the rule that
activated the digital search query to only initiate the digital
search query if the user is looking at the first object (i.e.,
the car) rather than any arbitrary object (e.g., a boat).
[0091] FIG. 5 is a block diagram illustrating a computer
system 20 on which aspects of systems and methods for
automatic activation of a service on a computing device
may be implemented in accordance with an exemplary
aspect. The computer system 20 may represent comput-
ing device 101 of FIGS. 1 and 2, and can be in the form
of multiple computing devices, or in the form of a single
computing device, for example, a desktop computer, a
notebook computer, a laptop computer, a mobile com-
puting device, a smart phone, a tablet computer, a server,
a mainframe, an embedded device, and other forms of
computing devices.
[0092] As shown, the computer system 20 includes a
central processing unit (CPU) 21, a system memory 22,
and a system bus 23 connecting the various system com-
ponents, including the memory associated with the cen-
tral processing unit 21. The system bus 23 may comprise
a bus memory or bus memory controller, a peripheral
bus, and a local bus that is able to interact with any other
bus architecture. Examples of the buses may include
PCI, ISA, PCI-Express, HyperTransport™, InfiniBand™,
Serial ATA, I2C, and other suitable interconnects. The
central processing unit 21 (also referred to as a proces-
sor) can include a single or multiple sets of processors
having single or multiple cores. The processor 21 may
execute one or more computer-executable code imple-
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menting the techniques of the present disclosure. The
system memory 22 may be any memory for storing data
used herein and/or computer programs that are execut-
able by the processor 21. The system memory 22 may
include volatile memory such as a random access mem-
ory (RAM) 25 and non-volatile memory such as a read
only memory (ROM) 24, flash memory, etc., or any com-
bination thereof. The basic input/output system (BIOS)
26 may store the basic procedures for transfer of infor-
mation between elements of the computer system 20,
such as those at the time of loading the operating system
with the use of the ROM 24.
[0093] The computer system 20 may include one or
more storage devices such as one or more removable
storage devices 27, one or more non-removable storage
devices 28, or a combination thereof. The one or more
removable storage devices 27 and non-removable stor-
age devices 28 are connected to the system bus 23 via
a storage interface 32. In an example, the storage devic-
es and the corresponding computer-readable storage
media are power-independent modules for the storage
of computer instructions, data structures, program mod-
ules, and other data of the computer system 20. The sys-
tem memory 22, removable storage devices 27, and non-
removable storage devices 28 may use a variety of com-
puter-readable storage media. Examples of computer-
readable storage media include machine memory such
as cache, SRAM, DRAM, zero capacitor RAM, twin tran-
sistor RAM, eDRAM, EDO RAM, DDR RAM, EEPROM,
NRAM, RRAM, SONOS, PRAM; flash memory or other
memory technology such as in solid state drives (SSDs)
or flash drives; magnetic cassettes, magnetic tape, and
magnetic disk storage such as in hard disk drives or flop-
py disks; optical storage such as in compact disks (CD-
ROM) or digital versatile disks (DVDs); and any other
medium which may be used to store the desired data and
which can be accessed by the computer system 20.
[0094] The system memory 22, removable storage de-
vices 27, and non-removable storage devices 28 of the
computer system 20 may be used to store an operating
system 35, additional program applications 37, other pro-
gram modules 38, and program data 39. The computer
system 20 may include a peripheral interface 46 for com-
municating data from input devices 40, such as a key-
board, mouse, stylus, game controller, voice input de-
vice, touch input device, or other peripheral devices, such
as a printer or scanner via one or more I/O ports, such
as a serial port, a parallel port, a universal serial bus
(USB), or other peripheral interface. A display device 47
such as one or more monitors, projectors, or integrated
display, may also be connected to the system bus 23
across an output interface 48, such as a video adapter.
In addition to the display devices 47, the computer system
20 may be equipped with other peripheral output devices
(not shown), such as loudspeakers and other audiovisual
devices.
[0095] The computer system 20 may operate in a net-
work environment, using a network connection to one or

more remote computers 49. The remote computer (or
computers) 49 may be local computer workstations or
servers comprising most or all of the aforementioned el-
ements in describing the nature of a computer system
20. Other devices may also be present in the computer
network, such as, but not limited to, routers, network sta-
tions, peer devices or other network nodes. The compu-
ter system 20 may include one or more network interfaces
51 or network adapters for communicating with the re-
mote computers 49 via one or more networks such as a
local-area computer network (LAN) 50, a wide-area com-
puter network (WAN), an intranet, and the Internet. Ex-
amples of the network interface 51 may include an Eth-
ernet interface, a Frame Relay interface, SONET inter-
face, and wireless interfaces.
[0096] Aspects of the present disclosure may be a sys-
tem, a method, and/or a computer program product. The
computer program product may include a computer read-
able storage medium (or media) having computer read-
able program instructions thereon for causing a proces-
sor to carry out aspects of the present disclosure.
[0097] The computer readable storage medium can be
a tangible device that can retain and store program code
in the form of instructions or data structures that can be
accessed by a processor of a computing device, such as
the computing system 20. The computer readable stor-
age medium may be an electronic storage device, a mag-
netic storage device, an optical storage device, an elec-
tromagnetic storage device, a semiconductor storage de-
vice, or any suitable combination thereof. By way of ex-
ample, such computer-readable storage medium can
comprise a random access memory (RAM), a read-only
memory (ROM), EEPROM, a portable compact disc
read-only memory (CD-ROM), a digital versatile disk
(DVD), flash memory, a hard disk, a portable computer
diskette, a memory stick, a floppy disk, or even a me-
chanically encoded device such as punch-cards or raised
structures in a groove having instructions recorded ther-
eon. As used herein, a computer readable storage me-
dium is not to be construed as being transitory signals
per se, such as radio waves or other freely propagating
electromagnetic waves, electromagnetic waves propa-
gating through a waveguide or transmission media, or
electrical signals transmitted through a wire.
[0098] Computer readable program instructions de-
scribed herein can be downloaded to respective comput-
ing devices from a computer readable storage medium
or to an external computer or external storage device via
a network, for example, the Internet, a local area network,
a wide area network and/or a wireless network. The net-
work may comprise copper transmission cables, optical
transmission fibers, wireless transmission, routers, fire-
walls, switches, gateway computers and/or edge serv-
ers. A network interface in each computing device re-
ceives computer readable program instructions from the
network and forwards the computer readable program
instructions for storage in a computer readable storage
medium within the respective computing device.
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[0099] Computer readable program instructions for
carrying out operations of the present disclosure may be
assembly instructions, instruction-set-architecture (ISA)
instructions, machine instructions, machine dependent
instructions, microcode, firmware instructions, state-set-
ting data, or either source code or object code written in
any combination of one or more programming languages,
including an object oriented programming language, and
conventional procedural programming languages. The
computer readable program instructions may execute
entirely on the user’s computer, partly on the user’s com-
puter, as a stand-alone software package, partly on the
user’s computer and partly on a remote computer or en-
tirely on the remote computer or server. In the latter sce-
nario, the remote computer may be connected to the us-
er’s computer through any type of network, including a
LAN or WAN, or the connection may be made to an ex-
ternal computer (for example, through the Internet). In
some embodiments, electronic circuitry including, for ex-
ample, programmable logic circuitry, field-programmable
gate arrays (FPGA), or programmable logic arrays (PLA)
may execute the computer readable program instruc-
tions by utilizing state information of the computer read-
able program instructions to personalize the electronic
circuitry, in order to perform aspects of the present dis-
closure.
[0100] In the interest of clarity, not all of the routine
features of the aspects are disclosed herein. It would be
appreciated that in the development of any actual imple-
mentation of the present disclosure, numerous imple-
mentation-specific decisions must be made in order to
achieve the developer’s specific goals, and these specific
goals will vary for different implementations and different
developers. It is understood that such a development ef-
fort might be complex and time-consuming, but would
nevertheless be a routine undertaking of engineering for
those of ordinary skill in the art, having the benefit of this
disclosure.
[0101] Furthermore, it is to be understood that the
phraseology or terminology used herein is for the pur-
pose of description and not of restriction, such that the
terminology or phraseology of the present specification
is to be interpreted by the skilled in the art in light of the
teachings and guidance presented herein, in combina-
tion with the knowledge of those skilled in the relevant
art(s). Moreover, it is not intended for any term in the
specification or claims to be ascribed an uncommon or
special meaning unless explicitly set forth as such.
[0102] The various aspects disclosed herein encom-
pass present and future known equivalents to the known
modules referred to herein by way of illustration. More-
over, while aspects and applications have been shown
and described, it would be apparent to those skilled in
the art having the benefit of this disclosure that many
more modifications than mentioned above are possible
without departing from the inventive concepts disclosed
herein.

Claims

1. A method for automatic service activation, the meth-
od comprising:

receiving, at a first time, sensor data from a plu-
rality of sensors of a computing device;
subsequent to receiving the sensor data, detect-
ing a activation of a service on the computing
device;
in response to detecting the activation of the
service:

parsing the sensor data to generate user
behavioral data; and
linking, using an activation model, the user
behavioral data to an automated activation
of the service;

receiving, at a second time, additional sensor
data from the plurality of sensors of the comput-
ing device;
parsing the additional sensor data to generate
additional user behavioral data;
computing, using the activation model, a degree
of similarity between the user behavioral data
and the additional user behavioral data; and
in response to determining that the degree of
similarity is greater than a predetermined
threshold value, automatically activating the
service on the computing device.

2. The method according to claim 1, wherein the acti-
vation is a manual activation from a user.

3. The method according to any of claims 1 to 2, where-
in the plurality of sensors comprise at least one of:
an accelerometer; a gyroscope; a magnetometer; a
proximity sensor; a pedometer; a camera.

4. The method according to any of claims 1 to 3, where-
in the sensor data comprises gaze information of a
user and environment information both acquired by
at least one camera of the computing device, where-
in the service is a digital search query, and wherein
linking the user behavioral data to the automated
activation of the service comprises:

identifying an object in the environment that the
user was looking at for a threshold period of time
based on the gaze information and the environ-
ment information; and
in response to determining that the digital search
query comprises a request for information about
the object that the user was looking at, generat-
ing a rule, for the activation model, that initiates
an automated digital search query on the com-
puting device for any object that the user looks
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at for the threshold period of time.

5. The method according to claim 4, wherein the gaze
information indicates that the user looked at the com-
puting device both prior to and subsequent to looking
at the object for the threshold period of time, further
comprising:
generating an additional rule, for the activation mod-
el, that initiates the automated digital search query
on the computing device for any object that the user
looks at for the threshold period of time both prior to
and subsequent to looking at the computing device.

6. The method according to any of claims 1 to 5, further
comprising:

receiving an acknowledgement from the user
subsequent to automatically activating the serv-
ice on the computing device; and
in response to determining that the acknowledg-
ment comprises a negative connotation, remov-
ing the rule from the activation model.

7. The method according to any of claims 1 to 6, where-
in the sensor data and the additional sensor data are
received from a plurality of computing devices,
wherein the plurality of computing devices compris-
es the computing device.

8. A system for automatic service activation, the system
comprising a hardware processor configured to:

receive, at a first time, sensor data from a plu-
rality of sensors of a computing device;
subsequent to receiving the sensor data, detect
a activation of a service on the computing de-
vice;
in response to detecting the activation of the
service:

parse the sensor data to generate user be-
havioral data; and
link, using an activation model, the user be-
havioral data to an automated activation of
the service;

receive, at a second time, additional sensor data
from the plurality of sensors of the computing
device;
parse the additional sensor data to generate ad-
ditional user behavioral data;
compute, using the activation model, a degree
of similarity between the user behavioral data
and the additional user behavioral data; and
in response to determining that the degree of
similarity is greater than a predetermined
threshold value, automatically activate the serv-
ice on the computing device.

9. The system according to claim 8, wherein the acti-
vation is a manual activation from a user.

10. The system according to any of claims 8 to 9, wherein
the plurality of sensors comprise at least one of: an
accelerometer; a gyroscope; a magnetometer; a
proximity sensor; a pedometer; a camera.

11. The system according to any of claims 8 to 10,
wherein the sensor data comprises gaze information
of a user and environment information both acquired
by at least one camera of the computing device,
wherein the service is a digital search query, and
wherein the hardware processor is configured to link
the user behavioral data to the automated activation
of the service by:

identifying an object in the environment that the
user was looking at for a threshold period of time
based on the gaze information and the environ-
ment information; and
in response to determining that the digital search
query comprises a request for information about
the object that the user was looking at, generat-
ing a rule, for the activation model, that initiates
an automated digital search query on the com-
puting device for any object that the user looks
at for the threshold period of time.

12. The system according to claim 11, wherein the gaze
information indicates that the user looked at the com-
puting device both prior to and subsequent to looking
at the object for the threshold period of time, wherein
the hardware processor is further configured to:
generate an additional rule, for the activation model,
that initiates the automated digital search query on
the computing device for any object that the user
looks at for the threshold period of time both prior to
and subsequent to looking at the computing device.

13. The system according to any of claims 8 to 12,
wherein the hardware processor is further config-
ured to:

receive an acknowledgement from the user sub-
sequent to automatically activating the service
on the computing device; and
in response to determining that the acknowledg-
ment comprises a negative connotation, remove
the rule from the activation model.

14. The system according to any of claims 8 to 13,
wherein the sensor data and the additional sensor
data are received from a plurality of computing de-
vices, wherein the plurality of computing devices
comprises the computing device.
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