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(54) Method and system for acquiring access rights to conditional access content

(57) A method of acquiring access rights to condi-
tional access content. The method comprises receiving
an access right on a first terminal through a first commu-
nication channel; storing said access right in said first
terminal; sending a request for said conditional access
content to a content provider, said request containing at
least an identifier of an account to which said first terminal
is associated, an identifier of the requested content and
a piece of information concerning said access right; ver-

ifying, by said content provider, the authenticity of said
access right using said piece of information concerning
the access right; and when there has been a successful
verification, marking said access right as used, and send-
ing said conditional access content to at least one termi-
nal linked to said account. The first terminal using near
field communication technology (NFC) during at least
one transfer of said access rights.
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Description

TECHNICAL FIELD

[0001] The present invention relates to a method and
a system for acquiring access rights to conditional access
content.
[0002] More specifically, the present invention relates
to a method for the acquisition of a right received by a
user’s first terminal and the transfer of said right such
that it can be used on a user’s second terminal, the first
terminal using Near Field Communication (NFC) tech-
nology during at least one operation for the transfer of
the right.

BACKGROUND ART

[0003] Near Field Communication Technology, known
by the acronym "NFC", is a wireless, high frequency com-
munication technology, having a range of a few centim-
eters, for the exchange of information between multiple
devices. This technology is derived from a combination
of a smart card interface and a contactless reader in a
single device.
[0004] An NFC device is able to communicate with oth-
er NFC devices as well as devices operating in accord-
ance with ISO 14443 (contactless smart cards) standard.
[0005] NFC standards cover the NFC communication
protocols and data exchange formats and are based on
existing standards for radio frequency identification
(RFID) such as ISO/IEC 14443, FeliCa and ISO/IEC
18092. They include standards defined by the "NFC Fo-
rum", which was founded in 2004 by Nokia, Philips and
Sony and includes more than 180 members.
[0006] NFC is an extension of RFID technology, allow-
ing two-way communication between two devices, while
previous systems, such as contactless smart cards, al-
lowed only one-way communication.
[0007] NFC technology is usable only over a short dis-
tance of about a few centimeters, which implies a volun-
tary use and prevents unintentional use.
[0008] NFC devices can be active or passive. A pas-
sive NFC device, such as a tag, smart card or a simple
chip affixed to an object contains information only read-
able by other NFC-enabled devices. A passive NFC de-
vice is powered by the electromagnetic field generated
by a reader (active device) and therefore does not need
its own power supply.
[0009] An active NFC device, however, is a device that
generates an electromagnetic field. This generation can
be done to communicate with a passive device (de-
scribed above) or to establish a communication channel
between two active devices.
[0010] The fact that a device like a smartphone has a
power supply does not necessarily mean that it will work
in active mode only. That is, a smartphone can handle
the NFC interface in active or passive modes. In passive
mode, the device emulates a chip card. In this mode, the

smartphone (or any other portable device such as tab-
lets) will store, in a secure memory, information that is
normally stored in a card. Thus, when the smartphone
detects an electromagnetic field, it can access the secure
memory and a corresponding device having NFC capac-
ities will be able to read information in passive mode from
the secure memory.
[0011] The following are examples of known applica-
tions that use NFC technology:

• payment using a credit card or contactless mobile
device (e.g., mobile phone, smartphone, laptop, tab-
let computer ...) on a contactless payment terminal;

• payment for a parking space on a terminal accepting
contactless payment using an NFC mobile terminal;

• contactless purchase of a ticket and contactless val-
idation of a ticket displayed on a mobile phone;

• management of coupons, loyalty points, etc. in a
store, at retailers, etc. (e.g., couponing);

• accessing and starting a vehicle using a mobile
phone;

• reading product information (e.g., price, composi-
tion, allergy, etc.) in a store;

• controlling physical access to premises (e.g., meet-
ing room, business, classroom, etc.);

• exchanging profiles between users of a social net-
work or of a game by bringing phones close together
(e.g., user peer- to-peer communications);

• reading an electronic business card with a PDA (Per-
sonal Digital Assistant);

• synchronizing Internet bookmarks and contacts be-
tween a PDA and a mobile phone;

• recovering key to a WiFi access point approaching
an NFC device from an authorized terminal;

• accessing automation features of a building.

SUMMARY OF THE INVENTION

[0012] Among the different possible applications of
NFC technology, some of them concern the storage and
the transfer of rights. In the embodiment disclosed herein,
NFC technology is used in connection with a first terminal
that receives rights, to store and to transfer rights in a
second terminal and to use the rights in a remote place.
[0013] The objects of the invention are achieved by a
method of acquiring access rights to conditional access
content. The method comprises:
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- receiving an access right on a first terminal through
a first communication channel;

- storing said access right in said first terminal;

- sending a request for said conditional access content
to a content provider, said request containing at least
an identifier of an account to which said first terminal
is associated, an identifier of the requested content
and a piece of information concerning said access
right; and

- said first terminal using a near field communication
technology (NFC) during at least one operation for
the transfer of said access rights.

[0014] The objects of the invention are also achieved
by a system for providing acquiring access rights to con-
ditional access content, said system comprising:

- a first terminal for receiving an access right through
a first communication channel connected to an ac-
cess rights provider, said first terminal storing said
access right and sending a request for said condi-
tional access content to a device comprising a con-
tent provider, said request containing at least an
identifier of an account to which said first terminal is
associated, an identifier of the requested content and
a piece of information concerning said access right;
and

- a device comprising a content provider for verifying
the authenticity of said access right using said piece
of information concerning the access right, and,
when the verification is successful, marking said ac-
cess right as used and sending said conditional ac-
cess content to at least one terminal linked to said
account;
wherein said first terminal uses near field communi-
cations (NFC) during at least one operation for the
transfer of said access rights.

[0015] The embodiments disclosed herein are useful
when a user has at least two terminals, one of these
terminals being mobile and having near field communi-
cation (NFC) capabilities. The second terminal is a ter-
minal on which the content can be used. Such a terminal
can be e.g., a TV set, tablet, computer, mobile phone
(smartphone), PDA or a digital radio. According to the
embodiments disclosed herein, the user can have sev-
eral terminals using the content, said terminal being
linked to a user’s account.
[0016] The embodiments disclosed herein use NFC
technology during at least one right transfer operation,
i.e., either during the acquisition of the right, during the
transfer of the right from an access right provider or a
shop to a user’s first terminal, during the transfer of the
right from a user’s first terminal to a second terminal, or

during both transfer operations.
[0017] The use of NFC technology at least at the level
of the first terminal forces at least one communication of
this terminal to be local, which ensures greater security
than remote communications would provide.

BRIEF DESCRIPTION OF THE DRAWINGS

[0018] The embodiments disclosed herein and their
advantages will be better understood with reference to
the enclosed drawings and the following detailed descrip-
tion, in which:

Fig. 1 illustrates a system used for the implementa-
tion of a first embodiment disclosed herein;

Fig. 2 is a block diagram illustrating a method of the
first embodiment;

Fig. 3 illustrates a system used for the implementa-
tion of a second embodiment disclosed herein;

Fig. 4 is a block diagram illustrating a method of the
second embodiment;

Fig. 5 illustrates a system for the implementation of
a third embodiment disclosed herein; and

Fig. 6 is a block diagram illustrating a method of the
third embodiment.

DETAILED DESCRIPTION

[0019] The method disclosed herein is typically used
in the field of home networks. Such networks can com-
prise several terminals such as e.g., TV sets, mobile
phones, smartphones, tablets or computers. In such a
network, the different devices or terminals often have
some of the same rights and some different rights. Thus,
it is possible that e.g., a user is authorized to view a movie
on his/her tablet as often as he/she wishes during a three
day period, but only once, at any time, on his/her TV set.
In such a context, it is important that the rights for an
authorized user are managed in an efficient and correct
way and that a non-authorized user cannot benefit ille-
gally from these rights.
[0020] In the framework for describing the embodi-
ments of the invention, a user has at least one first ter-
minal that is in charge of acquiring an access right and
a second terminal that is used to access to the content.
[0021] With reference to the system illustrated in Fig.
1, the method disclosed herein uses a first device or a
first terminal T1 comprising both a remote communica-
tion mechanism and a local communication mechanism.
Such a terminal T1 can be e.g., a mobile phone or a tablet
among others. The local communication mechanism us-
es NFC technology and enables a local communication
at short distance, typically in the range of a few centim-
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eters. The remote communication mechanism can be a
conventional mechanism using for example the GSM net-
work.
[0022] The method disclosed herein also uses a sec-
ond terminal T2 on which the content is used, as will be
explained below in more detail.
[0023] The method further requires the presence of an
access right provider ARP and a content provider CP.
[0024] Fig. 2 illustrates a first embodiment of the meth-
od disclosed herein using the elements illustrated in Fig.
1. In a first step, a user goes to an access right provider
ARP with the first terminal T1. This access right provider
ARP can typically be a shop, cinema, theater, etc. having
a terminal using NFC technology. The user can receive
an access right e.g., as a commercial offer, after having
purchased goods for a given amount, after having attend-
ed a show or a movie, or after having used a given serv-
ice. In order to acquire said right, the user places its first
terminal T1 close to a terminal of the access right provider
ARP. The right for said user is then transmitted from the
provider’s terminal to the user’s first terminal T1, using
NFC technology. The concerned right is then stored in a
memory of the first terminal T1.
[0025] According to a first embodiment, the implemen-
tation of the method requires the prior registration of the
user at a management center MC. This registration en-
ables the management center to acquire data used for
sending management messages to the concerned user.
This registration further enables sharing keys with the
registered receiver devices. These keys can be common
to several terminals of a single user or they can be indi-
vidual and different for each terminal. These keys can be
the same for the management center MC and the receiver
or, conversely, they can be different, the key in the man-
agement center MC and the key at the user’s side being
both keys of a private-public key pair.
[0026] The registration of the user’s terminals at the
management center MC enables a targeted transmission
of the management messages containing the rights to
the concerned receiver device. These rights are usually
encrypted by a key enabling the receiver to decrypt the
messages received. When a user is registered, an ac-
count is normally created; this account groups all of the
terminals of the user’s home network. Thus, the man-
agement center MC is able to manage all of the user’s
terminals and associate their usage rights, which can
vary individually for each terminal.
[0027] According to an alternative embodiment, the us-
er’s terminals are not registered in advance. When a right
is received by the first terminal T1, a request Rq is sent
to the management center MC. This request contains all
of the elements that are required for sending the content
to a given terminal of the concerned user.
[0028] In the embodiment illustrated in Figs. 1 and 2,
when the right is stored in the user’s first terminal T1, a
request Rq is sent to the management center MC by this
first terminal T1. If a prior registration of the user has
been made, the request can contain a right and a mech-

anism for verifying its authenticity. The content provider
CP has the mechanism for determining which account
the user who sent the right is associated with. It is thus
not necessary that this information be in the request. It
could, however, be introduced in the request to enable
a verification process if desired.
[0029] If, on the other hand, no previous registration
has been made, the request Rq must contain information
concerning the user’s terminal to which the content pro-
vider CP must send the content to.
[0030] At this stage, the content provider CP has the
information concerning the concerned user (independent
from the fact that a previous registration was requested
or not). In particular, the content provider has, for each
user, an account enabling it to identify the different ter-
minals associated with that user.
[0031] As mentioned previously, the request contains,
among others, the right and a mechanism for verifying
its authenticity. The request can further contain a mech-
anism for identifying the author of the right, possibly va-
lidity conditions such as a date, and possibly information
related to the user’s terminal on which the content will be
used.
[0032] In this embodiment, the request Rq is sent by
a remote communication channel. According to a desired
embodiment, the first terminal T1 is a mobile phone such
as a smartphone and the rights are transmitted to the
content provider CP by GSM.
[0033] When the management center MC receives the
request containing the right, the center determines the
origin of the request and associates this request to the
account of the user. The determination of the user’s ac-
count also enables determining keys associated with the
account, which enables verifying the authenticity of the
right received. Several well known methods exist for ver-
ifying the authenticity of the rights. One method, which
can for example be used in the present embodiment,
comprises integrating with the right, a verification code
that can be e.g., the result of a one way function using a
key, said function being applied to the right. When the
request is received, the management center MC can ap-
ply the same one way function with the same key, to
determine if the right contained in the request is authentic.
[0034] When this verification step has successfully
been performed, the management center MC determines
which content Ct corresponds to the right said provider
received. In the illustrated example, the management
center MC also contains content that can be sent to the
users. Therefore, the management center also plays the
role of content provider CP.
[0035] According to the first embodiment, each right
corresponds to specific content. According to a specific
example, the access right provider ARP can be a movie
theater. The right can enable accessing, for a reduced
price, a movie from the same distributor which distributed
the movie the user has viewed in this theater. According
to another example, the user obtains the right to down-
load the music of the movie he/she viewed.
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[0036] The disclosed embodiment can be used for e.g.,
in any commercial shop for various purposes (e.g., dis-
count coupons, gifts, ...)
[0037] According to a second embodiment disclosed
herein, a right does not have a one-to-one correspond-
ence to specific content (e.g., an event, a service or a
discount). In this embodiment, it is necessary to acquire
several rights before being authorized to access to the
content. As an example, it may be necessary to receive
five rights from a movie theater to obtain the possibility
of downloading one movie for free. In this case, the rights
can be collected and stored in the user’s first terminal T1
and sent when all of the collected rights enable the ac-
cess to a good or service. The rights can also be collected
and stored by the content provider CP or the manage-
ment center MC, for example, and linked with the user’s
account. In this case, each right is sent to the content
provider. The content provider suggests a product when
the stored rights enable access to this product.
[0038] According to an alternative embodiment, the
products proposed vary depending on the number and/or
the value of the rights accumulated. In other words, the
goods do not "cost" the same number of rights. For ex-
ample, a content provider can propose the downloading
of the music of a movie for a "value" of one right, the
viewing of an already seen movie for three rights, the
viewing without storage for four rights and the viewing of
the same movie with storage for six rights. The user will
thus be able to choose different goods depending on the
number of rights accumulated. The number of rights de-
ducted from the user’s account depends on the goods
chosen by said user.
[0039] When the user has chosen the content he wish-
es to access, after the appropriate verifications such as
e.g., a verification concerning the authenticity of the right
and the verification of the suitability between the right
requested for the concerned content and the rights avail-
able for this user, the content Ct can be transmitted to
the user. This transmission is made on one of the user
devices, referred to as second terminal T2. The trans-
mission is accompanied with conditions of use. In partic-
ular, the conditions of use indicate which operations can
be made with the content sent to the second terminal T2.
These operations are, for example, viewing only, without
the right to store the content, or alternatively, the right to
store the content. These operations can also concern the
quality of the images (resolution), or temporal constraints
such as e.g., viewing during one week. The operations
can also be linked to a number of viewings (single or
multiple viewings).
[0040] When the rights are valid, and when the provider
has determined which terminal the content must be sent
to, the provider sends the content to the concerned ter-
minal together with the conditions of use. This terminal
thus uses the content according to the associated con-
ditions of use.
[0041] In the embodiment illustrated in Figs. 3 and 4,
the user’s first terminal T1 receives the rights through

NFC in a way that is similar to what has been described
above with reference to the embodiment illustrated in
Figs. 1 and 2. The rights are also stored in the first ter-
minal T1. In the present illustrated embodiment, the rights
are then transmitted from the user’s first terminal T1 to
the second terminal T2, which, in the example illustrated,
is a multimedia unit. This transmission can be made by
a short distance communication channel (e.g., through
NFC) if the second terminal has a communication mech-
anism for this technology. Other communication mech-
anisms can also be used, such as for example Wifi or
Bluetooth.
[0042] When the second terminal T2 has received the
rights, the terminal prepares a response similar to the
request sent by the first terminal in the embodiment illus-
trated in Figs. 1 and 2. This request Rq is sent to the
content provider CP, or the management center MC,
which processes this request, proceeds with the request-
ed verifications and authentications. The content provid-
er then determines which terminals associated with the
user’s account the content must be sent to. This deter-
mination can be e.g., made from the content of the re-
quest. The content provider further adds the conditions
of use and transmits the content and the conditions of
use to the concerned terminal.
[0043] In the embodiment illustrated in Figs. 3 and 4,
the concerned terminal can be the multimedia unit that
sent the request, another multimedia unit, a tablet or any
similar terminal.
[0044] It should be noted that the conditions of use
could be different in different terminals. For example, the
embodiment can limit the use of the content to a single
viewing on the multimedia unit and/or limit the use of the
same content on the tablet to an unlimited number of
viewings in one week.
[0045] In the embodiment of Figs. 5 and 6, the first
terminal T1 comprises a remote communication mecha-
nism as well as a local communication mechanism. Such
a terminal can be a mobile phone (smartphone) or a tab-
let. The local communication mechanism uses NFC tech-
nology and enables a local communication at a very short
distance, typically in the range of a few centimeters. The
remote communication mechanism can be a convention-
al communication mechanism using e.g., the GSM net-
work.
[0046] In the method illustrated in Fig. 5, the access
right provider ARP sends rights to a user, more specifi-
cally to the user’s first terminal, through a remote com-
munication mechanism. This transmission can typically
use the GSM network. These rights can be sent encrypt-
ed or unencrypted as they are addressed individually to
each concerned user.
[0047] When the message containing the rights is re-
ceived by the first terminal T1, the rights are extracted
from the message before being stored in the first terminal.
According to the desired security level, the right can be
encrypted or, on the contrary, stored in unencrypted form.
[0048] The encryption key used for the storage of the
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rights is advantageously a key that is common to all of
the devices belonging to the user (for example, a key
associated with the user’s account). Thus, when a right
is transmitted from the first terminal to a user’s second
terminal, this right can be read by all of the user’s termi-
nals.
[0049] In the following steps of the disclosed method,
the rights are transmitted from the first terminal T1 to a
second terminal T2 using local communications, and
more specifically, a near field communication (NFC)
mechanism. In order to transfer a right by using this com-
munication mechanism, the receiver device must be
placed at a short distance from a reader integrated with
the user device.
[0050] The rights received by a second terminal must
be validated prior to being usable. In order to perform
this validation, a request is transmitted to the content
provider or management center, similar to the method
discussed above with respect to the embodiment of Figs.
3 and 4. The content provider determines which terminal
the content must be sent to and what are the conditions
of use associated with the content and/or the terminal.
The content is then sent to the concerned terminal in a
conventional way. The method disclosed herein forces
a near field communication, which forces a proximity be-
tween the user’s terminals and consequently, a voluntary
step made by the user, which lowers the risks of fraud.
[0051] According to a desired embodiment, once a
right is used (i.e., transferred from a reception device to
a device in which it is used), said right is deleted from
the reception device or marked as non usable. This pre-
vents the same right from being used several times, for
example, on several different devices.
[0052] According to another embodiment, the right can
be used several times. This could be done e.g., for a
limited number of times, for an unlimited number of times,
or during a limited time period. The choice of the imple-
mentation is free and can be determined e.g., by the
right’s provider.

Claims

1. A method of acquiring access rights to conditional
access content, said method comprising the steps of:

- receiving an access right on a first terminal
through a first communication channel;
- storing said access right in said first terminal;
- sending a request for said conditional access
content to a content provider, said request con-
taining at least an identifier of an account to
which said first terminal is associated, an iden-
tifier of the requested content and a piece of in-
formation concerning said access right; and
- receiving said conditional access content by at
least one terminal linked to said account;
wherein said first terminal uses near field com-

munications (NFC) during at least one operation
for the transfer of said access rights.

2. The method according to claim 1, wherein said re-
quest is sent by said first terminal to said content
provider.

3. The method according to claim 1, wherein the access
right is sent from said first terminal to a second ter-
minal connected to said account and wherein said
request is sent to said content provider by said sec-
ond terminal.

4. The method according to claim 1, wherein the access
right is received using near field communications by
said first terminal.

5. The method according to claim 1, wherein the access
right is transmitted from said first terminal to a second
terminal using near field communications.

6. The method according to claim 1, wherein the con-
ditional access content is linked to conditions of use.

7. The method according to claim 6, wherein the con-
ditions of use depend on a second terminal used.

8. The method according to claim 1, wherein several
distinct access rights are cumulated in order to gain
access to the conditional access content.

9. The method according to claim 1, wherein the con-
tent provider verifies the authenticity of said access
right using said piece of information.

10. The method according to claim 1, wherein the con-
tent provider marks the access right as used before
sending the conditional access content.

11. A system for providing acquiring access rights to
conditional access content, said system comprising:

- a first terminal for receiving an access right
through a first communication channel connect-
ed to an access rights provider, said first terminal
storing said access right and sending a request
for said conditional access content to a device
comprising a content provider, said request con-
taining at least an identifier of an account to
which said first terminal is associated, an iden-
tifier of the requested content and a piece of in-
formation concerning said access right; and
- a device comprising a content provider for ver-
ifying the authenticity of said access right using
said piece of information concerning the access
right, and, when the verification is successful,
marking said access right as used and sending
said conditional access content to at least one
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terminal linked to said account;
wherein said first terminal uses near field com-
munications (NFC) during at least one operation
for the transfer of said access rights.
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