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(54) DEVICE AUTHENTICATION

(57) Systems and methods of biometrically authen-
ticating a user of a device. A biometric sample of a user
can be analyzed to generate a user-specific biometric
signature that is substantially unique to the specific user.
To authenticate a user, a biometric sample can be ob-
tained and analyzed to determine if the biometric signa-
ture is present in the sample. If so, the user can be bio-
metrically authenticated to use the device. The device
can provide a network with an indication of the authenti-
cation of the user to authenticate the device to the net-
work. In response to the authentication, the network can
provide the device access to the network, its resources,
or portion(s) thereof.
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Description

BACKGROUND

[0001] Cellphones and other cellular network capable
based devices, such as tablets and access points, con-
tinuously exchange data with carrier/provider networks
to facilitate the authentication of the device on the net-
work. The authentication of the device allows the device
to access various features/resources of the network,
such as allowing the cellphone to make calls and/or ac-
cess the Internet through the cell network. As cellphones,
and/or other cellular devices, move into different geo-
graphic coverage zones, the authentication process is
repeated. Similarly, to initiate a phone call from the cell-
phone, the authentication process is again initiated prior
to connecting the call to validate/authenticate the cell-
phone and/or its use of network resources. The authen-
tication process requires a process of data exchange be-
tween the cellphone and the network, and networks must
allocate bandwidth to allow this continuous authentica-
tion process to occur.
[0002] The network can require an authentication proc-
ess to assist with ensuring the security and/or function
of the network. For example, the authentication process
can confirm that the user is a valid subscriber of the net-
work and should be provided the requested resourc-
es/access. In another example, the network can support
subscribers of another network, such as a cellphone car-
rier/provider allowing access to subscribers of another
network. The network requires a means of authenticating
such users to confirm they should be provided access to
the network and/or its resources. The authentication
process requires data to be exchanged between the de-
vice and the network. While the amount of data ex-
changed to authenticate an individual cellphone is rela-
tively small, the large number of cellphones on each net-
work requires that a considerable amount of network
bandwidth/capability is reserved for the authentication
process. Since the bandwidth of the networks is inher-
ently limited, the dedication of bandwidth for the authen-
tication process reduces the network bandwidth availa-
ble for other uses, such as use by consumers/subscrib-
ers. As such, systems and methods that reduce the band-
width requirement of the authentication process can pro-
vide significant improvements and/or savings to carri-
ers/providers by allowing them additional bandwidth to
allocate to other network capabilities.

BRIEF DESCRIPTION OF THE DRAWINGS

[0003]

FIG. 1 is an example interaction between a user de-
vice and network.

FIG. 2 is a block diagram of an example user device.
FIG. 3 is an example method of authenticating a user

device.

FIG. 4 is an example method of determining a biomet-
ric signature.

FIG. 5 is an example method of a permitting a user
device to connect to a network.

DETAILED DESCRIPTION

[0004] Described herein are systems and methods for
device authentication. The systems and methods au-
thenticate a user of the device for either use of the device
or authenticate the device and its user to access a net-
work and its resource(s). The user authentication can be
used to authenticate the device to a network to allow the
device to access one or more resources/features of the
network. In this manner, the device can authenticate itself
to the network based on the authentication of the user of
the device. The self-authentication of the device reduces
the amount of data exchange needed between the device
and the network and reduces the network bandwidth al-
location required for authentication purposes.
[0005] Security/integrity of the authentication process
can be maintained by using biometric authentication of
the user. A biometric signature of the user can be deter-
mined/generated and stored on the device. The biometric
signature is a substantially user-specific/unique biomet-
ric characteristic(s)/property(s) of the user. Due to the
substantially unique aspect of the biometric signature, it
is unlikely that another person will have the same user-
specific/unique biometric characteristic(s)/property(s).
As such, the ability of another person to be able to be
biometrically authenticated as the user is statistically low.
[0006] To authenticate a user, a biometric sample can
be received from the user. The biometric sample can be
an image, such as a facial photo of the user or a scan of
the user’s fingering; an audio sample, such as a recording
of the user speaking; a genetic material containing sam-
ple, such as blood, saliva or exhaled breath condensate,
and/or other biometric sample. The biometric sample can
be analyzed, such as by genetic analysis, image analy-
sis/recognition, or audio analysis/recognition, to deter-
mine if the biometric signature is present within, or cor-
relates with, the analyzed biometric sample. If so, the
user can be authenticated and can be permitted to access
the device. The authentication of the user can also be
used by the device to authenticate the device to a net-
work, such as by providing an indication/notification to
the network, to allow/permit the device to access the net-
work, its resources/features, or portion(s) thereof
[0007] The biometric signature of a user can be gen-
erated/determined by the device during setup. The user
can provide a biometric sample as part of the device or
registered user setup. The biometric sample can be an-
alyzed and the biometric signature can be generated/de-
termined from the analysis. In an example, the biometric
signature can be a genetic sequence, such as a portion
of the user’s genome that is substantially unique to the
user. In another example, a third party can analyze a
user’s biometric sample to generate/determine the user’s
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biometric signature. This biometric signature can then be
provided/transmitted to the device for use in biometric
authentication processes. The device can include multi-
ple biometric signatures, with each being associated with
one or more users of the device, allowing the device to
be used by multiple users that can be biometrically au-
thenticated to use the device and/or a network commu-
nicatively coupled thereto.
[0008] The biometric sample analysis can occur on the
device and one or more biometric samples can be re-
ceived/analyzed as part of the biometric authentication
process. The use of multiple samples/analyses can fur-
ther increase the security/integrity of the biometric au-
thentication of the user. Alternatively, or additionally, us-
er-generated authentication, such as a password/pass-
code, can be used in conjunction with the biometric au-
thentication.
[0009] FIG. 1 is an example interaction 100 between
a user device 110 and a network 120, such as a cellphone
network or other network having access, features, func-
tions, capabilities, and/or portions thereof that require au-
thentication/validation. The user device 110 can access
the network 120, and/or resources contained thereon or
accessible by, when/after the user device 110 is authen-
ticated. Prior to authentication to the network 120, the
user device 110 can have access to none or a portion of
the network 120, its resources, systems, features, con-
nectivity and/or other capabilities/functions provided by
or accessible to the network 120. Once authenticated,
the user device 110 can be granted access to the network
120, or portion(s) thereof, such as based on the authen-
tication of the device or permissions associated there-
with.
[0010] In the example shown, the user device 110 can
authenticate itself to the network 120 and/or the network
120 can authenticate the user device 110 prior to granting
the user device 110 access/functionality that requires au-
thentication. To authenticate itself, the user device 110
can perform an on-device authentication procedure to
validate the authenticity of the user and/or the user device
110 and then provide the network 120 with an indica-
tion/notification of the authenticity of the user device 110
to access the network 120 and/or resources thereof. In
another embodiment, the network 120 can receive from
the user device 110 authentication data, such as a bio-
metric signature 114, that can be verified against a stored
biometric signature 124, to validate the user device 110
and allow the user device 110 access to the network 120
and/or its resources. In embodiments, the self-authenti-
cation of the user device 110, authentication by the net-
work 120, or a combination thereof, can be used to au-
thenticate/validate the user device 110 and grant the user
device 110 access to the network 120 and/or features/re-
sources thereof. The self-authentication of the user de-
vice 110 reduces the bandwidth required for other/tradi-
tional authentication procedures/processes between the
user device 110 and the network 120. Additionally, this
efficient authentication method reduces the time required

to authenticate the user device 110, allowing the user
device 110 to more quickly access the network 120
and/or its resources.
[0011] The user device 110 can include a biometric
authentication module 112 and a biometric signature 114
of one or more users of the device. The biometric signa-
ture 114 is a unique, or substantially unique, biometric
characteristic/property of a user, such as a genetic se-
quence, fingerprint, retinal pattern, speech characteris-
tics, and/or other features/characteristics of the user. The
biometric authentication module 112 can acquire or re-
ceive a biometric sample and can then determine if the
biometric signature 114 of a user is present within the
sample. If the biometric signature 114 is present in the
biometric sample, then the user can be considered a valid
user of the user device 110. Authenticated/valid users
are known and approved for use of the user device 110
and can be known to the network 120 as valid/authentic
users, such as by having a subscription, account or profile
on the network, and that the uses/user device should be
granted access to the network 120, and/or its resourc-
es/features. The user device 110 can notify/inform the
network 120 that an authenticated user has been prop-
erly authenticated/validated and the network 120 can al-
low the user device 110 access to the network 120, and/or
its resources/features, based on the authentication of the
user of the user device 110.
[0012] The user device 110 can include device identi-
fication 116, such as an International Mobile Subscriber
Identity (IMSI) and/or a Mobile Stations International
Subscriber Directory Number (MSISDN). In response to
authenticating a user, the user device 110 can provide
the device identification 116 and an indication/notification
of a successful on-device authentication/validation of a
device user to the network 120. The network 120 can
then validate/authenticate the device identification 116
to allow the user device 110 access to the network 120
and/or its resources/features.
[0013] As part of communicating its authentication, the
user device 110 can provide the network 120 with the
biometric signature 114 of the authenticated/validated
user. The transmitted biometric signature 114 can op-
tionally be used by the network 120 to validate/authenti-
cate the user device 110 and/or assist with the valida-
tion/authentication of the user device 110 by the network
120. The biometric signature 114 is one or more biometric
characteristics/properties, such as a genetic sequence,
face, fingerprint, speech and/or other biometric charac-
teristics/properties of the user, that are substantially
unique to the user. In this manner, the biometric signature
114 is substantially unique to a specific user and unlikely
to be present in a biometric sample acquired/received
from another user.
[0014] The biometric authentication module 112 can
include one or more devices/systems to process a bio-
metric sample from a user to determine the presence of,
or a correlation with, the stored biometric signature 114
of a valid user. Elements, devices and/or systems of the
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biometric authentication module 112 can convert the re-
ceived biometric sample into an electrical signal/charac-
teristic. The electrical signal/characteristic is indicative
of the biometric properties/characteristics of the biomet-
ric sample and can be used to analyze the biometric sam-
ple to determine a correlation or presence of the biometric
signature 114 in the biometric sample. In an example,
the biometric signature 114 can be a substantially unique
portion of the valid user’s genetic sequence/genome.
Therefore, in this example, the biometric sample used to
validate a user is a sample that includes genetic material
of the user. The genetic material containing biometric
sample can be processed/analyzed by the biometric au-
thentication module 112, such as by genetic analysis, to
determine if the biometric signature 114 is present in the
sample. The use of a biometric signature 114, rather than
the complete genetic sequence of a user, allows for more
efficient processing of the biometric sample since the bi-
ometric authentication module 112 only needs to confirm
the presence or not of the biometric signature 114 in the
biometric sample.
[0015] To process/analyze a genetic material contain-
ing biometric sample, the biometric authentication mod-
ule 112 can include devices/systems that can prepare
the genetic sample, such as opening the DNA strand(s)
for analysis, and devices/systems that analyze the ge-
netic sample, such as converting genetic identifiers, like
a sequence of nucleotides, into a voltage/electrical signal
that is representative of the sensed genetic identifiers.
The electric signal can then be processed/analyzed to
determine if the biometric signature 114 is present in the
biometric sample. Alternatively, other systems/methods
of processing/analyzing the biometric sample on/by the
user device can be used, such as the examples dis-
cussed later in this application.
[0016] The network 120 can include device authenti-
cation 122 that can authorize, authenticate and/or vali-
date the user device 110, such as in response to a com-
munication from the user device 110. The device authen-
tication 122 can receive the communication/notification
of the successful user validation/authentication from user
device 110, and then can authenticate the user device
110 to grant the user device 110 access to the network,
its resources/features, or portions thereof.
[0017] The device authentication 122, optionally, can
include stored biometric signatures 124 of various users
of various user devices that are permitted to access the
network 120, its resources/features, or portion(s) thereof.
The user device 110 can provide the biometric signature
114 of a user authenticated/validated by the user device
110, to the network 120 and the device authentication
122 can compared the received biometric signature 114
to the stored biometric signature 124 to assist with, or
confirm, the validation/authentication of the user device
110 to the network 120.
[0018] The substantially unique nature of the biometric
signature 114 assists in confirming the identity of the user
of the user device 110 as a permitted, or valid/authentic,

user of the user device 110. There is a high likelihood
that a user providing a biometric sample containing the
biometric signature 114 is the same user from which the
biometric signature 114 was first established/deter-
mined. The biometric signature 114 can be creat-
ed/stored by the biometric authentication module 112,
such as part of a user setup on/of the user device 110,
and the biometric authentication module 112 can permit
a user to access the user device 110 based on a deter-
mination that the biometric sample supplied by a user
contains the biometric signature 114 previously associ-
ated with an authentic/valid user of the user device 110.
In response to authenticating/validating a user, the bio-
metric authentication module 112 can unlock the device
from a secure state to a usable state, which can allow
the user to use/interact with the user device 110, such
as to access the network 120, its resources/fea-
tures/functions, or portion(s) thereof.
[0019] FIG. 2 is a block diagram of an example user
device 200 that includes a biometric authentication mod-
ule 210, a device identification 250 and a communication
module 260. The biometric authentication module 210
can biometrically authenticate a user of the user device
200 to allow the user to access and/or interact with the
user device 200. In addition to, or separately from, au-
thenticating a user to use the user device 200, the bio-
metric authentication of the user can be used to vali-
date/authenticate the user device 200 to a network, such
as by the communication module 260, to allow the user
device 200 to access the network, its resources/features
or portion(s) thereof. In a non-authenticated state, the
user device 200 can have limited/reduced access to the
network, and/or its resources/features, and the network,
its resources/features or portion(s) thereof, can be ac-
cessible/available to the user device 200 based on the
authentication of a user by the biometric authentication
module 210.
[0020] To determine if a user is authentic, the biometric
authentication module 210 can acquire/receive a biomet-
ric sample by the biometric sample collection module
220, the biometric sample can then be analyzed by a
biometric sample analysis module 240 to determine if a
biometric signature 230 of the user is present in the bio-
metric sample. Due to the substantially unique nature of
the biometric signature 230, the determination of the
presence of the biometric signature 230 in the collected
biometric sample indicates a high/significant likelihood
that the person who supplied the biometric sample is the
same as the user associated with the biometric signature
230. The specificity of the biometric signature 230 to a
particular and valid/authentic person/user reduces the
chance/likelihood that another person, other than the val-
id user, can provide a biometric sample containing the
biometric signature 230. In this manner, valid users,
which are those users able to supply a biometric sample
having a valid biometric signature 230, are permitted ac-
cess to the user device 200, while other users are not.
As part of allowing the valid user access to the user device
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200, the biometric authentication of the user can allow
the user device 200 access to a network, its resourc-
es/features or portions thereof, communicatively coupled
to the user device 200 based on the biometric authenti-
cation of the user.
[0021] The biometric sample collection module 220
can collect, capture or otherwise obtain one or more bi-
ometric samples from a user, such as capturing a fluid
sample 221, image sample 225 and/or sound sample
228. The user can provide, and/or the capture 221, 225,
228 can obtain, a biometric sample for analysis. The var-
ious captures 221, 225, 228 can include devices and/or
systems to assist with obtaining and/or processing the
biometric sample for analysis.
[0022] The fluid capture 221 can capture a fluid bio-
metric sample, such as saliva 222, blood 223, exhaled
breath condensate 224 and/or other fluid biometric sam-
ples that are, or contain a portion that is, substantially
unique to the user. The fluid biometric sample can contain
genetic material of the user that can be used for genetic
analysis 242, and/or a chemical/biological composition
that can be analyzed. Substantially unique characteris-
tics of the fluid biometric sample can be a biometric sig-
nature 230, such as a genetic sequence or portion there-
of, and/or a chemical/biological composition of the sam-
ple that is substantially unique to the user, such as due
to the user’s individual biochemistry.
[0023] To capture a saliva 222 biometric sample, the
fluid capture 221 can include a receiver or opening into
which a user can place/deposit a saliva sample 222. Sa-
liva contains epithelial cells, which contain genetic ma-
terial of the user who provided the sample and can be
used to determine the presence of a genetic biometric
signature 230 of an authorized user. The captured saliva
222 sample can be analyzed to determine the presence
of a biometric signature and allow the user to access the
user device 200 and/or a network communicatively cou-
pled to the user device 200, and/or features/functions, or
portions thereof, of each or both.
[0024] Another saliva 222 capture system/method can
include an element of the user device 200 that the user
places in their mouth or is capable of otherwise receiving
a user saliva sample. For example, an extendible probe,
or sample collector, can be included on the user device
200. The extended probe can then be placed in the user’s
mouth to capture the saliva 222 sample.
[0025] To capture a blood 223 biometric sample, the
fluid capture 221 can include a receiver or opening in
which a user can deposit a blood 223 sample. The blood
223 sample contains genetic material of the user and,
like the saliva 222 sample, can be analyzed for the pres-
ence of a genetic biometric signature 230. The user de-
vice 200 can include a piercing element that the user can
use to pierce their skin to obtain the blood sample 223.
An amount of blood can be placed in a receiver/opening
of the user device 200 for analysis. Alternatively, the user
device 200 can include a testing substrate, such as a
fibrous testing strip, that can capture and retain the blood

sample 223 for analysis.
[0026] An exhaled breath condensate 224 biometric
sample contains genetic material from the lining of the
user’s airway, which can be analyzed for the presence
of a genetic biometric signature 230. To capture a user’s
exhaled breath condensate 224, the user device 200 can
include a conduit, opening, or other receiver, that a user
can exhale into or that is positioned to receive a user’s
exhalation, such as near or integrated with a microphone
of the user device 200. The exhaled breath condensate
224 capture can be structured to condense the user’s
exhalation, such as a conduit along which the user’s
breath will condense so that the exhaled breath of the
user is captured as a fluid. The biometric sample analysis
can then be performed on the condensed sample of the
user’s exhalation.
[0027] The image capture 225 can include a camera
226, a fingerprint sensor 227 and/or other image capture
device. The image capture can be used image a physical
feature of the user, such as the user’s face, retina or
fingerprint, which can then be processed/analyzed to de-
termine the presence of a biometric signature 230 in the
captured image. The camera 226 can be used to obtain
an image of the user’s face for facial recognition or an
image of the user’s retinal pattern for retinal recognition
with the biometric signature 230. The fingerprint sensor
227 can capture an image, or representative thereof, of
the user’s fingerprint, which can be processed/analyzed
for various features/characteristics that can be compared
to the biometric signature 230.
[0028] The sound capture 228 can, optionally, include
a microphone 229 to obtain an audio sample from the
user, such as a user’s speech. The captured audio sam-
ple can be analyzed and compared to the biometric sam-
ple 230 to determine the presence of substantially unique
or user-specific properties/characteristics in the captured
audio sample.
[0029] In an embodiment, the user can be required to
provide more than one biometric sample. The use of mul-
tiple biometric samples can allow for stronger security by
further confirming the validity/authenticity of the user that
supplied the biometric sample(s) and/or can allow for er-
ror in the various sample analyses, such as allowing the
user to be authenticated based on the successful authen-
tication of one biometric sample when another biometric
analysis fails to successfully authenticate the user. In the
latter, the capture of multiple biometric samples concur-
rently can reduce delays caused by requiring subsequent
biometric sample collection after an authentication failure
of a previously provided biometric sample.
[0030] The biometric signature 230 is a substantially
unique/user specific biometric sample characteristic or
property, such as a genetic sequence, face, fingerprint,
speech and/or other biometric properties of the user. The
biometric signature of the user can be initially config-
ured/obtained/determined from a first provided biometric
sample of the user. For example, during an initial setup
of a user on the user device 200, such as creating a user
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profile, the user can be prompted to provide a biometric
sample. The biometric sample can be analyzed for var-
ious properties/characteristics and these can be stored
as the biometric signature 230 of the associated user.
For example, for a facial recognition-based biometric sig-
nature, an initial photo(s)/image(s) of the user can be
analyzed/processed to convert the user’s face into an
electronic file that is indicative of the various fea-
tures/structures of the user’s face. Similarly, other bio-
metric samples can be processed to create a biometric
signature, an electronic file(s)/representation of the bio-
metric characteristics/properties of the biometric sample
of the user. Alternatively, a substantially unique/user spe-
cific portion of one or more properties/characteristics of
the biometric sample can be stored as the biometric sig-
nature 230. For example, a genetic-based biometric sig-
nature can be determined from the genetic sequence/ge-
nome of a user. The user’s genetic sequence can be
processed to isolate one or more portions that are sta-
tistically unlikely to be present in another person’s genetic
sequence. The substantially unique/user-specific por-
tion(s) of the user’s genetic sequence can be stored as
the biometric signature 230 associated with the user.
During subsequent authentication processes, the bio-
metric authentication module 210 is only required to de-
termine if the genetic-based biometric signature 230 is
present in the biometric sample in order to authenticate
the user.
[0031] In an embodiment, the biometric signature 230
can be transmitted/provided to the user device 200. The
user can provide one or more biometric samples to a
third party for testing/analysis and the third party can re-
turn one or more biometric signatures 230 of the user
based on the testing/analysis. The biometric signature(s)
230 can then be provided to the user device 200, such
as by transmitting a file containing the biometric signature
230, or digital representation thereof.
[0032] The biometric signature 230, and/or data there-
of, can be stored securely in/on the user device 200 to
prevent tampering. Various devices, systems and/or soft-
ware can be used to protect the stored biometric signa-
ture 230 on the user device 200. In an example, the bi-
ometric signature 230 can be provided to the device on
write-protected memory from which the biometric signa-
ture 230 can be obtained from or that can be inserted/in-
stalled within the user device 200 and queried for the
biometric signature 230.
[0033] The biometric sample analysis module 240 can
analyze the biometric sample to determine if the biomet-
ric signature 230 is present within the biometric sample.
The biometric sample analysis module 240 can include
various systems and/or features to allow genetic analysis
242, image analysis/recognition 244, audio analysis/rec-
ognition 246 and/or other analysis of the biometric sam-
ple. If the biometric sample analysis module 240 deter-
mines that the biometric signature 230 is present in the
analyzed biometric sample, then the biometric sample
analysis module 240, or the biometric authentication

module 210, can authenticate/validate the user. By au-
thenticating the user, the user device 200 can allow the
user access to various functions and/or features of the
user device and/or can allow the user device 200 to be
authenticated to/by a network to allow the user device
200 to access the network, its resources/features, or por-
tion(s) thereof.
[0034] The genetic analysis 242 can analyze a DNA,
or other genetic material, containing biometric sample to
determine the presence of a biometric signature 230,
such as a substantially unique/user-specific genetic se-
quence, within the biometric sample. The biometric sig-
nature 230 can be represented as an order of nucle-
otides, such as a DNA sequence. The unique/user-spe-
cific genetic sequence can be a portion of the user’s com-
plete genome that is statistically unlikely to be present in
another user’s genome. In this way, the whole genetic
sequence of the user does not need to be completed as
part of the genetic analysis 242, rather the genetic anal-
ysis 242 is focused on determining if a specific portion
of the user’s genetic sequence is present within the bio-
metric sample. The specific portion is a portion of the
genetic sequence that is statistically unlikely to be
present in another person’s biometric sample.
[0035] The genetic analysis 242 can include various
features, devices and/or systems to assist in preparing
the biometric sample for analysis. For example, the ge-
netic analysis 242 can include amplification to increase
the concentration of the genetic material in the biometric
sample. The genetic analysis 242 can also include other
biometric sample preparation, such as a means to open
the genetic structure. Opening the genetic structure can
assist with genetically sequencing the biometric sample
to determine if the biometric signature 230 is present.
[0036] To perform the analysis, the genetic analysis
242 can include various features, devices and/or systems
to assist/perform the requisite analysis. In an example,
the genetic analysis 242 can include an interface/element
that is configured to electrically and/or chemically bond
to the biometric signature 230. If present in the biometric
sample, the biometric signature 230 within the biometric
sample will be attracted to and/or bond with the inter-
face/element. The attraction and/or bonding to the inter-
face/element can be detected and will be indicative of
the presence of the biometric signature 230 within the
biometric sample. The interface/element can be config-
urable so that various genetic biometric signatures 230
can be detectable using the interface/element. For ex-
ample, the interface/element can have configurable elec-
trical/chemical properties allowing it to be configured to
check for a specific biometric signature 230 within the
biometric sample.
[0037] In another embodiment, the interface/element
can be created as part of a setup procedure. When ini-
tially setting up the user device 200, the user can provide
a biometric sample to a party, such as a cellphone pro-
vider/carrier, device manufacturer, and/or a third party,
that will perform a genetic analysis of the biometric sam-

9 10 



EP 3 758 331 A1

7

5

10

15

20

25

30

35

40

45

50

55

ple. The analysis will generate a genetic sequence of the
user and a biometric signature 230 will be determined/de-
rived from the user’s genetic sequence. A user-specific
interface/element can then be created/manufactured, the
user-specific interface/element will be the biometric sig-
nature 230, and/or its compliment due to the complimen-
tary nature of genetic sequences, and can be used to
determine the presence of the biometric signature 230
within a provided biometric sample based on bonding/at-
traction to the interface/element. The user-specific inter-
face/element can be placed/installed in the user device
200 by a user, or other, and used for the genetic analysis
242 of biometric samples.
[0038] In another example, a device/system can trans-
late the genetic material into electrical signals of which
they are representative, or can be used to, sequence the
biometric sample and the generated sequence can be
compared to the biometric signature 230 to determine if
there is a match/correlation between the two. If the bio-
metric signature 230 is present in the biometric sample,
then the user can be validated/authenticated.
[0039] In a further example, the genetic analysis 242
can use tagged elements, such as tagged genetic se-
quences and/or nanoparticles. The tagged nature of the
elements can allow the genetic analysis 242 sys-
tem(s)/device(s) to track the presence and/or location of
the tagged element. In an example, the user’s genetic
sequencing can be performed by the user device 200
and/or another device/service. The user’s biometric sig-
nature 230 is determined form the user’s genetic se-
quence and tagged genetic sequences corresponding to
the biometric signature 230, or one or more portions
thereof, can be created/manufactured. These tagged ge-
netic sequences are structured to bond to sequences
corresponding to the genetic sequences corresponding
to the biometric signature 230 and/or its compliment, or
portion(s) thereof. When a biometric sample is received,
the tagged genetic sequences can be mixed with the bi-
ometric sample and will bond to complimenting genetic
sequences within the biometric sample, if present. These
complimenting genetic sequences being the biometric
signature 230 or its compliment. The genetic analysis
242 system(s)/device(s) can detect the tagged genetic
sequences bonded to portions of the biometric sample
and the binding indicates that the biometric signature
230, or equivalent, is present within the biometric sample.
Similarly, tagged nanoparticles can be used to bond to
the biometric signature 230, its compliment, or portions
thereof. The tagged nanoparticles can be created/man-
ufactured to chemically and/or electrically bond to the
genetic signature 230, its compliments, or portions there-
of. These tagged nanoparticles can be introduced into
the collected biometric sample and the genetic analysis
242 system(s)/device(s) can detect/determine the pres-
ence of the bonding/attraction by the tagged nanoparti-
cles within the biometric sample. This bonding/attraction
is indicative of the presence of the biometric signature
230, or its equivalent, within the provided biometric sam-

ple. The use of tagged genetic sequences/nanoparticles
can be single or multi-use. In the single use example, the
user device 200 may need to be replenished with addi-
tional tagged genetic sequences/nanoparticles during its
use. Additionally, tagged genetic sequences/nanoparti-
cles for each biometric signature 230 associated with the
user device 200 can be contained within the user device
200 to allow the user device 200 to authenticate/validate
multiple users of the user device 200.
[0040] The genetic analysis 242 can include various
other systems and/or devices to allow the biometric sam-
ple analysis module 240 to process and/or analyze a sup-
plied biometric sample and determine the presence of a
genetic-based biometric signature 230, or its equivalent,
within the biometric sample. In response to determining
the presence of the biometric signature 230, or its equiv-
alent, within the biometric sample, the user device 200
can be unlocked and/or the user can be allowed access
to one or more features/functions of the user device 200.
Since the user has been validated/authenticated, the us-
er device 200 and its use is also authenticated/validated
and this can be communicated to a network to allow the
user device 200 to access the network, its resources/fea-
tures, or portion(s) thereof. Rather than a process of data
exchange between the user device 200 and the network,
the user device 200 can authenticate itself to the network,
reducing the amount of data exchanged between the us-
er device 200 and the network, and/or reducing the time
needed to authenticate use of the user device 200 on/in
the network.
[0041] Image analysis/recognition 244 is another anal-
ysis that can be performed by the biometric sample anal-
ysis module 240. Image analysis/recognition 244 can be
used to process/analyze captured images 225, such as
from the camera 226 or fingerprint sensor 227. In an ex-
ample, a facial biometric signature 230 of a valid user
can be created as part of creating a user profile and/or
setup of the user device 200. The image capture 225 can
capture one or more images of the user and the image
analysis/recognition can generate a biometric signature
230 associated with the user’s facial features and/or
physical structure. When a user attempts to access the
user device 200, the image capture 225 can capture an
image of the user’s face. The image analysis/recognition
244 can perform facial recognition on the captured image
to determine if the captured user image matches a bio-
metric signature 230 of a validated/authenticated user of
the user device 200. If the image analysis/recognition
244 determines the presence of the biometric signature
230 in the captured image of the user, then the user de-
vice 200 can be unlocked to provide the user access to
one or more functions/features of the user device. Addi-
tionally, the user device 200 can use the validation/au-
thentication of the user to self-authenticate the user de-
vice 200 to a network. The network, in response,
grants/permits the user device 200 to access the net-
work, its resources/features, or portion(s) thereof.
[0042] In another example, the camera 226 can be
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used to capture, or otherwise image, the user’s retina.
The image analysis/recognition 244 can generate/deter-
mine a biometric signature 230 of the user based on their
retinal pattern. Thereafter, a user can capture an image
225 of their retina to unlock/access the user device 200.
The image analysis/recognition 244 can process/analyze
the image to determine if a stored biometric signature
230 of the user is present in the captured image. If the
user is validated/authenticated based on the image anal-
ysis/recognition, the user can be granted access to
use/interact with the user device 200 and/or the user de-
vice 200 can self-authenticate to a network to be grant-
ed/permitted access to the network, its resources/fea-
tures, or portion(s) thereof.
[0043] In another example, the biometric signature 230
can be a user’s fingerprint. During setup of the user de-
vice 200 or a user profile, the user can place a finger on
the fingerprint sensors 227 to generate a digital image
of the user’s fingerprint. The image analysis/recognition
244 can analyze the features/characteristics of the user’s
fingerprint and can store that analysis as the biometric
signature 230 of the user. Subsequently, a user attempt-
ing to use the user device 200 can place their finger on
the fingerprint sensor 227 to capture an image 225 of the
user’s fingerprint. The captured fingerprint can be ana-
lyzed by the image analysis/recognition 244 to determine
if the features/characteristics of the captured fingerprint
match those of the biometric sample 230. If so, then the
user can be validated/authenticated, allowing the user to
access the user device 200 and allowing the user device
200 to authenticate itself to a network to have the network
grant permission/access to the network, its resourc-
es/features, or portions thereof.
[0044] Audio analysis/recognition 246 is another proc-
ess/analysis the biometric sample analysis module 240
can perform on/using a biometric sample captured using
the sound capture 228. People have speech patterns
and/or characteristics that are substantially unique
and/or that are difficult for others to mimic/copy. A bio-
metric signature 230 for a user can be derived/deter-
mined from an audio sample of the user using the audio
analysis/recognition 246. After an audio biometric signa-
ture 230 is established, a user can provide an audio bi-
ometric sample. Such an audio biometric sample can be
captured by the sound capture 228, that the biometric
sample analysis module 240 can process/analyze using
audio analysis/recognition 246. If the captured audio
sample contains characteristics/properties correlating to
the stored biometric signature 230, then the user can be
authenticated and granted access/permission to use/in-
teract with the user device 200 and/or the authentication
can be used to authenticate the user device 200 to a
network that can grant/permit the user device 200 access
to the network, its resources/features, or portion(s) there-
of.
[0045] As discussed, the biometric sample analysis
module 240 can analyze biometric samples to authenti-
cate/validate a user based on a stored biometric signa-

ture 230 and/or generate/determine a biometric signa-
ture 230 for a user. Alternatively, or additionally, a user
can supply a biometric sample to another party that will
perform analysis of the biometric sample to deter-
mine/generate a biometric signature 230 of the user. The
biometric signature 230 can then be provided/transmitted
to the user device 200 and used by the biometric sample
analysis module 240 to validated/authenticate a user
based on a biometric sample supplied by the user.
[0046] The biometric authentication module 210 can
authenticate/validate a user based on a single biometric
sample provided by the user. Alternatively, or addition-
ally, the biometric authentication module 210 can require
one or more additional biometric samples for verifica-
tion/authentication of a user. For example, the biometric
authentication module 210 can require a user to supply
two (or more) biometric samples, such as a photograph
of the user and a fingerprint of the user. The biometric
analysis module 240 can then process/analyze the bio-
metric samples to determine if a biometric signature 230
of the user device 200 matches one or both of the sup-
plied biometric samples. The biometric authentication
module 210 can consider a user authenticated/validated
if one of the biometric samples matches/contains a bio-
metric signature 230 of the user. Alternatively, the bio-
metric authentication module 210 can require that two or
more of the biometric samples authenticate/validate the
user based on the stored biometric signatures 230. The
multiple biometric sample verification can increase the
security of the device by requiring additional confirmation
and/or validation of a user. Alternatively, or additionally,
the verification using multiple biometric samples can be
used to grant/permit the user additional permissions/priv-
ileges in the user’s use of the user device 200 and/or the
user’s access to the network, its resources/features, or
portion(s) thereof.
[0047] The various biometric authentications of the bi-
ometric authentication module 210 can require varying
amounts of time/resources to complete. The biometric
authentication module 210 can allow a faster authenti-
cation method, such as fingerprint/audio analysis recog-
nition to be used to authenticate a user for a first level of
access to the user device 200, or network communica-
tively coupled thereto, and can require a lengthier au-
thentication is used to allow the user to have a higher, or
more protected, access to the user device 200 and/or
network. In another example, the biometric authentica-
tion module 210 can allow the user to use a faster bio-
metric authentication method to access the device and
can require a lengthier biometric authentication method
be used occasionally (e.g., periodically and/or randomly)
to confirm the validity/authenticity of the user and/or to
allow the user to continue using the faster biometric au-
thentication method to access the user device 200 and/or
a network communicatively coupled thereto. In another
embodiment, a user-generated authentication, such as
a password or passcode, can be used in conjunction with
biometric authentication of the user by the biometric au-
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thentication module 210 to allow the user to access the
user device 200 and/or a network communicatively cou-
pled thereto.
[0048] The user device 200 can include a device iden-
tification 250. The device identification can be a unique
identifier associated with the user device 200 or user,
such as an IMSI or MSISDN. The user device 200 can
be identified to/on a network based on the device iden-
tification 250 and the network can associate granted per-
missions/accesses with the user device identification
250. For example, the user device 200 can biometrically
authenticate a user and can then provide a network with
an indication of its authentication 262, and the network
can permit access to the network, its resources/features,
or portion(s) thereof, by associating such access with the
device identification 250.
[0049] The communication module 260 can facili-
tate/assist the user device 200 in communicating with
external devices and/or systems, and/or accessing fea-
tures/functions thereof, such as a cellphone network. The
communication module 260 can include an authentica-
tion 262, such as a notification/indication, that can be
provided to an external device/system that requires an
authentication to permit the user device 200 to access/in-
teract with various functions/features of the external de-
vice/system. In an example, the external device/system
can be a cellular telephone/data network that the user
device 200 can access to allow a user to make phone
calls and/or interact with the Internet. The network can
require the device be authenticated/verified before allow-
ing the device to access the features/services of the net-
work, or a portion(s) thereof. The user, a subscriber of
the network, can be biometrically authenticated by the
user device 200 as a known/registered user of the user
device 200. The network has an association of the user
as a subscriber of the network and the user’s user device
200 as being a way for the user to access the network.
The user device 200 can provide an authentication 262
to the network and the network, knowing the user’s as-
sociation with the user device 200, can grant/permit the
user device 200 to access the network, or portion(s)
thereof, since a biometrically authenticated user, a sub-
scriber, is using the user device 200. In this manner, an
exchange of data, such as a challenge-and-response au-
thentication typically carried out, can be bypassed since
the user device 200 has authenticated itself and its user
on the user device 200 and can provide an authentication
262 to the network indicating as such. This reduces the
bandwidth allocation necessary to allow the user device
200 and network to communicate for authentication pur-
poses.
[0050] FIG. 3 is an example method 300 of authenti-
cating a user device to allow the user device to access
a network and/or its resources/features. At 302, the de-
vice receives a biometric sample. The biometric sample
can be provided by, or obtained from, a perspective user
of the device. Example biometric samples can include
an image of the face of the user, a fingerprint of the user,

an audio sample of the user speaking, a genetic material
containing sample from the user, such as blood, exhaled
breath condensate or saliva, and/or other biometric sam-
ples. At 304, the biometric sample can be analyzed by
the user device. The user device can include one or more
elements/systems that can analyze the biometric sam-
ple, such as genetic analysis, image analysis/recogni-
tion, audio analysis/recognition and/or other biometric
sample analyses.
[0051] At 306, a determination is made if there is an
existing biometric signature stored on the user device. A
biometric signature is a substantially user-specif-
ic/unique biometric property/characteristic that another
person is statistically unlikely to have. While many people
can share similar characteristics/properties, such as in
appearance or genetic sequence, there are differences
that are substantially unique to each particular person.
Therefore, the biometric signature of a person/user is
unlikely to be provided by another person and due to its
uniqueness, can be used to authenticate/validate a per-
spective user as a registered user.
[0052] If there is not an existing biometric signature,
such as may happen during initial setup of the user device
having no previously registered users, method 300 pro-
ceeds to 308 where a biometric signature of the user is
determined from the biometric sample analysis at 304.
The biometric sample analysis of 304 can be ana-
lyzed/processed to determine/derive a biometric signa-
ture for the user. In an example, the biometric signature
can be a user-specific/unique sequence of genetic code,
a digital representation of the user’s face, fingerprint
and/or audio sample, and/or other user-specific/unique
biometric characteristic/property.
[0053] At 310, the determined biometric signature can
be stored on the user device. The stored biometric sig-
nature will be used in subsequent biometric authentica-
tions of perspective users. The biometric signature is
stored securely on the user device, such as a cellphone,
in a memory of the user device and/or a physical element
of the user device. For example, the biometric signature
can be represented by an element having an inter-
face/bonding/attraction capability that is associated with
the biometric signature. In another example, the biomet-
ric signature, such as a user’s facial structure, can be
stored as a digital file in the memory of the user device.
[0054] At 312, optionally, the biometric signature can
be transmitted to an external device/system, such as a
network. In an example, the biometric signature of the
user can be transmitted and stored on a network to which
a user device requires authentication/validation to ac-
cess and/or with which it requires authentication/valida-
tion to interact. The network can store the biometric sig-
nature in a profile of the user, such as a subscriber ac-
count record. In subsequent interactions, the user device
can provide a biometric signature to validate/authenti-
cate the user device and its ability to access the network,
the network can compare the provided biometric signa-
ture with the stored biometric signature to validate/au-
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thenticate the device.
[0055] The steps 308, 310, and, optionally, 312 can be
repeated to create/generate another/alternative biomet-
ric signature for a user and/or to create/generate biomet-
ric signatures for other permitted/registered users of the
user device. Each user of the user device can have one
or more biometric signatures associated therewith and
the stored biometric signatures can be used to validate
the user to allow the user to use, or interact with, the user
device and/or allow the user device to access a network,
its resources/features, or portion(s) thereof.
[0056] If, at 306, there is an existing biometric signa-
ture, the method 300 proceeds to 314 to determine if the
biometric signature is present in the received biometric
sample of 302. The analysis of the biometric sample 304
is compared with the biometric signature(s) to determine
if the biometric signature is present in the biometric sam-
ple, which indicates an authorized user provided the bi-
ometric sample and should be permitted/granted various
access to the user device and/or a network, or portion(s)
thereof. In an example, the biometric sample can be ge-
netically analyzed to determine if a genetic biometric sig-
nature, a user-specific sequence of genetic code or
equivalent, is present in the provided/received biometric
sample.
[0057] If the biometric signature is not present in/does
not match the biometric sample, then the method 300
proceeds to 316 and the perspective user is denied ac-
cess to the user device and/or the user device is denied
access to a network, its resources/features, or portion(s)
thereof. The user, or user device, can have no, limited/re-
duced, or full access to the network based on the failed
biometric authentication of 314. In an example, the us-
er/user device can be granted access to the network de-
spite the failed biometric authentication and can be re-
quired to attempt biometric authentication at a later time
and/or the user can provide a substitute authentication,
such as a password/passcode. Alternatively, or addition-
ally, the user device can include an emergency opera-
tions option to allow the user device to access the network
and/or its resources/features. The user may not be re-
quired to provide any authentication to configure the de-
vice to operate in the emergency operations mode; how-
ever, the user’s access to/interactions with the user de-
vice and/or the user device’s access to the network may
be reduced/limited based on the user device operating
in the emergency operations mode. For example, the us-
er device and network can permit the user to call/contact
emergency services and/or an emergency contact using
the user device in the emergency operations mode.
[0058] If the biometric signature is present in the bio-
metric sample, then the method 300 proceeds to 318 and
the user device indicates to a network that the device is
authenticated. Since the user is an authorized user of
the network, such as a subscriber, authenticating that
the user is using the user device can provided the nec-
essary authentication to allow the user device to access
the network, its resources/features, or portion(s) thereof.

The user device can provide a notification/indication to
the network that a user using the device is biometrically
authenticated to use the device and therefore the user
device is authenticated to use/access the network. At
320, the access to the network, its resources/features,
or portion(s) thereof, is granted and the user device can
interact with the network to perform various functions. In
an example, the user device can be a cellular telephone
device, such as a smartphone, and the network can be
a cellular network. The biometric authentication of a user
of the smartphone can allow the smartphone to provide
an authentication indication to the cellphone network to
allow the smartphone to access features of the cellphone
network, such as use the Internet and/or make phone
calls.
[0059] FIG. 4 is an example method 400 of determin-
ing/generating a biometric signature for a user of a user
device. At 402, a biometric sample is received/acquired
from the user. The biometric sample can an image of the
user, the user’s fingerprint, an audio sample of the user,
a sample containing genetic material of the user, and/or
other biometric samples having substantially user-spe-
cific/unique properties/characteristics. At 404, the bio-
metric sample is analyzed, this can include image anal-
ysis, audio analysis, genetic analysis and/or other anal-
yses based on the nature of the biometric sample of 402.
At 406, unique characteristic(s)/property(s) of the bio-
metric sample are determined, such as a representation
of the user’s face, fingerprint or speech, a substantially
unique genetic sequence of the user and/or other sub-
stantially user-specific/unique characteristic(s)/proper-
ty(s) of the biometric sample of 402. In the example of a
genetic sequence, the user’s complete genetic sequence
does not need to be considered a biometric signature,
rather one or more portions of the user’s genetic se-
quence, that are substantially/statistically unique to the
user, can be used/considered as the biometric signature
of the user. Finally, at 408, the unique characteris-
tic(s)/property(s) of the user’s biometric sample are
stored as a/the biometric signature associated with the
user. This stored biometric signature can be used in a
biometric authentication to authenticate/verify the user,
by determining that a subsequent biometric sample of
the user include, or is substantially the same as, the
stored biometric signature of 408.
[0060] FIG. 5 is an example method 500 of a permitting
a user device to connect to a network and/or access the
resources/features thereof. At 502, the network can re-
ceive a connection/use request from the user device. At
504, the network can receive an identification of the de-
vice and an indication of the device authentication. The
device authentication can be based on an on-device au-
thentication of the user of the user device. The biometric
authentication of the user can allow the user device to
provide an authentication to the network to authenticate
the user device at 510. In this manner, the user device
and network do not need to have multiple exchanges of
information to authenticate the user device, rather the
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user device can self-authenticate to the network.
[0061] An alternative authentication pathway can in-
clude the network receiving a biometric signature from
the user device at 506. The biometric signature can be
an analysis of a biometric sample received/obtained from
the user. In an example, the biometric signature can be
an image analysis of an image of the user and/or their
fingerprint. The received biometric signature can be com-
pared to a stored biometric signature on the network at
508. If the received biometric signature/analysis matches
the stored biometric signature than the device and/or us-
er can be authenticated at 510.
[0062] Once authenticated at 510, the network can per-
mit the user device to access the network and/or its re-
sources/features. In another example, the authentication
of the user device at 510 can permit the user device to
access resources/features of the network that were not
previously accessible to the user device prior to the de-
vice authentication at 510. The authentication of the user
device can be required at intervals to allow the user de-
vice continued access to the network, its resources/fea-
tures, or portion(s) thereof.
[0063] The features disclosed in the foregoing descrip-
tion, or the following claims, or the accompanying draw-
ings, expressed in their specific forms or in terms of a
means for performing the disclosed function, or a method
or process for attaining the disclosed result, as appropri-
ate, may, separately, or in any combination of such fea-
tures, be used for realizing the invention in diverse forms
thereof.

Claims

1. A system for authenticating a user device to a net-
work, comprising:

a biometric authentication module, including:

a biometric sample collection module con-
figured to one or more of receive or collect
a biometric sample of a user,
a biometric signature of the user, the bio-
metric signature stored on the user device,
and
a biometric sample analysis module config-
ured to analyze the biometric sample for bi-
ometric verification of the user by:

processing the biometric sample into
one or more representative character-
istics;
comparing the stored biometric signa-
ture to the one or more representative
characteristics of the biometric sample,
and
determining a presence of the biometric
signature in the at least the portion of

the biometric sample, the determina-
tion made based on the comparison of
the stored biometric signature to the
one or more representative character-
istics of the biometric sample; and

a communication module configured to connect
the user device to the network, the communica-
tion module configured to transmit an indication
of an authentication of the user device based on
biometric verification of the user.

2. The system of claim 1, wherein the biometric sample
is a sample that contains genetic material of the user,
and is optionally an exhaled breath condensate of
the user.

3. The system of claim 2, wherein the processing the
biometric sample includes translating s at least a por-
tion of a sequence of the genetic material into at least
a representative characteristic, the representative
characteristic being an electrical signal representa-
tive of the at least a portion of the sequence of the
genetic material.

4. The system of claim 1, wherein the biometric signa-
ture is stored in the network and is associated with
the user of the network.

5. The system of claim 4, wherein:

(i) the communication module transmits the bi-
ometric sample analysis to the network and the
network authenticates the user device based at
least in part on the comparison of the stored bi-
ometric signature to the biometric sample anal-
ysis; or
(ii) the communication module transmits the bi-
ometric signature of the user to the network and
the network identifies the user of the user device
based on the communicated biometric signa-
ture.

6. The system of claim 1, wherein the biometric authen-
tication module is on at least one of the user device
or a secondary device communicatively coupled to
the user device.

7. The system of claim 1, wherein the biometric sample
analysis module is further configured to analyze the
biometric sample while the user device is being in-
teracted with.

8. A method of authenticating a user device to a net-
work, comprising:

receiving a biometric sample of the user;
analyzing the biometric sample to determine if
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a stored biometric signature of the user device
is present in the biometric sample;
authenticating the user device based on the
presence of the biometric signature in the bio-
metric sample;
indicating to the network that the user device is
authenticated based on the presence of the bi-
ometric signature in the biometric sample; and
permitting the user device to access one or more
features of the network based on the authenti-
cation of the user device.

9. The method of claim 8, or the system of claim 1,
wherein the biometric signature is determined during
a setup of the user device.

10. The method of claim 8, or the system of claim 1,
wherein the biometric signature is determined by a
third party that provides the biometric signature to
the user device.

11. The method of claim 8, further comprising storing
the biometric signature on the network for use in fu-
ture authentication processes, the stored biometric
signature retrievable from the network for use in an-
alyzing a further biometric sample.

12. The method of claim 11, further comprising transmit-
ting the analysis of the biometric sample to the net-
work and wherein the permitting the user device to
access one or more features of the network is based
at least in part on a comparison of the analysis of
the biometric sample and the stored biometric sig-
nature.

13. The method of claim 8, further comprising determin-
ing the user device has physically moved from a first
region of the network to a second region of the net-
work and requiring an authentication based on the
physical movement of the device.

14. The method of claim 8, further comprising requiring
a second authentication of the user device based
on: (i) at least an expiration of a validity of a previous
authentication; or (ii) a request received from the net-
work.

15. The method of claim 14, wherein, when the second
authentication is based on a request received from
the network, the request is based on at least one of
the user device requesting access to one of the one
or more features of the network or the network de-
termining the user device is attempting to access
one of the one or more features of the network.
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