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Description

TECHNICAL FIELD

[0001] The invention concerns in general the technical
field of management of subscriber related information in
a network. Especially the invention concerns manage-
ment of authentication data relating to mobile subscrip-
tions.

BACKGROUND OF THE INVENTION

[0002] In wireless communication systems users are
offered multiple types of services into which users may
access with their mobile terminals. The access to a spe-
cific service may be limited with some authentication
method, such as requesting user name and/or password.
Mobile communication network also provide some
means for authentication. Namely, mobile subscriber’s
public identity is typically so called MSISDN (Mobile Sub-
scriber ISDN Number), which is a number uniquely iden-
tifying the subscription in the mobile network, such as a
GSM or a UMTS. If one wants to establish a communi-
cation channel with a mobile terminal residing in a tele-
communication network, the MSISDN of the recipient is
used as a destination address, i.e. a telephone number,
in order to achieve the network to perform predetermined
procedures in establishing the communication channel
between the parties of the communication.
[0003] Another important identifier as regards to a sub-
scription is so called IMSI (International Mobile Subscrib-
er Identity). IMSI, in turn, is a unique identifier associated
to a SIM (Subscriber Identity Module) card. SIM card
stores the IMSI information and the related key for iden-
tifying and authenticating subscribers in the network. The
IMSI information is sent in some contexts by the mobile
terminal to the network and it is used for acquiring other
details, such as a location, relating to the subscriber from
some network elements, such as HLR (Home Location
Register) or VLR (Visitor Location Register). An IMSI is
usually presented as a 15 digit long number, but it can
also be shorter.
[0004] Both the MSISDN and IMSI can also be used
either alone or in combination with some other creden-
tials for authentication in different services offered by mo-
bile operators. An example of such a service is a Wi-Fi
access in a certain location. The authentication for the
Wi-Fi network can be performed by utilizing mobile tele-
communication network authentication, such as MSIS-
DN or IMSI.
[0005] The management of services relating to mobile
subscriptions is traditionally performed by telecom oper-
ators. In other words, a user or the owner of the subscrip-
tion, such as an enterprise, has informed the operator on
the services to be available for the subscription in ques-
tion. On the basis of the information received from the
owner of the subscription the operator has set rights in
a database on services into which the subscriber is en-

titled to. However, the trend has lately been that the tel-
ecom operators have enabled the management of mobile
subscriptions to the enterprise customers in order to pro-
vide flexible control of services directly by the enterprise
representatives, such as IT personnel. This is achieved
by providing a specific tool for the enterprise customers
by means of which the mobile subscriptions can be man-
aged. In practice the tool is a software application acces-
sible by the enterprise customer so that they are capable
of managing the subscriptions of their own users. For
security reasons the enterprise customers can manage
the subscriptions on a basis of MSISDN, but not with
IMSI, since IMSI is not commonly available in the net-
work. On the other hand, the management of the mobile
subscriptions is much clearer with MSISDN than with IM-
SI, since IMSI as such is not anyhow linked into the real
world as the MSISDN is as a phone number. Information
on the modifications made in the subscriptions is con-
veyed to operator’s database with MSISDN information.
[0006] The arrangement as described above brings
some challenges as regards to the identity of a subscriber
in the network. Namely, with respect to some services
the identity of a subscriber used in the network is IMSI.
Now, if the modifications made into a subscription and
transferred to the operator database only contain the
MSISDN information it may happen that the user i.e. the
subscription, cannot utilize some services, which need
IMSI instead of or in addition to MSISDN information as
the IMSI information is not available in the operator’s da-
tabase dedicated to maintain and manage enterprise
subscriptions. The situation as described may happen in
the context of authentication services provided by the
operator as the authentication is, at least with respect to
some services, requiring the IMSI.
[0007] An example of such a situation is an access to
a Wi-Fi network which uses EAP-SIM/AKA (Extensible
Authentication Protocol - Subscriber Identity Module/Au-
thentication and Key Agreement) method for access
rights management. The EAP-SIM/AKA uses IMSI for
authentication of the subscriber, which is transferred from
the user terminal to the network. At one point of the au-
thentication procedure the IMSI is compared to IMSI in-
formation stored in the operator’s database dedicated to
maintain and manage enterprise subscriptions receiving
the maintenance information from an enterprise data-
base. As a result, if the IMSI information does not exist
in the operator database dedicated to maintain and man-
age enterprise subscriptions, the comparison produces
mismatch of the compared information and service denial
of the subscriber.
[0008] Prior art is disclosed in document US
2008/0207167 A1.
[0009] Thus, in order to provide all allowed services
for a subscriber belonging to some enterprise subscriber
space it needs to be confirmed that all necessary infor-
mation is available in the operator database, which may
be used in an authentication of a service.
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SUMMARY OF THE INVENTION

[0010] An objective of the invention is to present a
method, a network node and a system for managing sub-
scriber related identifiers within a communication net-
work. Another objective of the invention is that the meth-
od, the network node and the system enable a retrieval
of the subscriber related identifier from a mobile commu-
nication network.
[0011] The objects of the invention are reached by a
method, an apparatus and a computer program as de-
fined by the respective independent claims.
[0012] According to a first aspect, a method for retriev-
ing an identifier from a register residing in a mobile com-
munication network is provided, wherein the identifier is
mobile subscription specific. The method comprises rec-
ognizing, by a network node, a modification of information
relating to a mobile subscription in a database; determin-
ing if the identifier with respect to the mobile subscription,
whose information was modified, is missing; performing
a query, in response to the determination of missing iden-
tifier, towards the register residing in the mobile commu-
nication network to request the missing identifier; receiv-
ing the missing identifier from the register; and delivering
the received missing identifier to the database for storing
in a context of the mobile subscription.
[0013] The recognition of modification of information
by the network node may be based on at least one of the
following: receiving a notification from the database,
monitoring the status of information in the database.
[0014] The query towards the register may comprise
a parameter representing the mobile subscription whose
information was modified. The query towards the register
may be performed with signaling in the mobile commu-
nication network. The query may be a MAP operation.
[0015] According to a second aspect, anetwork node
comprising at least one processor, and at least one mem-
ory including portions of computer program code is pro-
vided wherein the at least one memory and the computer
program code are configured to, with the at least one
processor, cause the network node at least to perform
the following steps: recognize a modification of informa-
tion relating to a mobile subscription in a database, into
which the network node has access; determine if the
identifier with respect to the mobile subscription, whose
information were was modified, is missing; perform a
query, in response to the determination of missing iden-
tifier, towards the register residing in the mobile commu-
nication network to request the missing identifier; receive
the missing identifier from the register; and deliver the
received missing identifier to the database for storing in
a context of the mobile subscription.
[0016] The network node may further be configured,
during the recognition of modification of information, to
perform at least one of the following: receive a notification
from the database, monitor the status of information in
the database.
[0017] The network node may be configured to insert

a parameter representing the mobile subscription, whose
information was modified, in the query. The parameter
may be MSISDN.
[0018] The network node may be configured to perform
the query towards the register with signaling in the mobile
communication network. The network node may be con-
figured to query the identifier with a MAP operation. The
MAP operation may be sendRoutinglnfo query.
[0019] The identifier received may be IMSI.
[0020] According to a third aspect, a system for retriev-
ing an identifier from a register residing in a mobile com-
munication network, wherein the identifier is mobile sub-
scription specific is provide. The system comprises a da-
tabase for maintaining information on at least one mobile
subscription, a register comprising the identifier for each
mobile subscriptions whose information is maintained in
the register, and a network node. The network node with-
in the system is configured to recognize a modification
of information relating to a mobile subscription in a data-
base; determine if the identifier with respect to the mobile
subscription, whose information was modified, is miss-
ing; perform a query, in response to the determination of
missing identifier, towards the register residing in the mo-
bile communication network to request the missing iden-
tifier; receive the missing identifier from the register; de-
liver the received missing identifier to the database for
storing in a context of the mobile subscription.
[0021] The database, the register and the network
node may belong to a telecom operator entity.
[0022] The database may be configured to be modified
by an external entity to the telecom operator entity.
[0023] The register may be one of the following: HLR,
VLR, HSS.
[0024] The exemplary embodiments of the invention
presented in this patent application are not to be inter-
preted to pose limitations to the applicability of the ap-
pended claims. The verb "to comprise" is used in this
patent application as an open limitation that does not
exclude the existence of also un-recited features. The
features recited in depending claims are mutually freely
combinable unless otherwise explicitly stated.
[0025] The novel features which are considered as
characteristic of the invention are set forth in particular
in the appended claims. The invention itself, however,
both as to its construction and its method of operation,
together with additional objects and advantages thereof,
will be best understood from the following description of
specific embodiments when read in connection with the
accompanying drawings.

BRIEF DESCRIPTION OF DRAWINGS

[0026]

Fig. 1 illustrates a schematic illustration of the envi-
ronment relating to the invention with the cor-
responding signaling,
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fig. 2 illustrates an example of a data structure in a
database,

fig. 3 illustrates an exemplary diagram of a network
node according to the invention, and

fig. 4 illustrates an example of an application of the
invention.

DETAILED DESCRIPTION OF THE INVENTION AND 
ITS ADVANTAGEOUS EMBODIMENTS

[0027] The invention relates to a management of au-
thentication and authorization data within a telecom op-
erator network element in order to provide comprehen-
sive information for service access purposes when the
access rights are at least partly checked from the telecom
operator’s data storage. More precisely, the invention re-
lates to management of the authentication and authori-
zation data of a mobile subscription in a situation, wherein
a first party, such as enterprise representative, is capable
of modifying user data comprising at least information on
services the user is entitled to. The user data is identified
with a first identifier, such as MSISDN, by the first party.
Information on the modification to the user data is con-
veyed to data storage of a second party, like telecom
operator, wherein the second party is managing access
rights and requests to a certain service on the basis of
the information stored in the data storage of the second
party. In order to secure that the data storage of the sec-
ond party comprises all possible authentication and au-
thorization data relating to the subscription, which is
available in the communications network of the second
party, a functionality is arranged into a network element
of the second party by means of which it is possible to
recognize the first identifier relating to the user data and
with that identifier it is possible to retrieve at least one
second identifier relating to the subscription from at least
one other network element accessible by the second par-
ty. The retrieved second identifier is configured to be
stored in association with the authentication and author-
ization data of a subscription in the data storage of the
second party.
[0028] Fig. 1 discloses a schematic illustration on the
environment relating to the invention as well as signaling
between the different entities in order to establish the
operation according to the invention. The environment
comprises two entities. The first entity 100 is an enter-
prise domain and the second entity 200 is a telecom op-
erator domain. The enterprise domain 100 may comprise
an access terminal 110, such as a computing unit, by
means of which a user may access external entities. The
access terminal 110 may comprise a specific application
by means of which it is possible to manage mobile sub-
scriptions belonging to the enterprise. The access termi-
nal 110 may be coupled either wirelessly or in a wired
manner to the external entities. An external entity into
which the access terminal 110 may be coupled to is an

enterprise database 120 residing in the enterprise do-
main 100. The database may comprise information on
the mobile subscriptions belonging to the enterprise, or
more specifically, which are at least partly controlled by
the enterprise. Another external entity into which the ac-
cess terminal may be coupled to is an operator database
210 residing in the telecom operator domain. The oper-
ator database 210 comprises information on the mobile
subscriptions. The mobile subscriptions may be catego-
rized according to enterprise domains or in any other way
in a data structure of the operator database 210. The
operator database 210 shall be understood broadly. It
can be dedicated to only one service, which is at least
partly provided, or supported, by the operator, but which
can be managed from the enterprise domain. Alterna-
tively, the operator database may be dedicated to more
than one service. For example, operator database may
be utilized for Wi-Fi network authentication wherein the
enterprise domain is managing the user, who are allowed
to use the Wi-Fi network, but all the authentication tools
are offered by the telecom operator. The operator may
use IMSI in the authentication and thus it is not enough
to manage the access rights on the basis of MSISDN,
which is the only option for enterprise domain.
[0029] According to the method the enterprise repre-
sentative may manage the mobile subscriptions belong-
ing to the enterprise by means of an application installed
in the access terminal. The application may specifically
be designed for mobile subscription management within
the access terminal 110 or it may provide access to the
data relating to the mobile subscriptions residing in a da-
tabase 120 and/or 210. At least any modification relating
to a subscription data is configured to be transferred to
at least one of the databases 120 or 210, or both to them
by means of communication 131, 133 between the ac-
cess terminal 110 and the database 120 and/or between
the access terminal 110 and the database 210. Alterna-
tively it may be arranged that the modification is first per-
formed in the database 120 in the enterprise domain 100
and the modifications are configured to be copied to the
database 210 residing in the operator domain 200 by
arranging a communication 135 between the databases,
or even vice versa. The copying may be performed either
directly in response to any modification in the database
120, periodically according to a predetermined schedule
or periodically with a random or semi-random schedule,
for example. With respect to the management of the mo-
bile subscription the subscription is identified by MSISDN
as that is visible also for the enterprise representative.
[0030] Thus, information relating to any modification
of a mobile subscription is transferred to the operator
database 210 with the MSISDN information. Naturally,
each of the subscriptions may be managed with any other
identifier, such as a username/password or alternate
identifier, which is practical to use by enterprise repre-
sentative.
[0031] As regards to the modification of a mobile sub-
scription it is meant that the enterprise representative
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may modify some data relating to the mobile subscription.
The data allowed to be modified by the enterprise repre-
sentative may relate, for instance, to the user information
of the mobile subscription (e.g. name of a user), rights
to use some services available, activating or disabling
subscriptions belonging to the enterprise or adjusting
characteristics of the subscriptions, such as the size of
data packet. However, the enterprise representative is
not allowed to create new subscriptions, since it is only
possible for the telecom operator. Users may have sev-
eral terminal devices at disposal and enterprise repre-
sentative may authorize and authenticate such second-
ary terminal devices tied to an existing mobile subscrip-
tion. Now, as the information on the modification relating
to a mobile subscription is delivered to the operator da-
tabase 210 it is stored there on a basis of an identifier,
such as MSISDN. The identifier may also be some other
identifier, such as a username or similar, as long as the
mobile subscription can be identified either directly or
indirectly by means of the identifier. In order to recognize
if the operator database 210 lacks of some information
relating to the mobile subscription which could be needed
with some services, a monitoring functionality is arranged
in the operator domain 200. The monitoring function may
be implemented in a network node 220, which is config-
ured to monitor status of information in the operator da-
tabase 210. The monitoring may be arranged by an ex-
change of information 141 between the network node
220 and operator database 210. The exchange of infor-
mation 141 is advantageously achieved by any known
communication techniques and protocols between the
mentioned entities, such as TCP/IP. The monitoring may
be achieved by arranging a periodic or aperiodic check-
up of information by the network node 220 towards the
database 210. If the check-up indicates that the database
210 contains of mobile subscription information lacking
some predetermined information, some further function-
alities may be pre-programmed in the network node 220.
The predetermined information lacking in the database
may, according to the invention, be some other identifier
relating to the mobile subscription which is needed in at
least some of the services available to the mobile sub-
scription. An example of such an identifier is IMSI, but
any other such as a username, password, anyalternate
identifier or even IPv6 address.
[0032] In some embodiment of the invention the mon-
itoring can be achieved so that some intelligence is ar-
ranged in the database 210. In response to a receipt of
information on a modification relating to a mobile sub-
scription in the database 210 the operator database 210
is configured to indicate the received modification infor-
mation to the network node 220. The indication may com-
prise at least some information relating to the mobile sub-
scription in question, the information comprising at least
identifier information regarding the mobile subscription,
which is stored in the database 210. In such a case the
network node 220 can be arranged to read the received
indication from the operator database 210 and recognize

if some information is missing. Alternatively, the indica-
tion may just show to the network node 220 that modifi-
cation information is received in the database 210. The
indication comprises advantageously at least one iden-
tifier, such as MSISDN, for the modified mobile subscrip-
tion. Then, the network node 220 may be arranged to
initiate an inquiry to the database 210 in order to receive
detailed information on at least predetermined data en-
tries relating to a mobile subscription, whose information
was modified.
[0033] Next, as the network node 220 has received, or
has access to, information on the mobile subscription
data, which is modified, the network node 220 is arranged
to determine if the mobile subscription data comprises
all necessary information with respect to at least some
services available for the mobile subscription in question.
More specifically, the network node 220 may be config-
ured to determine if the mobile subscription data com-
prise all necessary identifiers for the mobile subscription
which may be needed in some services, especially for
authentication. In some context such an identifier is IMSI.
If the determination indicates that there does not exist at
least one other identifier for the mobile subscription in
the operator database 220, wherein the at least one other
identifier is available as such for the telecom operator,
the network node 220 is arranged to compose a query
143 in order to receive the missing at least one identifier
from a communication network register 230. The query
comprises at least the known identifier i.e. MSISDN. Ac-
cording to the invention the query composed is config-
ured to be such that it complies with signaling in the com-
munications network. The query as described may be a
MAP (Mobile Application Part) operation request accord-
ing to SS7 (Signaling System No. 7).
[0034] An example of such a signaling is a "sendRout-
ingInfo for SM" which comprises the MSISDN of the mo-
bile subscription as a parameter in order to retrieve some
further information relating to the subscription. The query
is delivered to the communication network register 230,
such as HLR (Home Location Register) or HSS (Home
Subscriber Server). In some implementations of the in-
vention the query may be delivered to VLR (Visitor Lo-
cation Register) since the information maintained in the
VLR is at least partly originated from a corresponding
HLR. The communication network register 230 retrieves
information relating to the mobile subscription on the ba-
sis of the first identifier, such as MSISDN, and returns
145 at least one other identifier, such as IMSI, as a re-
sponse to the query 143. The network node 220 is con-
figured to receive the response and deliver 147 the re-
ceived additional identifier to the operator database 210
for storing. The received additional identifier, such as IM-
SI, is advantageously delivered to the operator database
210 with the MSISDN information in order to store the
received additional identifier in a correct way into the da-
tabase 210. Additionally, the network node 220 may also
store the received identifier either temporarily or perma-
nently. The network node may also be arranged to main-
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tain information on the modified mobile subscriptions in
the operator database 210 and/or the queries sent to the
communications register 230. The maintenance on the
mentioned information may be performed either tempo-
rarily or permanently.
[0035] Above it is described that the query is specifi-
cally "sendRoutinginfo" query, but it can be any other
similar query by means of which the necessary missing
identifier may be retrieved from the register 230. The ad-
vantage in using "sendRoutinglnfo" query is that it can
be applied even in situations in which there are mobile
subscriptions from multiple telecom operators. The use
of "sendRoutinglnfo" is allowed between the telecom op-
erators, i.e. even if one telecom operator is offering a
service to the enterprise, the required information in order
to use the service may be received also from other op-
erators for storing the information in the operator data-
base 210. In practice, it is possible to arrange a procedure
by means of which the identifier query can be directed
to a correct operator register. Namely, it is possible to
analyze the MSISDN number, which may indicate the
operator whose subscription is in question, and on the
basis of the analysis direct the query correctly. Further-
more, in an environment where the phone number port-
ability is allowed, i.e. the MSISDN number is independent
on the operator serving the customer, it is possible to
arrange a lookup operation by means of which it is first
queried from a database comprising a data structure re-
vealing, which operator is service which MSISDN
number. In response to the receipt of the information the
digits in the MSISDN representing the operator identifier
are replaced with operator identifier representing the real
serving operator. As a result, the original identifier query
may be directed to a correct operator.
[0036] When the missing information is stored in the
operator database 210 it is possible to serve the mobile
subscription within the limits as defined for the mobile
subscription in question. In practice this means that the
mobile subscription may utilize services in which the
identifier as retrieved from the communication network
register 230 is needed.
[0037] Fig. 2 illustrates an example of a data structure
maintained in the operator database 210 with respect to
mobile subscriptions belonging to a certain enterprise.
The data structure may comprise a first identifier for each
of the mobile subscriptions MSISDN1-MSISDNn belong-
ing to the control of the enterprise. Furthermore, the data
structure may comprise at least one other identifier field
IMSI, which is configured to maintain identifiers IMSI1-
IMSIn corresponding to the first identifiers MSISDN1-
MSISDNn. The at least one other identifier field is not
visible to the enterprise, but only within the operator net-
work. In other words, the enterprise representatives do
not have access to modify the field. Further, the data
structure advantageously comprises information on the
services SERVICE1-SERVICEn provided for each of the
mobile subscriptions. Herein the service available for a
mobile subscription is marked with a symbol "+" and the

service not available with a symbol "-". The enterprise
representatives may have access to modify the service
rights for a mobile subscription through the access ter-
minal 110. According to the fictitious setup as illustrated
in Fig. 2 the data structure is lacking IMSI information on
the mobile subscription of MSISDN2. Even if MSISDN2
is allowed to use all the services SERVICE1-SERVICEn,
it may happen that at least one of the services cannot be
used as the IMSI is needed for the service. Thus, accord-
ing to the invention the network node 220 is configured
to monitor the status of the data structure as described
and recognize if information on at least one other identi-
fier is lacking in the data structure. It may be arranged
that the monitoring is specifically focused to some col-
umns in the data structure, such as column IMSI in Fig.
2. When it is recognized that IMSI information is lacking
for the MSISDN2, the functionality of retrieval the infor-
mation may be initiated as described. The retrieved in-
formation is then stored in the data structure by the net-
work node 220. As said, it may also be arranged so that
the operator database 210 comprises a functionality to
inform the network node 220 on the missing information
as described above. Even if the data structure in Fig. 2
illustrates services SERVICE1-SERVICEn as independ-
ent elements, it may also be arranged so that each of the
columns refers to different sets of services, which are
allowed for the mobile subscription.
[0038] According to an embodiment of the invention it
may be arranged that if the data structure is modified and
that is recognized by the network node 220, the network
node 220 is configured to check the existence of all the
IMSIs in the data structure. Alternatively or in addition,
the network node may be configured to retrieve the IMSIs
for all or for some of the mobile subscriptions in the data
structure. In this manner information on the data structure
is always confirmed by the system.
[0039] Fig. 3 is an exemplary diagram of a network
node according to an implementation consistent with the
principles of the invention. The network node comprises
a bus 310, a processor 320, a random access memory
(RAM) 330, a read only memory (ROM) 340, input means
350, output means 360, and a communication interface
370. The bus 310 may include means or methods that
enable communication among the elements of the net-
work node.
[0040] The processor 320 may comprise one or more
conventional processors, one or more microprocessors,
or one or more processing logics, or any combination of
these, that interprets and executes instructions defined
by portions of computer program code. The random ac-
cess memory 330 may store information and instructions
for execution by the processor 320. The ROM 340 may
include a conventional ROM device or another type of a
static storage device that is configured to store static in-
formation and instructions for use by the processor 320.
The RAM and ROM may be implemented with one or
more corresponding memory elements.
[0041] The input means 350 may comprise a conven-
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tional mechanism that permits a user to input information
to the network node, such as a keyboard, a mouse, a
pen, a touch screen, voice recognition and/or biometric
mechanisms, etc. The output means 360 may comprise
a conventional mechanism that outputs information to
the user, including a display, a printer, a speaker, etc.
The communication interface 370 enables the network
node to communicate with other nodes and/or systems
over a network. For example, the communication inter-
face 370 may comprise mechanisms for communicating
with external entities such as networks and network el-
ements, such as databases and registers.
[0042] The network node may perform the operations
as described above in response to the processor 320
executing at least one portion of instructions defined in
portions of computer program code contained in the com-
puter-readable medium, such as memory. A computer-
readable medium may be defined as a physical or logical
memory device. The software instructions may be read
into the memory from another computer-readable medi-
um, such as a data storage device, or from another device
via the communication interface 370. The software in-
structions may cause the processor 320 to perform meth-
od steps and processes as described.
[0043] A system according to the invention comprises
operator database 210 for storing information relating to
mobile subscriptions belonging under control of an en-
terprise. Further, the system comprises a network node
220 for monitoring the information status in the database
210 and recognizing if some information, such as an iden-
tifier like IMSI, is missing. In response to the recognition
of the missing information the system is configured, by
the network node 220, to create and deliver, i.e. perform,
a query to a register in order to receive the missing in-
formation. The system further comprises a mechanism
to receive the missing information in the network node
220 and return and store it in the database 210.
[0044] Even if Fig. 1 and the corresponding description
represent that the operator database 210 and the net-
work node 220 are separate entities, it may be arranged
that they are integrated into the same entity. The neces-
sary communication between the data structure and the
functionality according to the invention may be arranged
in the integrated entity by utilizing typical computer call
functions.
[0045] Some embodiment of the invention may allow
a modification of mobile subscription data directly in the
database 210 by an enterprise representative. This may
be achieved with an application installed in the access
terminal 110, which is configured to establish a commu-
nication channel to the database 210 and allow modifi-
cation to at least part of the data stored in the database
210. The term "modification" shall be understood broadly
in this context. It covers at least the following: changing
values in the data structure, creating new values or data
entries in the data structure and replacing values in the
data structure, or any combination of these.
[0046] Next it is described an example of a use case

by referring to Fig. 4. The use case relates to allowing
an enterprise database access via Wi-Fi for a mobile ter-
minal wherein the access to both the database and the
Wi-Fi network are limited. The same reference numbers
are used with the corresponding elements as in Fig. 1.
The steps according to the use case (arrows in Fig. 4)
are referred with reference numbers 401-413. The men-
tioned steps are as follows:

401. Enterprise adds MSISDN, or modifies rights re-
lating to the MSISDN, to their own database 120 and
to operator database 210 by means of an access
terminal 110.

402. MSISDN information, or modification, is trans-
ferred from the operator database 210 to a network
node 220.

403. A functionality in the network node 220 inserts
MSISDN to the MAP operation request, e.g. send-
Routinglnfo for SM (Short Message) and sends it to
the HLR 230.

404. HLR responses to sendRoutinglnfo for SM re-
turning the IMSI related to MSISDN.

405. The network element 220 forwards the IMSI to
operator database 210 and it is added to the user of
the MSISDN. At the same time username and pass-
word are generated for the user in a situation where
a service is based on the username and password
among other details. Username can be MSISDN.

406. User is authenticating to Wi-Fi using EAP-
SIM/AKA. Identity is IMSI in the authentication and
in the later phase TMSI.

407. AAA (Authentication, Authorization, and Ac-
counting) server 450 is authenticating user towards
HLR 230.

408. HLR 230 responses.

409. If the authentication is OK, AAA Server 450
sends IMSI to operator database 210 to map IMSI
to MSISDN.

410. Operator database 210 returns MSISDN to AAA
server 450.

411. AAA Server 450 authorizes user to the enter-
prise database 120 using MSISDN.

412. Enterprise database 120 answers to AAA Serv-
er 450.

413. If authentication and authorization are OK, then
the user is given an access to the enterprise services
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according to policy received from the enterprise da-
tabase 120.

[0047] As said the use case as described is an example
and does not anyhow limit the inventive idea as de-
scribed.
[0048] Some advantageous embodiments according
to the invention were described above. The invention is
not limited to the embodiments described. The inventive
idea can be applied in numerous ways within the scope
defined by the claims attached hereto.

Claims

1. A method for retrieving an identifier from a register
(230) residing in a mobile communication network,
wherein the identifier is mobile subscription specific,
characterized in that the method comprising:

- recognizing, by a network node (220), a mod-
ification of information relating to a mobile sub-
scription in a database (210),
- determining if the identifier with respect to the
mobile subscription, whose information was
modified, is missing,
- performing a query, in response to the deter-
mination of missing identifier, towards the reg-
ister (230) residing in the mobile communication
network to request the missing identifier,
- receiving the missing identifier from the register
(230), and
- delivering the received missing identifier to the
database (210) for storing in a context of the
mobile subscription.

2. A method according to claim 1, characterized in
that the recognition of modification of information by
the network node (220) is based on at least one of
the following: receiving a notification from the data-
base, monitoring the status of information in the da-
tabase.

3. A method according to claim 1, characterized in
that the query towards the register (230) comprises
a parameter representing the mobile subscription
whose information was modified.

4. A method according to claim 3, characterized in
that the query towards the register (230) is per-
formed with signaling in the mobile communication
network.

5. A method according to claim 4, characterized in
that the query is a MAP operation.

6. A network node (220) comprising

- at least one processor, and
- at least one memory including portions of com-
puter program code

characterized in that
the at least one memory and the computer program
code configured to, with the at least one processor,
cause the network node (220) at least to perform:

- recognize a modification of information relating
to a mobile subscription in a database (210), into
which the network node (220) has access,
- determine if an identifier with respect to the
mobile subscription, whose information were
was modified, is missing,
- perform a query, in response to the determi-
nation of missing identifier, towards a register
(230) residing in a mobile communication net-
work to request the missing identifier,
- receive the missing identifier from the register
(230), and
- deliver the received missing identifier to the
database (210) for storing in a context of the
mobile subscription.

7. A network node (220) according to claim 6, charac-
terized in that the network node (220) is configured,
during the recognition of modification of information,
to perform at least one of the following: receive a
notification from the database (210), monitor the sta-
tus of information in the database (210).

8. A network node (220) according to claim 6, charac-
terized in that the network node (220) is configured
to insert a parameter representing the mobile sub-
scription whose information was modified in the que-
ry.

9. A network node (220) according to claim 8, charac-
terized in that the parameter is MSISDN.

10. A network node (220) according to claim 6, charac-
terized in that the network node (220) is configured
to perform the query towards the register (230) with
signaling in the mobile communication network.

11. A network node according to claim 10, character-
ized in that the network node (220) is configured to
query the identifier with a MAP operation.

12. A network node (220) according to claim 11, char-
acterized in that the MAP operation is sendRout-
inglnfo query.

13. A network node (220) according to claim 6, charac-
terized in that the identifier received is IMSI.

14. A system for retrieving an identifier from a register
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(230) residing in a mobile communication network,
wherein the identifier is mobile subscription specific,
characterized in that the system comprises:

- a database (210) for maintaining information
on at least one mobile subscription,
- a register (230) comprising the identifier for
each mobile subscriptions whose information is
maintained in the register (230), and
- a network node (220) configured to

- recognize a modification of information re-
lating to a mobile subscription in the data-
base (210),
- determine if the identifier with respect to
the mobile subscription, whose information
was modified, is missing,
- perform a query, in response to the deter-
mination of missing identifier, towards the
register (230) residing in the mobile com-
munication network to request the missing
identifier,
- receive the missing identifier from the reg-
ister (230),
- deliver the received missing identifier to
the database (210) for storing in a context
of the mobile subscription.

15. A system according to claim 14, characterized in
that the database (210), the register (230) and the
network node (220) belong to a telecom operator
entity.

16. A system according to claim 14, characterized in
that the database (210) is configured to be modified
by an external entity to the telecom operator entity.

17. A system according to claim 14, characterized in
that the register (230) is one of the following: HLR,
VLR, HSS.

Patentansprüche

1. Verfahren zum Abrufen einer Kennung aus einem
Register (230), welches sich in einem Mobilkommu-
nikationsnetzwerk befindet, wobei die Kennung Mo-
bilvertrag-spezifisch ist, dadurch gekennzeichnet,
dass das Verfahren umfasst:

- Erkennen einer Modifikation von Informatio-
nen, die sich auf einen Mobilvertrag beziehen,
in einer Datenbank (210) durch einen Netzwerk-
Knoten (220),
- Bestimmen, ob die Kennung in Bezug auf den
Mobilvertrag fehlt, dessen Informationen modi-
fiziert wurden,
- Durchführen einer Anfrage in Reaktion auf die

Bestimmung einer fehlenden Kennung an das
Register (230), welches sich in dem Mobilkom-
munikationsnetzwerk befindet, um die fehlende
Kennung anzufordern,
- Empfangen der fehlenden Kennung aus dem
Register (230) und
- Liefern der empfangenen fehlenden Kennung
an die Datenbank (210) zur Speicherung in ei-
nem Kontext des Mobilvertrags.

2. Verfahren nach Anspruch 1, dadurch gekenn-
zeichnet, dass das Erkennen einer Modifikation von
Informationen durch den Netzwerk-Knoten (220) auf
wenigstens einem der folgenden basiert: Empfan-
gen einer Meldung von der Datenbank, Überwachen
des Status von Informationen in der Datenbank.

3. Verfahren nach Anspruch 1, dadurch gekenn-
zeichnet, dass die Anfrage an das Register (230)
einen Parameter umfasst, der den Mobilvertrag re-
präsentiert, dessen Informationen modifiziert wur-
den.

4. Verfahren nach Anspruch 3, dadurch gekenn-
zeichnet, dass die Anfrage an das Register (230)
mit einer Signalisierung in dem Mobilkommunikati-
onsnetzwerk durchgeführt wird.

5. Verfahren nach Anspruch 4, dadurch gekenn-
zeichnet, dass die Anfrage eine MAP-Operation ist.

6. Netzwerk-Knoten (220), umfassend:

- wenigstens einen Prozessor und
- wenigstens einen Speicher, der Abschnitte von
Computerprogrammcode enthält,

dadurch gekennzeichnet, dass der wenigstens ei-
ne Speicher und der Computerprogrammcode dazu
konfiguriert sind, mit dem wenigstens einen Prozes-
sor zu bewirken, dass der Netzwerk-Knoten (220)
wenigstens durchführt:

- Erkennen einer Modifikation von Informatio-
nen, die sich auf einen Mobilvertrag beziehen,
in einer Datenbank (210), zu welcher der Netz-
werk-Knoten (220) Zugang hat,
- Bestimmen, ob eine Kennung in Bezug auf den
Mobilvertrag fehlt, dessen Informationen modi-
fiziert wurden,
- Durchführen einer Anfrage in Reaktion auf die
Bestimmung einer fehlenden Kennung an ein
Register (230), welches sich in einem Mobil-
kommunikationsnetzwerk befindet, um die feh-
lende Kennung anzufordern,
- Empfangen der fehlenden Kennung aus dem
Register (230) und
- Liefern der empfangenen fehlenden Kennung
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an die Datenbank (210) zur Speicherung in ei-
nem Kontext des Mobilvertrags.

7. Netzwerk-Koten (220) nach Anspruch 6, dadurch
gekennzeichnet, dass der Netzwerk-Knoten (220)
dazu konfiguriert ist, während der Erkennung einer
Modifikation von Informationen, wenigstens eines
der folgenden durchzuführen: Empfangen einer Mel-
dung von der Datenbank (210), Überwachen des
Status von Informationen in der Datenbank (210).

8. Netzwerk-Koten (220) nach Anspruch 6, dadurch
gekennzeichnet, dass der Netzwerk-Knoten (220)
dazu konfiguriert ist, einen Parameter einzufügen,
welcher den Mobilvertrag repräsentiert, dessen In-
formationen in der Anfrage modifiziert wurden.

9. Netzwerk-Koten (220) nach Anspruch 8, dadurch
gekennzeichnet, dass der Parameter MSISDN ist.

10. Netzwerk-Koten (220) nach Anspruch 6, dadurch
gekennzeichnet, dass der Netzwerk-Knoten (220)
dazu konfiguriert ist, die Anfrage an das Register
(230) mit einer Signalisierung in dem Mobilkommu-
nikationsnetzwerk durchzuführen.

11. Netzwerk-Koten nach Anspruch 10, dadurch ge-
kennzeichnet, dass der Netzwerk-Knoten (220) da-
zu konfiguriert ist, die Kennung mit einer MAP-Ope-
ration anzufordern.

12. Netzwerk-Koten (220) nach Anspruch 11, dadurch
gekennzeichnet, dass die MAP-Operation eine
sendRoutinglnfo-Anfrage ist.

13. Netzwerk-Koten (220) nach Anspruch 6, dadurch
gekennzeichnet, dass die empfangene Kennung
IMSI ist.

14. System zum Abrufen einer Kennung aus einem Re-
gister (230), welches sich in einem Mobilkommuni-
kationsnetzwerk befindet, wobei die Kennung Mo-
bilvertrag-spezifisch ist, dadurch gekennzeichnet,
dass das System umfasst:

- eine Datenbank (210), um Informationen über
wenigstens einen Mobilvertrag zu halten,
- ein Register (230), das die Kennung für alle
Mobilverträge umfasst, deren Informationen in
dem Register (230) gehalten werden, und
- einen Netzwerk-Knoten (220), der dazu konfi-
guriert ist,

- eine Modifikation von Informationen in der
Datenbank (210) zu erkennen, die sich auf
einen Mobilvertrag beziehen,
- zu bestimmen, ob die Kennung in Bezug
auf den Mobilvertrag fehlt, dessen Informa-

tionen modifiziert wurden,
- eine Anfrage in Reaktion auf die Bestim-
mung einer fehlenden Kennung an das Re-
gister (230) durchzuführen, welches sich in
dem Mobilkommunikationsnetzwerk befin-
det, um die fehlende Kennung anzufordern,
- die fehlende Kennung aus dem Register
(230) zu empfangen und
- die empfangene fehlende Kennung an die
Datenbank (210) zur Speicherung in einem
Kontext des Mobilvertrags zu liefern.

15. System nach Anspruch 14, dadurch gekennzeich-
net, dass die Datenbank (210), das Register (230)
und der Netzwerk-Knoten (220) zu einer Telekom-
betreiber-Einheit gehören.

16. System nach Anspruch 14, dadurch gekennzeich-
net, dass die Datenbank (210) dazu konfiguriert ist,
durch eine von der Telekombetreiber-Einheit exter-
ne Einheit modifiziert zu werden.

17. System nach Anspruch 14, dadurch gekennzeich-
net, dass das Register (230) eines der folgenden
ist: HLR, VLR, HSS.

Revendications

1. Procédé pour récupérer un identificateur à partir d’un
enregistreur (230) résidant dans un réseau de com-
munication mobile, dans lequel l’identificateur est
spécifique à un abonnement mobile, caractérisé en
ce que le procédé comprenant :

- la reconnaissance, par un noeud de réseau
(220), d’une modification d’informations relati-
ves à un abonnement mobile dans une base de
données (210),
- la détermination de si l’identificateur en ce qui
concerne l’abonnement mobile, dont les infor-
mations ont été modifiées, est manquant,
- l’exécution d’une requête, en réponse à la dé-
termination d’identificateur manquant, vers l’en-
registreur (230) résidant dans le réseau de com-
munication mobile pour demander l’identifica-
teur manquant,
- la réception de l’identificateur manquant en
provenance de l’enregistreur (230), et
- la remise de l’identificateur manquant reçu à
la base de données (210) pour le stockage dans
un contexte de l’abonnement mobile.

2. Procédé selon la revendication 1, caractérisé en ce
que la reconnaissance de la modification d’informa-
tions par le noeud de réseau (220) est basée sur au
moins une de ce qui suit : la réception d’une notifi-
cation en provenance de la base de données, la sur-

17 18 



EP 2 797 348 B1

11

5

10

15

20

25

30

35

40

45

50

55

veillance du statut d’informations dans la base de
données.

3. Procédé selon la revendication 1, caractérisé en ce
que la requête vers l’enregistreur (230) comprend
un paramètre représentant l’abonnement mobile
dont les informations ont été modifiées.

4. Procédé selon la revendication 3, caractérisé en ce
que la requête vers l’enregistreur (230) est effectuée
avec une signalisation dans le réseau de communi-
cation mobile.

5. Procédé selon la revendication 4, caractérisé en ce
que la requête est une opération MAP.

6. Noeud de réseau (220) comprenant

- au moins un processeur, et
- au moins une mémoire incluant des parties de
code de programme informatique

caractérisé en ce que
la au moins une mémoire et le code de programme
informatique configurés pour, avec le au moins un
processeur, amener le noeud de réseau (220) à ef-
fectuer au moins :

- la reconnaissance d’une modification d’infor-
mations relatives à un abonnement mobile dans
une base de données (210), dans laquelle le
noeud de réseau (220) a accès,
- la détermination de si un identificateur en ce
qui concerne l’abonnement mobile, dont les in-
formations ont été modifiées, est manquant,
- l’exécution d’une requête, en réponse à la dé-
termination d’identificateur manquant, vers un
enregistreur (230) résidant dans un réseau de
communication mobile pour demander l’identi-
ficateur manquant,
- la réception de l’identificateur manquant en
provenance de l’enregistreur (230), et
- la remise de l’identificateur manquant reçu à
la base de données (210) pour le stockage dans
un contexte de l’abonnement mobile.

7. Noemd de réseau (220) selon la revendication 6, ca-
ractérisé en ce que le noeud de réseau (220) est
configuré, pendant la reconnaissance de la modifi-
cation d’informations, pour effectuer au moins une
de ce qui suit : recevoir une notification en prove-
nance de la base de données (210), surveiller le sta-
tut d’informations dans la base de données (210).

8. Noeud de réseau (220) selon la revendication 6, ca-
ractérisé en ce que le noeud de réseau (220) est
configuré pour insérer un paramètre représentant
l’abonnement mobile dont les informations ont été

modifiées dans la requête.

9. Noeud de réseau (220) selon la revendication 8, ca-
ractérisé en ce que le paramètre est MSISDN.

10. Noeud de réseau (220) selon la revendication 6, ca-
ractérisé en ce que le noeud de réseau (220) est
configuré pour effectuer la requête vers l’enregis-
treur (230) avec une signalisation dans le réseau de
communication mobile.

11. Noeud de réseau selon la revendication 10, carac-
térisé en ce que le noeud de réseau (220) est con-
figuré pour la requête de l’identificateur avec une
opération MAP.

12. Noeud de réseau (220) selon la revendication 11,
caractérisé en ce que l’opération MAP est une re-
quête sendRoutinglnfo (envoi d’infos de routage).

13. Noeud de réseau (220) selon la revendication 6, ca-
ractérisé en ce que l’identificateur reçu est IMSI.

14. Système pour récupérer un identificateur à partir
d’un enregistreur (230) résidant dans un réseau de
communication mobile, dans lequel l’identificateur
est spécifique à un abonnement mobile, caractérisé
en ce que le système comprend :

- une base de données (210) pour maintenir des
informations sur au moins un abonnement mo-
bile,
- un enregistreur (230) comprenant l’identifica-
teur pour chaque abonnement mobile dont les
informations sont maintenues dans l’enregis-
treur (230), et
- un noeud de réseau (220) configuré pour

- reconnaître une modification d’informa-
tions relatives à un abonnement mobile
dans la base de données (210),
- déterminer si l’identificateur en ce qui con-
cerne l’abonnement mobile, dont les infor-
mations ont été modifiées, est manquant,
- effectuer une requête, en réponse à la dé-
termination d’identificateur manquant, vers
l’enregistreur (230) résidant dans le réseau
de communication mobile pour demander
l’identificateur manquant,
- recevoir l’identificateur manquant en pro-
venance de l’enregistreur (230), et
- remettre l’identificateur manquant reçu à
la base de données (210) pour le stockage
dans un contexte de l’abonnement mobile.

15. Système selon la revendication 14, caractérisé en
ce que la base de données (210), l’enregistreur
(230) et le noeud de réseau (220) appartiennent à
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une entité d’opérateur télécom.

16. Système selon la revendication 14, caractérisé en
ce que la base de données (210) est configurée pour
être modifiée par une entité externe à l’entité d’opé-
rateur télécom.

17. Système selon la revendication 14, caractérisé en
ce que l’enregistreur (230) est un de ce qui suit :
HLR, VLR, HSS.
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