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Description

FIELD OF THE INVENTION

[0001] The present invention relates to the field of com-
munications technology, and particularly to a method and
a communication device for accessing to devices in se-
curity.

BACKGROUND OF THE INVENTION

[0002] In a distributed system, a service scheme is
segmented into relatively independent service nodes ac-
cording to service functions to be deployed on different
physical nodes of the same network, the nodes interact-
ing with each other to complete the processing of service
streams. The distributed system is widely applied in so-
lutions of the field based on blade servers, for instance,
distributed systems are present in great numbers in tel-
ecommunication products based on the Advanced Tel-
ecom Computing Architecture (ATCA). Accessing au-
thentication among nodes, namely among hosts, in the
distributed system presents a safety problem that should
not be neglected.
[0003] Control of accessing authentication among
hosts in the distributed system generally adopts the pass-
word authentication mechanism. A source host initiates
an accessing request with the information of account
number and password to a target host via a service net-
work. The target host receives the accessing request,
matches the accessing account number and password
with valid account numbers and passwords locally stored
in the target host, provides service to the source host if
the matching is successful, and otherwise denies the ac-
cessing request.
[0004] As the inventors found during the process of
implementing embodiments of the present invention, the
prior-art mechanism for accessing to hosts transmits ac-
cessing requests that include essential information, such
as passwords, over the service network, but the service
network is an open network, so that the essential infor-
mation, such as passwords, is easily detected and deci-
phered by sniffing tools, thus lowering the reliability of
the essential information, such as passwords, whereby
security of accessing among hosts is lowered.
[0005] Document D1 (DELL PRODUCTS LP, GB 2 424
151 A1) describes a method of managing in-band con-
nection of information handling systems, configured as
wireless devices, comprises using out-of band wireless
communication in one or a combination of the following
ways: managing in-band wireless connection of the de-
vices based in part on one or more wireless device pro-
files; performing device configuration management or
device profile configuration management. The out-of-
band wireless communication may comprise radio fre-
quency identification (RFD) tags connected to each wire-
less device and a tag reader to obtain authorisation in-
formation from the RFID tags such as individual address.

The information may be compared with a profile of the
device in question, preferably stored in a profile manager,
and connection to the wireless network is allowed if the
information matches the stored in the profile manger. The
RFID tags may have a shorter communication range than
the in-band wireless communication so that connection
to the wireless communication so that connection to the
wireless network is allowed only if the device is within a
certain proximity to the network (see abstract of Docu-
ment D1).
[0006] Document D2 (HITACHI SOFTWARE ENG, EP
1 840 814 A1) describes a verification system in which
a client terminal can safely receive online service from
an online service server. The verification system includes
an online service server, an information terminal device
for receiving online service, an OTP server for performing
a process involving login verification of the information
terminal device and verification of online service trans-
action contents, and a portable terminal device that dis-
plays an OTP used for login verification and transaction
contents verification. The portable terminal device in-
cludes means for transmitting, to the OTP server, sepa-
rate acquisition requests for a login-verifying OTP and a
transaction-contents-verifying OTP that the information
terminal device requires when receiving online service
from the online service server, receiving a login verifying
OTP and a transaction contents verifying OTP from the
OTP server, and displaying them (see abstract of Docu-
ment D2).
[0007] Document D3 (CHEN GIGI, US 2008/232563
A1) describes an account administration system and
method with security function are provided. The system
comprises an identification unit, an issue unit, a portable
communication device, and a identification device,
wherein after the issue unit receiving the request mes-
sage from the portable communication device, a user
password will be generated from the issue unit, and the
user password will be sent to the portable communication
device and the identification unit, thus, user can input the
user password to the identification device received from
the portable communication device, furthermore, accord-
ing to the user account used, the identification procedure
of the identification unit will exam to be passed for the
identification device, such that the online access with the
identification unit will be achieved (see abstract of Doc-
ument D3).

SUMMARY OF THE INVENTION

[0008] Embodiments of the present invention provide
a method and a communication device for accessing to
devices in security, so as to enhance security of access-
ing to devices in a distributed system which is tree con-
nection.
[0009] Embodiments of the present invention provide
a method for accessing to devices in security, which com-
prises obtaining accessing authentication information via
an out-band channel, the accessing authentication infor-
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mation being used for accessing authentication between
a service request device and a service providing device,
the service request device and the service providing de-
vice sharing the same management device, and forming
the out-band channel with the management device re-
spectively; and authenticating the accessing authentica-
tion information, and providing, by the service providing
device, when an authentication result indicates that the
authentication of the accessing authentication informa-
tion is passed via an in-band data channel, service for
the service request device via an in-band data channel ,
the service providing device and the service request de-
vice forming the in-band data channel via a service net-
work; wherein
the step of obtaining the accessing authentication infor-
mation via the out-band channel comprises: receiving
the accessing authentication information by the service
providing device via the out-band channel, the accessing
authentication information being generated by the serv-
ice request device; sending, by the service providing de-
vice via the out-band channel, a feedback message in-
dicating that the accessing authentication information
has been stored to the service request device, and re-
ceiving, via the in-band data channel, the service request
sent by the service request device, the service request
comprising the accessing authentication information;
and
the step of authenticating the accessing authentication
information comprises: performing, by the service pro-
viding device, validity authentication on the received ac-
cessing authentication information according to the
stored accessing authentication information.
[0010] Embodiments of the present invention further
provide a system, which comprises: a service request
device; a service providing device; a management de-
vice; where the service providing device comprises an
obtaining module configured to obtain accessing authen-
tication information via an out-band channel, the access-
ing authentication information being used for accessing
authentication between the service request device and
the service providing device, the service request device
and the service providing device sharing the same man-
agement device, and forming the out-band channel with
the management device respectively; and an authenti-
cating module configured to authenticate the accessing
authentication information,
and provide, by the service providing device, when an
authentication result indicates that the authentication of
the accessing authentication information is passed, serv-
ice for the service request via an in-band data channel,
the service providing device and the service request de-
vice forming the in-band data channel via a service net-
work; wherein
the obtaining module is specifically configured to receive
the accessing authentication information via the out-
band channel, the accessing authentication information
being generated by the service request device; send, via
the out-band channel, a feedback message indicating

that the accessing authentication information has been
stored to the service request device, and receive, via the
in-band data channel, a service request sent by the serv-
ice request device, the service request comprising the
accessing authentication information; and
the authenticating module is specifically configured to
perform validity authentication on the received accessing
authentication information according to the stored ac-
cessing authentication information. In the embodiments
of the present invention, communications channels for
service exchange and for accessing authentication are
separated from each other, service data is transmitted
using the in-band data channel, and accessing authen-
tication information needed for accessing authentication
is transmitted using the out-band channel. Since it is not
necessary for the accessing authentication information
needed for accessing authentication to pass through the
external service network, the probability for the accessing
authentication information being intercepted or tampered
with during the process of transmission is reduced, and
reliability for transmission of the accessing authentication
information is enhanced, thereby improving the security
for accessing to devices in a distributed system which is
tree connection.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] To make clearer the explanation of technical
solutions of the embodiments of the present
invention or of the prior art, accompanying drawings
needed in the description of the embodiments or the prior
art are briefly illustrated below. Apparently, the accom-
panying
drawings illustrated below are directed to some embod-
iments of the present invention, and it is possible for per-
sons ordinarily skilled in the art to deduce other drawings
from these drawings without creative effort.

Fig. 1 is a flowchart illustrating the method for ac-
cessing to devices in security according to a first em-
bodiment;
Fig. 2 is a schematic diagram illustrating the structure
of a distributed system which is tree connection in
an application scenario according to one embodi-
ment;
Fig. 3 is a schematic diagram illustrating the structure
of a distributed system based on a blade server in
an application scenario according to one
embodiment ;
Fig. 4 is a flowchart illustrating the method for ac-
cessing to devices in security according to a second
embodiment;
Fig. 5 is a flowchart illustrating the method for ac-
cessing to devices in security according to a third
embodiment;
Fig. 6 is a flowchart illustrating the method for ac-
cessing to devices in security according to a fourth
embodiment, which forms an embodiment of the
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present invention;
Fig. 7 is a flowchart illustrating the method for ac-
cessing to devices in security according to a fifth em-
bodiment; and
Fig. 8 is a schematic diagram illustrating the structure
of the communication device according to a sixth em-
bodiment.

DETAILED DESCRIPTION OF THE EMBODIMENTS

[0012] Fig. 1 is a flowchart illustrating the method for
accessing to devices in security according to a first em-
bodiment.
[0013] As shown in Fig. 1, the method for accessing
to devices in security according to this embodiment com-
prises:

Step 11: obtaining accessing authentication informa-
tion via an out-band channel, the accessing authen-
tication information being used for accessing au-
thentication between a service request device and
a service providing device, the service request de-
vice and the service providing device sharing the
same management device, and forming the out-
band channel with the management device respec-
tively.

[0014] The service request device and the service pro-
viding device are connected to the same management
device and uniformly managed by the management de-
vice, thus the service request device, the service provid-
ing device and the management device form a distributed
system which is tree connection, where the management
device serves as the root node, and the service request
device and the service providing device respectively
serve as child nodes.
[0015] According to difference in networking modes,
the networking modes can be classified as out-band net-
working and in-band networking. Out-band networking
makes use of a communication channel provided by an-
other device, rather than a communication channel pro-
vided by the managed device itself, to transmit network
management information, and perform network device
management. In-band networking makes use of a service
channel provided by the managed device to perform net-
work device management; under the in-band networking
mode, the network management information is transmit-
ted over the service channel of the device. In comparison
with in-band networking, out-band networking is capable
of providing a more reliable device management channel,
if the managed device fails, it is still capable of positioning
and monitoring the network device in real time. The chan-
nel used to transmit data in the out-band networking proc-
ess is referred to as an out-band channel, and the chan-
nel used to transmit data in the in-band networking proc-
ess is referred to as an in-band data channel.
[0016] Fig. 2 is a schematic diagram illustrating the
structure of a distributed system which is tree connection

in an application scenario according to one embodiment.
[0017] As shown in Fig. 2, the service request device
and the service providing device can each be an inde-
pendent system board. On the one hand, the service re-
quest device and the service providing device are phys-
ically connected to the same management device via
hardware interfaces to form an out-band channel, as
shown by the dotted line in Fig. 2. On the other hand, the
service request device and the service providing device
are connected to a service network via network interfaces
to form an in-band data channel, as shown by the solid
line in Fig. 2. The service data stream is transmitted via
the in-band data channel without passing through the
out-band channel. Thus, the service request device, the
service providing device, the out-band channel, and the
management device together are equivalent to formation
of an "accessing authentication system", while the serv-
ice request device, the service providing device, and the
in-band data channel together are equivalent to formation
of a "service exchange system". Accessing authentica-
tion among devices is realized within the accessing au-
thentication system, and service data exchange among
devices is realized within the service exchange system.
[0018] The specific application environment of the dis-
tributed system which is tree connection as shown in Fig.
2 is not restricted - for instance, it is applicable in a dis-
tributed system based on a blade server; alternatively, it
is further applicable in a distributed system of an ex-
changer having a slot connection, or in a distributed sys-
tem based on a quasi-blade server having a physical tree
connection structure.
[0019] Step 12: authenticating the accessing authen-
tication information, and providing, by the service provid-
ing device, when an authentication result indicates that
the authentication of the accessing authentication infor-
mation is passed, service for the service request device
via an in-band data channel, the service providing device
and the service request device forming the in-band data
channel via a service network.
[0020] In this embodiment, communications channels
for service exchange and for accessing authentication
are separated from each other, the service data is trans-
mitted using the in-band data channel, and the accessing
authentication information needed for accessing authen-
tication is transmitted using the out-band channel. Since
it is not necessary for the accessing authentication infor-
mation needed for accessing authentication to pass
through the external service network, the probability for
the accessing authentication information being intercept-
ed or tampered with during the process of transmission
is reduced, and reliability for transmission of the access-
ing authentication information is enhanced, thereby im-
proving the security for accessing to devices in a distrib-
uted system which is tree connection. The entire process
for realizing the embodiments of the present invention
does not require human intervention, so hidden risks of
security due to human intervention are avoided.
[0021] Fig. 3 is a schematic diagram illustrating the
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structure of a distributed system based on a blade server
in an application scenario according to one embodiment.
[0022] The blade server as shown in Fig. 3 is a high
availability, high density, and low cost server platform,
and its main advantages rest in the capability to save use
space and cost of the server, and the capability to provide
the user with more flexible and convenient expanding
and upgrading means. Each blade of the blade server is
actually a service board. Each service board is equipped
with an onboard controller, and onboard controllers of
different service boards are respectively connected to a
frame management board - for instance, onboard con-
trollers of different service boards are respectively con-
nected to the frame management board via an intelligent
platform management bus (IPMB), thus that an IPMB
hardware management channel is formed inside the
blade server. Through the hardware management chan-
nel can be realized hardware managements of the blade
server, such as up-down electricity, resetting, warning
and monitoring, etc. The hardware management channel
is an inbuilt channel of the blade server, as the channel
does not need to transmit via the service network, does
not transmit any service data stream, and is physically
separated from the service network. The hosts provided
on each service board of the blade server are respectively
accessed to the service network via network cards, so
that a communication channel is formed among various
hosts of the blade server, and this communication chan-
nel can transmit service data streams via the service net-
work.
[0023] During the process of practical application, op-
tionally, plural blade servers are disposed in the blade
server frame, each blade server is provided with a service
host and an onboard controller, and the service host and
the onboard controller on the same blade server com-
municate with each other via private interfaces. The serv-
ice request device and service providing device accord-
ing to the embodiments of the present invention are blade
servers inserted in different slots in the blade server
frame, and the management device according to the em-
bodiments of the present invention is a frame manage-
ment board. The in-band data channel according to the
embodiments of the present invention is a service data
stream transmission channel formed by hosts of different
service boards being connected to the service network
via network cards, and the out-band channel according
to the embodiments of the present invention is a hard-
ware management channel formed by the onboard con-
trollers of each service board being connected to the
frame management board via an intelligent platform man-
agement bus (IPMB).
[0024] As shown in Fig. 3, it is supposed in the blade
server frame, a blade server A and a blade server B are
disposed, on the blade server A, a service host A (here-
inafter abbreviated as "host A") and an onboard controller
A are disposed, and on the blade server B a service host
B (hereinafter abbreviated as "host B") and an onboard
controller B are disposed. The host A and the onboard

controller A communicate with each other based on a
private interface, and the host B and the onboard con-
troller B communicate with each other also based on a
private interface. Service data is transmitted between the
host A and the host B via the in-band data channel and
through the service network, and the accessing authen-
tication information is transmitted between the onboard
controller A and the onboard controller B via the IPMB
out-band channel and through the frame management
board.
[0025] The technical solution for accessing to devices
in security according to the embodiments of the present
invention is described in detail below with reference to
the application scenario of the distributed system based
on a blade server as shown in Fig. 3.
[0026] Fig. 4 is a flowchart illustrating the method for
accessing to devices in security according to the second
embodiment.
[0027] In this embodiment, the accessing authentica-
tion information is a random access code generated by
the service request device, namely the host A, and va-
lidity authentication of the random access code is per-
formed by the service request device, namely the host
A. As shown in Figs. 3 and 4, this embodiment includes
the following steps:

Step 31: the host A generating and storing a random
access code prior to the host A requesting to access
to the host B.
Step 32: the host A generating a service request,
and sending the service request to the host B via an
in-band data channel, the service request carrying
therewith position information and the random ac-
cess code, wherein the position information may be
a logical position of the host A in the blade server,
such as the frame number and slot number of the
host A.
The path through which the host A sends the service
request to the host B via the in-band data channel
is, for example: host A → service network → host B.
Step 33: the host B sending an authentication re-
quest to a frame management board via an out-band
channel for requesting the frame management board
to instruct the host A to perform validity authentica-
tion on the random access code, the authentication
request carrying therewith the position information
of the host A and the random access code.
Optionally, information of accessible hosts can be
predefined on the host B. When the host B receives
the service request, it is determined whether the host
A to which the position information in the service re-
quest corresponds is a predefined accessible host -
if yes, an authentication request is sent to the frame
management board via the out-band channel; oth-
erwise the service request of host A is denied, and
the process ends (not shown). The advantage of
processing as thus rests in the fact that the host B
can guarantee the access of predefined accessible
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hosts, and deny the access of hosts that are not de-
fined, thereby further enhancing access safety.
The path through which the host B sends the authen-
tication request to the frame management board via
the out-band channel is, for example: host B → on-
board controller B → frame management board.
Step 34: the frame management board sending an
authentication instruction to the host A via the out-
band channel, the authentication instruction carrying
therewith a random access code for instructing the
host A to perform validity authentication on the ran-
dom access code.
The path through which the frame management
board sends the authentication instruction to the host
A via the out-band channel is, for example: frame
management board → onboard controller A → host
A.
Step 35: the host A receiving the authentication in-
struction, and performing validity authentication on
the random access code in the authentication in-
struction.
The host A can compare the random access code
carried in the authentication instruction with a ran-
dom access code, which has been generated by the
host A in advance, during the process of performing
validity authentication on the random access code
in the authentication instruction.
If the random access code in the authentication in-
struction matches the random access code gener-
ated by the host A in advance, this indicates that the
random access code passes the validity authentica-
tion, in which case an information notifying that the
authentication is passed is sent to the host B via the
out-band channel. If the random access code carried
in the authentication instruction does not match the
random access code generated by the host A in ad-
vance, an information notifying that the authentica-
tion is failed is sent to the host B via the out-band
channel.
Step 36: the host A sending an authentication result
to the host B via the out-band channel.
The path through which the host A sends the authen-
tication result to the host B via the out-band channel
is, for example: host A → onboard controller A →
frame management board → onboard controller B
→ host B.
Step 37: the host B receiving the authentication re-
sult of the host A via the out-band channel, and de-
termining whether to provide service to the host A
according to the authentication result: the host B pro-
viding service to the host A via the in-band data chan-
nel if the authentication result indicates that the au-
thentication of the random access code is passed;
the host B denying to provide service to the host A
if the authentication result indicates that the authen-
tication of the random access code is failed.

[0028] The path through which the host B provides

service to the host A via the in-band data channel is, for
example: host B → service network → host A.
[0029] In order to further enhance safety of accessing
authentication, optionally, the device responsible for gen-
erating the random access code, i.e. the host A in this
embodiment, can generate a relatively complex random
access code in the process of generating the random
access code to enhance the difficulty of deciphering the
random access code by brute force. The mechanism of
generating the complex random access code is also ap-
plicable to the embodiments corresponding to the follow-
ing Figs. 5-7, which will not be redundantly described in
this regard.
[0030] Optionally, the device responsible for perform-
ing validity authentication on the random access code, i.
e. the host A in this embodiment, can preset a valid period
for the random access code. For instance, the survival
time of the random access code is set as 30 seconds, in
which case the random access code is valid within 30
seconds from the time this random access code is gen-
erated, and the random access code is invalid after expiry
of 30 seconds. The device responsible for performing
validity authentication on the random access code, i.e.
the host A in this embodiment, determines whether the
random access code is valid before the random access
code is authenticated, for instance, by calculating the
time duration between the time of generating the random
access code and the time of obtaining it again - if this
time duration does not exceed the preset valid period,
this indicates that the random access code is valid, and
validity authentication is hence performed on the random
access code; if this time duration exceeds the preset valid
period, this indicates that the random access code is
invalid, in which case it is possible to directly determine
that the validity authentication on the random access
code is failed. Since the more longer the survival time of
the random access code is, the riskier will be for the ran-
dom access code to be deciphered, tampered with or
intercepted, the device responsible for the random ac-
cess code controls the valid period of the random access
code during the process of assessing authentication,
whereby risk can be lowered, and reliability of the random
access code can be enhanced, thereby enhancing safety
for accessing to devices. The mechanism of controlling
the valid period of the random access code is also appli-
cable to the embodiments corresponding to the following
Figs. 4-6, which will not be redundantly described in this
regard.
[0031] Optionally, if the host A is successfully ac-
cessed to the host B by the aforementioned flow, validity
of access between the host A and the host B can be
thereafter maintained based on a long connection mech-
anism, such as session or socket long connection mech-
anism, and there is no need to perform repeated access-
ing authentications. Since the "accessing authentication
system" is used to perform accessing authentication, the
efficiency of accessing authentication might be reduced
to certain degrees at the same time of enhancing safety
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of accessing authentication, while introduction of the long
connection mechanism is conducive to guaranteeing the
validity of connection, to thereby enhance communica-
tion efficiency. That is to say, effective balance is found
between safety and communication efficiency. If connec-
tion between the host A and the host B fails due to break-
ing of the long connection, for example due to causes,
such as timeout of the session or connection break of
the socket, once the host A needs to send a service re-
quest to the host B, it suffices to perform accessing au-
thentication between the hosts based on the aforemen-
tioned flow of this embodiment, while no detailed descrip-
tion will be made in this context. The long connection
mechanism is also applicable to the embodiments cor-
responding to the following Figs. 5-7, which will not be
redundantly described in this regard.
[0032] While performing accessing authentication on
any two blade servers in the blade server frame in this
embodiment, the service request device, namely the host
A, generates a random access code and sends the ran-
dom access code via the out-band channel to the service
providing device, namely the host B, and when the host
B retransmits the random access code to the host A via
the out-band channel, the host A authenticates the ran-
dom access code. If the authentication is passed, the
host B provides service to the host A via the in-band data
channel. Seen as such, communications channels for
service exchange and for accessing authentication are
separated from each other in this embodiment, service
data is transmitted using the in-band data channel, and
accessing authentication information is transmitted using
the out-band channel without the need to pass through
the service network, whereby the probability for the ac-
cessing authentication information being intercepted or
tampered with during the process of transmission is re-
duced, and reliability for transmission of the accessing
authentication information is enhanced, thereby improv-
ing the security for accessing to devices in a distributed
system which is tree connection.
[0033] Fig. 5 is a flowchart illustrating the method for
accessing to devices in security according to the third
embodiment.
[0034] In this embodiment, the accessing authentica-
tion, information is a random access code generated by
the service providing device, namely the host B, and va-
lidity authentication of the random access code is per-
formed by the service providing device, namely the host
B. As shown in Figs. 3 and 5, this embodiment includes
the following steps:

Step 41: the host A sending an access code obtain-
ing request to the frame management board via the
out-band channel prior to the host A requesting to
access to the host B, the access code obtaining re-
quest carrying therewith position information of the
service providing device, namely the host B.
The path through which the host A sends the access
code obtaining request to the frame management

board via the out-band channel is, for example: host
A → onboard controller A → frame management
board.
Step 42: the frame management board sending an
access code generating request via the out-band
channel to the host B to which the position informa-
tion is directed, the access code generating request
carrying therewith position information of the host A.
The path through which the frame management
board sends the access code generating request via
the out-band channel to the host B is, for example:
frame management board → onboard controller B
→ host B.
Step 43: the host B generating and storing a random
access code.
Optionally, information of accessible hosts can be
predefined on the host B. When the host B receives
the access code generating request, it is determined
whether the host A to which the position information
in the access code generating request corresponds
is a predefined accessible host - if yes, the random
access code is generated and stored; otherwise the
service request of the host A is denied, and the proc-
ess ends (not shown). The advantage of processing
as thus rests in the fact that the host B can guarantee
the access of predefined accessible hosts, and deny
the access of hosts that are not defined, thereby fur-
ther enhancing access safety.
Step 44: the host B sending the generated random
access code via the out-band channel to the frame
management board.
The path through which the host B sends the random
access code via the out-band channel to the frame
management board is, for example: host B → on-
board controller B → frame management board.
Step 45: the frame management board sending the
random access code generated by the host B via the
out-band channel to the host A.
The path through which the frame management
board sends the random access code via the out-
band channel to the host A is, for example: frame
management board → onboard controller A → host
A.
Step 46: the host A receiving the random access
code and generating a service request, and sending
the service request via the out-band channel to the
host B, the service request carrying therewith posi-
tion information of the service request device, name-
ly the host A, and the random access code received
by the host A.
The path through which the host A sends the service
request via the out-band channel to the host B is, for
example: host A → onboard controller A → frame
management board → onboard controller B → host
B.
Step 47: the host B performing validity authentication
on the random access code in the service request,
and providing service to the host A via the in-band
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data channel when the authentication of the random
access code is passed.

[0035] The path through which the host B provides
service to the host A via the in-band data channel is, for
example: host B → service network → host A.
[0036] While performing accessing authentication on
any two blade servers in the blade server frame in this
embodiment, the service providing device, namely the
host B, generates a random access code for the service
request device that requests access, namely the host A,
and sends the random access code via the out-band
channel to the host A; the host A sends the random ac-
cess code via the out-band channel to the host B, and
the host B authenticates the random access code. If the
authentication is passed, the host B provides service to
the host A via the in-band data channel. Seen as such,
communications channels for service exchange and for
accessing authentication are separated from each other
in this embodiment, service data is transmitted using the
in-band data channel, and accessing authentication in-
formation is transmitted using the out-band channel with-
out the need to pass through the service network, where-
by the probability for the accessing authentication infor-
mation being intercepted or tampered with during the
process of transmission is reduced, and reliability for
transmission of the accessing authentication information
is enhanced, thereby improving the security for access-
ing to devices in a distributed system which is tree con-
nection.
[0037] Fig. 6 is a flowchart illustrating the method for
accessing to devices in security according to the fourth
embodiment, which forms an embodiment of the present
invention. In this embodiment, the accessing authentica-
tion information is a random access code generated by
the service request device, namely the host A, and va-
lidity authentication of the random access code is per-
formed by the service providing device, namely the host
B. As shown in Figs. 3 and 6, this embodiment includes
the following steps:

Step 51: the host A generating and storing a random
access code prior to the host A requesting to access
to the host B.
Step 52: the host A generating a ready service re-
quest, and sending the ready service request via the
out-band channel to the host B, the ready service
request carrying therewith the random access code.
The path through which the host A sends the ready
service request via the out-band channel to the host
B is, for example: host A → onboard controller A →
frame management board → onboard controller B
→ host B.
Step 53: the host B receiving the ready service re-
quest, and temporarily storing the random access
code carried in the ready service request.
Optionally, information of accessible hosts can be
predefined on the host B. When the host B receives

the ready service request, it is determined whether
the host A to which the position information in the
ready service request corresponds is a predefined
accessible host - if yes, the random access code is
stored, and Step 54 is executed; otherwise the serv-
ice request of the host A is denied, and the process
ends (not shown). The advantage of processing as
thus rests in the fact that the host B can guarantee
the access of predefined accessible hosts, and deny
the access of hosts that are not defined, thereby fur-
ther enhancing access safety.
Step 54: the host B sending processing completion
information via the out-band channel to the host A,
the processing completion information being used
for notifying the host A that the random access code
has been stored in the host B.
The path through which the host B sends the
processing completion information via the out-band
channel to the host A is, for example: host B → on-
board controller B → frame management board →
onboard controller A → host A.
Step 55: the host A formally sending a service re-
quest via the in-band data channel to the host B, the
service request carrying therewith the random ac-
cess code.
The path through which the host A sends the service
request via the in-band data channel to the host B
is, for example: host A → service network → host B.
Step 56: the host B performing validity authentication
on the random access code carried in the service
request, and providing service to the host A via the
in-band data channel when the authentication is
passed.

[0038] The path through which the host B provides
service to the host A via the in-band data channel is, for
example: host B → service network → host A.
[0039] While performing accessing authentication on
any two blade servers in the blade server frame in this
embodiment, the service request device, namely the host
A, generates a random access code, and sends the ran-
dom access code via the out-band channel to the service
providing device, namely the host B, in the stage of ready
service; when the host A formally initiates the service
request, the host B authenticates the random access
code. If the authentication is passed, the host B provides
service to the host A via the in-band data channel. Seen
as such, communications channels for service exchange
and for accessing authentication are separated from
each other in this embodiment, service data is transmit-
ted using the in-band data channel, and accessing au-
thentication information is transmitted using the out-band
channel without the need to pass through the service
network, whereby the probability for the accessing au-
thentication information being intercepted or tampered
with during the process of transmission is reduced, and
reliability for transmission of the accessing authentication
information is enhanced, thereby improving the security
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for accessing to devices in a distributed system which is
tree connection.
[0040] Fig. 7 is a flowchart illustrating the method for
accessing to devices in security provided by the fifth em-
bodiment.
[0041] In this embodiment, the accessing authentica-
tion information is a random access code generated by
the service request device, namely the host A, and va-
lidity authentication of the random access code is per-
formed by the management device, namely the frame
management board. As shown in Figs. 3 and 7, this em-
bodiment includes the following steps:

Step 61: the host A generating and storing a random
access code prior to the host A requesting to access
to the host B.
Step 62: the host A generating a service request,
and sending the service request via the in-band data
channel to the host B, the service request carrying
therewith position information and the random ac-
cess code, wherein the position information may be
a logical position of the host A in the blade server,
such as the frame number and slot number of the
host A.
The path through which the host A sends the service
request via the in-band data channel to the host B
is, for example: host A → service network → host B.
Step 63: the host B sending an authenticating re-
quest via the out-band channel to the frame man-
agement board, the authenticating request carrying
therewith position information of the host A and the
random access code, the authenticating request be-
ing used for requesting to perform validity authenti-
cation on the random access code.
Optionally, information of accessible hosts can be
predefined on the host B. When the host B receives
the service request, it is determined whether the host
A to which the position information in the service re-
quest corresponds is a predefined accessible host -
if yes, the authenticating request is sent to the frame
management board via the out-band channel; oth-
erwise the service request of the host A is denied,
and the process ends (not shown). The advantage
of processing as thus rests in the fact that the host
B can guarantee the access of predefined accessible
hosts, and deny the access of hosts that are not de-
fined, thereby further enhancing access safety.
The path through which the host B sends the authen-
ticating request via the out-band channel to the frame
management board is, for example: host B → on-
board controller B → frame management board.
Step 64: the frame management board receiving the
authenticating request and storing the random ac-
cess code carried in the authenticating request.
Step 65: sending an access code response request
via the out-band channel to the host A, for requesting
to obtain from the host A the random access code
generated in advance by the host A.

The path through which the frame management
board sends the access code response request via
the out-band channel to the host A is, for example:
frame management board → onboard controller A
→ host A.
Step 66: the host A sending the random access code
via the out-band channel to the frame management
board.
The path through which the host A sends the authen-
ticating request via the out-band channel to the frame
management board is, for example: host A → on-
board controller A → frame management board.
Step 67: the frame management board performing
validity authentication on the random access code
sent by the host A according to the stored random
access code.
The process in which the frame management board
performs validity authentication on the random ac-
cess code sent by the host A is as follows: the frame
management board compares the random access
code obtained in this step with the random access
code stored in Step 64 - if the two are consistent, it
indicates that authentication of the random access
code is passed; otherwise, it indicates that authen-
tication of the random access code is failed.
Step 68: the frame management board sending an
authentication result via the out-band channel to the
host B.
The path through which the frame management
board sends the authentication result via the out-
band channel to the host B is, for example: frame
management board → onboard controller B → host
B.
Step 69: the host B receiving the authentication re-
sult of the frame management board via the out-band
channel, and determining whether to provide service
to the host A according to the authentication result:
the host B providing service via the in-band data
channel to the host A if the authentication result in-
dicates that the authentication of the random access
code is passed; the host B denying to provide service
to the host A if the authentication result indicates that
the authentication of the random access code is
failed.

[0042] While performing accessing authentication on
any two blade servers in the blade server frame in this
embodiment, the service request device, namely the host
A, generates a random access code, and the frame man-
agement board performs validity authentication on the
random access codes respectively obtained via the out-
band channel and from the hosts A and B, and notifies
the authentication result via the out-band channel to the
host B. If the authentication is passed, the host B provides
service to the host A via the in-band data channel. Seen
as such, communications channels for service exchange
and for accessing authentication are separated from
each other in this embodiment, service data is transmit-
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ted using the in-band data channel, and accessing au-
thentication information is transmitted using the out-band
channel without the need to pass through the service
network, whereby the probability for the accessing au-
thentication information being intercepted or tampered
with during the process of transmission is reduced, and
reliability for transmission of the accessing authentication
information is enhanced, thereby improving the security
for accessing to devices in a distributed system which is
tree connection.
[0043] Fig. 8 is a schematic diagram illustrating the
structure of the communication device according to the
sixth embodiment.
[0044] As shown in Fig. 8, the communication device
according to this embodiment comprises an obtaining
module 71 and an authenticating module 72.
[0045] The obtaining module 71 is configured to obtain
accessing authentication information via an out-band
channel, the accessing authentication information is
used for accessing authentication between a service re-
quest device and a service providing device, the service
request device and the service providing device share
the same management device, and form the out-band
channel with the management device respectively.
[0046] The authenticating module 72 is configured to
authenticate the accessing authentication information,
and provide, by the service providing device, when an
authentication result indicates that the authentication of
the accessing authentication information is passed, serv-
ice for the service request device via an in-band data
channel, the service providing device and the service re-
quest device forming the in-band data channel via a serv-
ice network.
[0047] Specific implementation modes of the commu-
nication device according to this embodiment are not re-
stricted, for instance, the communication device accord-
ing to this embodiment may specifically be a service re-
quest device, or a service providing device, or a man-
agement device.
[0048] When the communication device according to
this embodiment is specifically implemented as a service
request device, optionally, the communication device ac-
cording to this embodiment may further comprise a gen-
erating module 73 and a sending module 74. The gen-
erating module 73 is configured to generate and store
the accessing authentication information. The sending
module 74 is configured to send a service request to the
service providing device via the in-band data channel,
the service request including the accessing authentica-
tion information. Correspondingly, the obtaining module
71 is specifically configured to receive the accessing au-
thentication information sent by the service providing de-
vice via the out-band channel. The authenticating module
72 is specifically configured to perform validity authenti-
cation on the received assessing authentication informa-
tion according to the accessing authentication informa-
tion stored by the generating module, and send an au-
thentication result via the out-band channel to the service

providing device. Reference may be made to the recor-
dation about the service request device in the embodi-
ment that corresponds to Fig. 4 for the operating mech-
anism of the communication device under such circum-
stance, while no detailed description will be made in this
context.
[0049] Alternatively, when the communication device
according to this embodiment is specifically implemented
as a service providing device, the communication device
according to this embodiment may further comprise a
generating module 73 and a sending module 74. Under
such circumstance, the generating module 73 is config-
ured to receive via the out-band channel an accessing
information obtaining request sent by the service request
device, and generate and store an accessing authenti-
cation information according to the accessing information
obtaining request. The sending module 74 is configured
to send the assessing authentication information via the
out-band channel to the service request device. Corre-
spondingly, the obtaining module 71 is specifically con-
figured to receive via the in-band data channel a service
request sent by the service request device, the service
request including the accessing authentication informa-
tion. The authenticating module 72 is specifically config-
ured to perform validity authentication on the received
assessing authentication information according to the
stored accessing authentication information. Reference
may be made to the recordation about the service request
device in the embodiment that corresponds to Fig. 5 for
the operating mechanism of the communication device
under such circumstance, while no detailed description
will be made in this context.
[0050] Alternatively, when the communication device
according to this embodiment is specifically implemented
as a service request device, optionally, the obtaining
module 71 is specifically configured to receive via the
out-band channel the accessing authentication informa-
tion generated by the service request module, send via
the out-band channel a feedback message indicating that
the accessing authentication information has been
stored to the service request device, and receive via the
in-band data channel a service request sent by the serv-
ice request device, the service request including the ac-
cessing authentication information. The authenticating
module 72 is specifically configured to perform validity
authentication on the received assessing authentication
information according to the stored accessing authenti-
cation information. Reference may be made to the recor-
dation about the service request device in the embodi-
ment that corresponds to Fig. 6 for the operating mech-
anism of the communication device under such circum-
stance, while no detailed description will be made in this
context.
[0051] Alternatively, when the communication device
according to this embodiment is specifically implemented
as a management device, optionally, the obtaining mod-
ule 71 is specifically configured to receive via the out-
band channel and storing the accessing authentication
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information sent by the service providing device, and ob-
tain via the out-band channel the accessing authentica-
tion information from the service request device. The ac-
cessing authentication information sent by the service
providing device is generated by the service request de-
vice and sent to the service providing device via the in-
band data channel. The authenticating module 72 is spe-
cifically configured to perform validity authentication on
the stored assessing authentication information accord-
ing to the accessing authentication information obtained
from the service request device, and send an authenti-
cation result to the service providing device via the out-
band channel. Reference may be made to the recorda-
tion about the service request device in the embodiment
that corresponds to Fig. 7 for the operating mechanism
of the communication device under such circumstance,
while no detailed description will be made in this context.
[0052] In the technical solution of the aforementioned
communication device, the accessing authentication in-
formation may be a random access code. When the com-
munication device according to this embodiment is re-
sponsible for performing validity authentication to the ac-
cessing authentication information, the communication
device according to this embodiment may further com-
prise a valid period determining module 75. The valid
period determining module 75 is configured to determine
whether the random access code is in a preset valid pe-
riod. Correspondingly, the authenticating module 72 is
specifically configured to authenticate the random ac-
cess code when it is determined that the random access
code is in the preset valid period.
[0053] In the technical solution of the aforementioned
communication device, in order to enhance communica-
tion efficiency, optionally, the communication device ac-
cording to this embodiment may further comprise a long
connection module 76. The long connection module 76
is configured to maintain, after the authentication of the
accessing authentication information is passed, via the
in-band data channel, access connection between the
service request device and the service providing device
in a long connection mode.
[0054] In this embodiment, communications channels
for service exchange and for accessing authentication
are separated from each other, service data is transmit-
ted using the in-band data channel, and accessing au-
thentication information needed for accessing authenti-
cation is transmitted using the out-band channel. Since
it is not necessary for the accessing authentication infor-
mation needed for accessing authentication to pass
through the external service network, the probability for
the accessing authentication information being intercept-
ed or tampered with during the process of transmission
is reduced, and reliability for transmission of the access-
ing authentication information is enhanced, thereby im-
proving the security for accessing to devices in a distrib-
uted system which is tree connection.
[0055] Embodiments of the present invention further
provide a communication system that includes a com-

munication device as shown in Fig. 8 - for its networking
mode, reference can be made to Fig. 2 or Fig. 3. The
communication device in the communication system may
specifically be a service request device, a service pro-
viding device, or a management device. Reference may
be made to the recordation about the embodiments that
correspond to Figs. 1 and 4-7 for the operating mecha-
nism of each node in the communication system, while
no detailed description will be made in this context.
[0056] As comprehensible to persons ordinarily skilled
in the art, the accompanying drawings are merely sche-
matic views of the embodiments, and the modules or
flows as illustrated in the accompanying drawings are
not necessarily indispensable to the present invention.
[0057] As comprehensible to persons ordinarily skilled
in the art, the modules in the devices in the embodiments
can be disposed in the devices as described in the em-
bodiments, and can also be correspondingly modified to
locate in one or more devices in the embodiments differ-
ent from the present embodiments. The modules of the
aforementioned embodiments can be either integrated
as one module, or further divided into a plurality of sub-
modules.
[0058] The serial numbers of the embodiments of the
present invention are merely for the sake of description,
rather than for representing superiority of some embod-
iments over others.
[0059] As comprehensible to persons ordinarily skilled
in the art, the entire or partial steps of the aforementioned
method embodiments can be executed by a program in-
structing relevant hardware, and the program can be
stored in a computer-readable storage medium and,
when executed, execute the steps of the aforementioned
method embodiments. The storage medium can be any
media capable of storing program codes, such as a read-
only memory (ROM), a random access memory (RAM),
a magnetic disk, or an optical disk, etc.
[0060] As should be finally explained, the aforemen-
tioned embodiments are used merely to describe the
technical solutions of the present invention, rather than
to restrict the present invention as defined in the claims.

Claims

1. A method for accessing to devices in security, com-
prising:

obtaining accessing authentication information
via an out-band channel, the accessing authen-
tication information being used for accessing au-
thentication between a service request device
and a service providing device, the service re-
quest device and the service providing device
sharing the same management device, and
forming the out-band channel with the manage-
ment device respectively; and
authenticating (56) the accessing authentication
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information, and providing, by the service pro-
viding device, when an authentication result in-
dicates that the authentication of the accessing
authentication information is passed, service for
the service request device via an in-band data
channel, the service providing device and the
service request device forming the in-band data
channel via a service network, wherein
the step of obtaining the accessing authentica-
tion information via the out-band channel com-
prises: receiving (52) the accessing authentica-
tion information by the service providing device
via the out-band channel, the accessing authen-
tication information being generated by the serv-
ice request device; sending (54), by the service
providing device via the out-band channel, a
feedback message indicating that the accessing
authentication information has been stored to
the service request device, and receiving (55),
via the in-band data channel, the service request
sent by the service request device, the service
request comprising the accessing authentica-
tion information; and
the step of authenticating the accessing authen-
tication information comprises: performing (56),
by the service providing device, validity authen-
tication on the received accessing authentica-
tion information according to the stored access-
ing authentication information.

2. The method according to claim 1, wherein the ac-
cessing authentication information is a random ac-
cess code;
the method further comprises, prior to authenticating
the accessing authentication information, determin-
ing whether a time duration of the random access
code is in a preset valid period, wherein the time
duration is between the time of generating the ran-
dom access code and the time of obtaining it again;
and
the step of authenticating the accessing authentica-
tion information comprises: authenticating the ran-
dom access code when it is determined that the time
duration of the random access code is in the preset
valid period.

3. The method according to any one of claims 1 to 2,
further comprising, after the authentication of the ac-
cessing authentication information is passed,
maintaining, by the service request device and the
service providing device via the in-band data chan-
nel, access connection between the service request
device and the service providing device in a session
or socket long connection.

4. A system, comprising:

a service request device;

a service providing device;
a management device;
the service providing device comprising:

an obtaining module (71) configured to ob-
tain accessing authentication information
via an out-band channel, the accessing au-
thentication information being used for ac-
cessing authentication between the service
request device and the service providing
device, the service request device and the
service providing device sharing the same
management device, and forming the out-
band channel with the management device
respectively; and
an authenticating module (72) configured to
authenticate (56) the accessing authentica-
tion information, and provide (56), by the
service providing device, when an authen-
tication result indicates that the authentica-
tion of the accessing authentication infor-
mation is passed, service for the service re-
quest via an in-band data channel, the serv-
ice providing device and the service request
device forming the in-band data channel via
a service network, wherein
the obtaining module (71) is specifically
configured to receive (52) the accessing au-
thentication information via the out-band
channel, the accessing authentication infor-
mation being generated (51) by the service
request device;
send (54), via the out-band channel, a feed-
back message indicating that the accessing
authentication information has been stored
to the service request device, and
receive (55), via the in-band data channel,
a service request sent by the service re-
quest device, the service request compris-
ing the accessing authentication informa-
tion; and
the authenticating module (72) is specifical-
ly configured to perform validity authentica-
tion on the received accessing authentica-
tion information according to the stored ac-
cessing authentication information.

5. The system according to claim 4, wherein the ac-
cessing authentication information is a random ac-
cess code; and the communication device further
comprises:

a valid period determining module (75) config-
ured to determine whether a time duration of the
random access code is in a preset valid period,
wherein the time duration is between the time
of generating the random access code and the
time of obtaining it again; and
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the authenticating module (72) being specifically
configured to authenticate the random access
code when it is determined that the time duration
of the random access code is in the preset valid
period.

6. The system according to claim 4, further comprising:

a long connection module (76) configured to
maintain, after the authentication of the access-
ing authentication information is passed, via the
in-band data channel, access connection be-
tween the service request device and the service
providing device in a session or socket long con-
nection.

Patentansprüche

1. Verfahren für einen sicheren Gerätezugang, umfas-
send:

Erhalten von Zugangsauthentifizierungsinfor-
mationen über einen Außerbandkanal, wobei
die Zugangsauthentifizierungsinformationen für
eine Zugangsauthentifizierung zwischen einer
Dienstanfragevorrichtung und einer Dienstbe-
reitstellungsvorrichtung verwendet werden, wo-
bei die Dienstanfragevorrichtung und die
Dienstbereitstellungsvorrichtung die gleiche
Verwaltungsvorrichtung gemeinsam nutzen
bzw. den Außerbandkanal mit der Verwaltungs-
vorrichtung bilden; und
Authentifizieren (56) der Zugangsauthentifizie-
rungsinformationen, und, wenn ein Authentifi-
zierungsergebnis anzeigt, dass die Authentifi-
zierung der Zugangsauthentifizierungsinforma-
tionen genehmigt wurde, Bereitstellen eines
Dienstes durch die Dienstbereitstellungsvor-
richtung über einen Inbanddatenkanal für die
Dienstanfragevorrichtung, wobei die Dienstbe-
reitstellungsvorrichtung und die Dienstanfrage-
vorrichtung den Inbanddatenkanal über ein
Dienstnetzwerk bilden, wobei
der Schritt des Erhaltens der Zugangsauthenti-
fizierungsinformationen über den Außerband-
kanal umfasst: Empfangen (52) der Zugangsau-
thentifizierungsinformationen durch die Dienst-
bereitstellungsvorrichtung über den Außer-
bandkanal, wobei die Zugangsauthentifizie-
rungsinformationen durch die Dienstanfrage-
vorrichtung erzeugt werden; Senden (54) durch
die Dienstbereitstellungsvorrichtung über den
Außerbandkanal einer Rückmeldungsnach-
richt, die anzeigt, dass die Zugangsauthentifi-
zierungsinformationen für die Dienstanfrage-
vorrichtung gespeichert wurden; und Empfan-
gen (55) über den Inbanddatenkanal der von der

Dienstanfragevorrichtung gesendeten Dienst-
anfrage, wobei die Dienstanfrage die
Zugangsauthentifizierungsinformationen um-
fasst; und
der Schritt des Authentifizierens der
Zugangsauthentifizierungsinformationen um-
fasst: Ausführen (56) einer Gültigkeitsauthenti-
fizierung für die empfangenen Zugangsauthen-
tifizierungsinformationen durch die Dienstbe-
reitstellungsvorrichtung gemäß den gespei-
cherten Zugangsauthentifizierungsinformatio-
nen.

2. Verfahren nach Anspruch 1, wobei die Zugangsau-
thentifizierungsinformationen ein Zufallszugriffs-
code sind;
wobei das Verfahren außerdem vor dem Authentifi-
zieren der Zugangsauthentifizierungsinformationen
umfasst: Ermitteln, ob eine Zeitdauer des Zufallszu-
griffscodes in einem voreingestellten gültigen Zeit-
raum liegt, wobei die Zeitdauer diejenige ist, die zwi-
schen dem Zeitpunkt des Erzeugens des Zufallszu-
griffscodes und dem Zeitpunkt des Wiedererhaltens
desselben liegt; und wobei der Schritt des Authenti-
fizierens der Zugangsauthentifizierungsinformatio-
nen umfasst: Authentifizieren des Zufallszugriffs-
codes, wenn ermittelt wird, dass die Zeitdauer des
Zufallszugriffscodes in dem voreingestellten gülti-
gen Zeitraum liegt.

3. Verfahren nach einem der Ansprüche 1 oder 2, das
außerdem umfasst, nachdem die Authentifizierung
der Zugangsauthentifizierungsinformationen ge-
nehmigt wurde: Beibehalten der Zugangsverbin-
dung zwischen der Dienstanfragevorrichtung und
der Dienstbereitstellungsvorrichtung durch die
Dienstanfragevorrichtung und die Dienstbereitstel-
lungsvorrichtung über den Inbanddatenkanal in ei-
ner Sitzung oder in einer "Socket-Long-Polling"-Ver-
bindung.

4. System, umfassend:

eine Dienstanfragevorrichtung;
eine Dienstbereitstellungsvorrichtung;
eine Verwaltungsvorrichtung;

wobei die Dienstbereitstellungsvorrichtung umfasst:

ein Erhaltungsmodul (71), das konfiguriert ist,
Zugangsauthentifizierungsinformationen über
einen Außerbandkanal zu erhalten, wobei die
Zugangsauthentifizierungsinformationen für ei-
ne Zugangsauthentifizierung zwischen der
Dienstanfragevorrichtung und der Dienstbereit-
stellungsvorrichtung verwendet werden, wobei
die Dienstanfragevorrichtung und die Dienstbe-
reitstellungsvorrichtung die gleiche Verwal-
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tungsvorrichtung gemeinsam nutzen bzw. den
Außerbandkanal mit der Verwaltungsvorrich-
tung bilden; und
ein Authentifizierungsmodul (72), das konfigu-
riert ist, die Zugangsauthentifizierungsinforma-
tionen zu authentifizieren (56), und, wenn ein
Authentifizierungsergebnis anzeigt, dass die
Authentifizierung der Zugangsauthentifizie-
rungsinformationen genehmigt wurde, einen
Dienst durch die Dienstbereitstellungsvorrich-
tung über einen Inbanddatenkanal für die
Dienstanfragevorrichtung bereitzustellen (56),
wobei die Dienstbereitstellungsvorrichtung und
die Dienstanfragevorrichtung den Inbanddaten-
kanal über ein Dienstnetzwerk bilden, wobei
das Erhaltungsmodul (71) insbesondere konfi-
guriert ist, die Zugangsauthentifizierungsinfor-
mationen über den Außerbandkanal zu empfan-
gen (52), wobei die Zugangsauthentifizierungs-
informationen durch die Dienstanfragevorrich-
tung erzeugt werden (51);
eine Rückmeldungsnachricht über den Außer-
bandkanal zu senden (54), die anzeigt, dass die
Zugangsauthentifizierungsinformationen für die
Dienstanfragevorrichtung gespeichert wurden;
und
eine von der Dienstanfragevorrichtung gesen-
dete Dienstanfrage über den Inbanddatenkanal
zu empfangen (55), wobei die Dienstanfrage die
Zugangsauthentifizierungsinformationen um-
fasst; und
wobei das Authentifizierungsmodul (72) insbe-
sondere konfiguriert ist, eine Gültigkeitsauthen-
tifizierung für die empfangenen Zugangsau-
thentifizierungsinformationen gemäß den ge-
speicherten Zugangsauthentifizierungsinfor-
mationen auszuführen.

5. System nach Anspruch 4, wobei die Zugangsau-
thentifizierungsinformationen ein Zufallszugriffs-
code sind; und die Kommunikationsvorrichtung au-
ßerdem umfasst:

ein Modul zum Ermitteln eines gültigen Zeit-
raums (75), das konfiguriert ist, zu ermitteln, ob
eine Zeitdauer des Zufallszugriffscodes in ei-
nem voreingestellten gültigen Zeitraum liegt,
wobei die Zeitdauer diejenige ist, die zwischen
dem Zeitpunkt des Erzeugens des Zufallszu-
griffscodes und dem Zeitpunkt des Wiedererhal-
tens desselben liegt; und
wobei das Authentifizierungsmodul (72) insbe-
sondere konfiguriert ist, den Zufallszugriffscode
zu authentifizieren, wenn ermittelt wird, dass die
Zeitdauer des Zufallszugriffscodes in dem vor-
eingestellten gültigen Zeitraum liegt.

6. System nach Anspruch 4, das außerdem umfasst:

ein "Long-Polling"-Verbindungsmodul (76), das
konfiguriert ist, nachdem die Authentifizierung
der Zugangsauthentifizierungsinformationen
genehmigt wurde, die Zugangsverbindung zwi-
schen der Dienstanfragevorrichtung und der
Dienstbereitstellungsvorrichtung über den In-
banddatenkanal in einer Sitzung oder in einer
"Socket-Long-Polling"-Verbindung beizubehal-
ten.

Revendications

1. Procédé permettant un accès sécurisé à des dispo-
sitifs, comprenant :

la récupération d’informations d’authentification
d’accès par l’intermédiaire d’un canal hors ban-
de, les informations d’authentification d’accès
étant utilisées pour accéder à une authentifica-
tion entre un dispositif de demande de service
et un dispositif de fourniture de service, le dis-
positif de demande de service et le dispositif de
fourniture de service partageant le même dis-
positif de gestion et formant respectivement le
canal hors bande avec dispositif de gestion, et
l’authentification (56) des informations
d’authentification d’accès, et la fourniture, par le
dispositif de fourniture de service, lorsqu’un ré-
sultat d’authentification d’accès indique que
l’authentification des informations d’authentifi-
cation d’accès est réussie, du service au dispo-
sitif de demande de service par l’intermédiaire
d’un canal de données intra bande, le dispositif
de fourniture de service et le dispositif de de-
mande de service formant le canal de données
intra bande par l’intermédiaire du réseau de ser-
vice, dans lequel
l’étape de récupération des informations
d’authentification d’accès par l’intermédiaire du
canal hors bande comprend : la réception (52)
des informations d’authentification d’accès par
le dispositif de fourniture de service par l’inter-
médiaire du canal hors bande, les informations
d’authentification d’accès étant générées par le
dispositif de demande de service ; l’envoi (54),
par le dispositif de fourniture de service par l’in-
termédiaire du canal hors bande, d’un message
de retour d’informations indiquant que les infor-
mations d’authentification d’accès ont été mé-
morisées sur le dispositif de demande de servi-
ce, et la réception (55), par l’intermédiaire du
canal de données intra bande, de la demande
de service envoyée par le dispositif de demande
de service, la demande de service comprenant
les informations d’authentification d’accès, et
l’étape d’authentification des informations
d’authentification d’accès comprend : l’exécu-
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tion (56), par le dispositif de fourniture de servi-
ce, d’une authentification de validité sur les in-
formations d’authentification d’accès reçues en
fonction des informations d’authentification
d’accès mémorisées.

2. Procédé selon la revendication 1, dans lequel les
informations d’authentification d’accès sont un code
d’accès aléatoire,
le procédé comprend en outre, avant l’authentifica-
tion des informations d’authentification d’accès, la
détermination de ce que la durée du code d’accès
aléatoire se trouve dans un intervalle de temps valide
prédéterminé, la durée dans le temps se trouvant
entre l’instant de génération du code d’accès aléa-
toire et l’instant où il est récupéré de nouveau, et
l’étape d’authentification des informations d’authen-
tification d’accès comprend : l’authentification du co-
de d’accès aléatoire lorsque l’on détermine que la
durée dans le temps du code d’accès aléatoire se
trouve dans l’intervalle de temps valide prédétermi-
né.

3. Procédé selon l’une quelconque des revendications
1 et 2, comprenant en outre, après que l’authentifi-
cation des informations d’authentification d’accès
est réussie,
le maintien, par le dispositif de demande de service
et par le dispositif de fourniture de service par l’in-
termédiaire du canal de données intra bande, d’une
connexion d’accès entre le dispositif de demande de
service et le dispositif de fourniture de service dans
une connexion longue de session ou d’interface.

4. Système comprenant :

un dispositif de demande de service,
un dispositif de fourniture de service,
un dispositif de gestion,
le dispositif de fourniture de service
comprenant :

un module de récupération (71) configuré
pour récupérer des informations d’authen-
tification d’accès par l’intermédiaire d’un ca-
nal hors bande, les informations d’authen-
tification d’accès étant utilisées pour accé-
der à une authentification entre le dispositif
de demande de service et le dispositif de
fourniture de service, le dispositif de de-
mande de service et le dispositif de fourni-
ture de service partageant le même dispo-
sitif de gestion et formant respectivement le
canal hors bande avec le dispositif de ges-
tion, et
un module d’authentification (72) configuré
pour authentifier (56) les informations
d’authentification d’accès, et pour fournir

(56), par le dispositif de fourniture de servi-
ce, lorsque le résultat d’authentification in-
dique que l’authentification des informa-
tions d’authentification d’accès est réussie,
un service pour la demande de service par
l’intermédiaire d’un canal de données intra
bande, le dispositif de fourniture de service
et le dispositif de demande de service for-
mant le canal de données intra bande par
l’intermédiaire du réseau de service, dans
lequel
le module de récupération (71) est en par-
ticulier configuré pour recevoir (52) les in-
formations d’authentification d’accès par
l’intermédiaire du canal hors bande, les in-
formations d’authentification d’accès étant
générées (51) par le dispositif de demande
de service,
pour envoyer (54), par l’intermédiaire du ca-
nal hors bande, un message de retour d’in-
formations indiquant que les informations
d’authentification d’accès ont été mémori-
sées sur le dispositif de demande de servi-
ce, et
pour recevoir (55), par l’intermédiaire du ca-
nal de données intra bande, une demande
de service envoyée par le dispositif de de-
mande de service, la demande de service
comprenant les informations d’authentifica-
tion d’accès, et
le module d’authentification (72) est en par-
ticulier configuré pour effectuer une authen-
tification de validité sur les informations
d’authentification d’accès reçues ne non en
fonction des informations d’authentification
d’accès mémorisées.

5. Système selon la revendication 4, dans lequel les
informations d’authentification d’accès sont un code
d’accès aléatoire, et le dispositif de communication
comprend en outre :

un module de détermination de période valide
(75) configuré pour déterminer si la durée dans
le temps du code d’accès aléatoire se trouve
dans un intervalle de temps valide prédétermi-
né, la durée dans le temps se trouvant entre
l’instant de génération du code d’accès aléatoire
et l’instant où il est de nouveau récupéré, et
le module d’authentification (72) est en particu-
lier configuré pour authentifier le code d’accès
aléatoire lorsque l’on détermine que la durée
dans le temps du code d’accès aléatoire se trou-
ve dans l’intervalle de temps valide prédétermi-
né.

6. Système selon la revendication 4, comprenant en
outre :
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un module de connexion longue (76) configuré
pour maintenir, après que l’authentification des
informations d’authentification d’accès est réus-
sie, par l’intermédiaire du canal de données intra
bande, une connexion d’accès entre le dispositif
de demande de service et le dispositif de four-
niture de service dans une connexion longue de
session ou d’interface.
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