
Printed by Jouve, 75001 PARIS (FR)

(19)
E

P
2 

77
8 

95
6

A
2

TEPZZ 778956A T
(11) EP 2 778 956 A2

(12) EUROPEAN PATENT APPLICATION

(43) Date of publication: 
17.09.2014 Bulletin 2014/38

(21) Application number: 13165229.9

(22) Date of filing: 24.04.2013

(51) Int Cl.:
G06F 17/30 (2006.01)

(84) Designated Contracting States: 
AL AT BE BG CH CY CZ DE DK EE ES FI FR GB 
GR HR HU IE IS IT LI LT LU LV MC MK MT NL NO 
PL PT RO RS SE SI SK SM TR
Designated Extension States: 
BA ME

(30) Priority: 13.03.2013 US 201313801437

(71) Applicants:  
• BlackBerry Limited

Waterloo, ON N2K 0A7 (CA)
• 2236008 Ontario Inc.

Waterloo, ON N2K 0A7 (CA)

(72) Inventors:  
• Lahti, Nils Patrick

Kanata, ON K2K 0B3 (CA)
• El Mously, Khalid

Kanata, ON K2K 0B3 (CA)
• Ferguson, Geordon Thomas

Mississauga, ON L4W 0B5 (CA)
• Staikos, George Ross

Toronto, ON M4P 3A2 (CA)

(74) Representative: Finnie, Peter John et al
Gill Jennings & Every LLP 
The Broadgate Tower 
20 Primrose Street
London EC2A 2ES (GB)

(54) Processing a link on a device

(57) Systems, methods, and software can be used
to process a link on a device. In some aspects, a link is
received on a device. The link can be a link to content
stored external to the device. The link can be selected
by a user and associated with a first perimeter on the

device. Based on the link and independent of user input,
the device automatically determines whether to invoke
an application in a second perimeter on the device to
access the external content
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Description

CLAIM OF PRIORITY

[0001] This application claims priority to U.S. Patent
Application No. 13/801,437 filed on March 13, 2013, the
entire contents of which are hereby incorporated by ref-
erence.

BACKGROUND

[0002] The present disclosure relates to processing a
link on a device. Many communication devices are able
to access content through browsers or other software
applications that are configured to retrieve content based
on a link, such as a uniform resource locator (URL). Often
these links represent the location of some content stored
externally to the device. The external content can include
a web page, a data file, or a media file.

DESCRIPTION OF THE DRAWINGS

[0003] FIG. 1 is a schematic diagram showing an ex-
ample communication system.
[0004] FIG. 2 is a schematic diagram showing content
access in an example communication system.
[0005] FIG. 3 is a flowchart showing an example proc-
ess for accessing external content.
[0006] Like reference numbers and designations in the
various drawings indicate like elements.

DETAILED DESCRIPTION

[0007] Security implications associated with accessing
content on a device can be balanced with other concerns,
such as speed, convenience, user experience, etc. Al-
though corporate and personal data, software, and other
applications can be segregated on a device, there may
be instances where resources can be shared (e.g., for
improved speed or data accessibility) without compro-
mising security. For example, when a user clicks on a
URL link in a corporate email (e.g., in a corporate perim-
eter), the device may automatically decide whether to
use a browser application in the corporate perimeter or
a browser application in a personal perimeter to access
the link. As another example, if a URL link is highlighted
and copied to the device’s clipboard in the corporate pe-
rimeter, the URL link can be tagged in the clipboard as
corporate data. If the URL is then pasted (or otherwise
accessed) in an application in a non-corporate perimeter,
the device may automatically decide whether the non-
corporate application may access the link. As another
possibility, the device may automatically decide not to
paste the URL in the application running in the non-cor-
porate perimeter.
[0008] A communication device can decide which pe-
rimeter’s network resources are appropriate for access-
ing the link. In either of the examples described above

and in other scenarios, the device can generate an au-
tomated, intelligent decision based on the link itself, and
in some instances (e.g., for links associated with sensi-
tive corporate data), the decision can prohibit the device
from accessing content over networks that are not ap-
proved for the corporate perimeter. In some instances
(e.g., for links associated with approved content provid-
ers), the decision may allow the device to retrieve the
content faster or more conveniently, for example, through
a non-corporate WiFi network or a cellular data network.
In some cases, by analyzing the link itself in an automated
and systematic manner, the device can satisfy security
or confidentiality considerations while providing im-
proved speed and convenience, and an improved user
experience. The techniques described here may also en-
able flexibility in accessing external content on a device
with multiple perimeters. For example, in some cases,
one perimeter may be better suited for one type of link
or external content than a different perimeter; or multiple
perimeters may be suited to access the link while others
are not.
[0009] Perimeters can be implemented as groups of
resources having a common management scheme,
where each perimeter generally includes one or more
resources and one or more policies regarding use of or
access to the one or more resources. Perimeters may
be implemented on data communication systems that
include a device, and can be used to logically separate
information (e.g., files, applications, certificates, config-
uration data, network connections, data, and the like) on
the device. For example, the device can implement two
or more perimeters, which can include a personal perim-
eter, an enterprise or work perimeter, any suitable com-
bination of these and other types of perimeters. In some
implementations, the device may include multiple per-
sonal perimeters, multiple enterprise perimeters, or both.
A personal perimeter can be managed by a device user,
and an enterprise perimeter can be managed by an en-
terprise or corporate administrator. In some implemen-
tations, the enterprise or corporate administrator can ad-
ditionally manage the personal perimeter or the device
or both. A device purchased, owned, or otherwise pro-
vided by an enterprise, employer or corporation may gen-
erally be referred to as a corporate-liable device, while a
device purchased, owned or otherwise provided by an
employee or individual may generally be referred to as
a personal-liable device or an individual-liable device.
[0010] In some implementations, each perimeter on a
device (e.g., enterprise or personal) has its own file sys-
tem on the device, and separation between perimeters
can be provided, at least partially, by the separation of
the file systems on the device. In some cases, some of
the resources of each perimeter (e.g., data and policies)
are stored in a dedicated file system for the perimeter,
while other resource of each perimeter (e.g., applica-
tions) are stored outside of the dedicated file system.
[0011] Separation of file systems can be logical, phys-
ical, or both. A physical separation of file systems can be
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implemented, for example, by designating physically
separate memory locations (e.g., separate memory de-
vices, or separate blocks in the same memory) for each
file system. A logical separation of file systems can be
implemented, for example, by designating logically sep-
arate data structures (e.g., separate directories, etc.) for
each file system. In some implementations, each file sys-
tem has its own encryption parameters. For example, the
file system for a corporate perimeter can have its own
encryption key and a higher encryption strength, while a
file system for a personal perimeter can have its own
encryption key and lower encryption strength. In some
instances, the file system for the personal perimeter has
the same encryption strength as the corporate perimeter,
or the file system for the personal perimeter can be un-
encrypted.
[0012] As described above, a perimeter can include a
group of resources that share a common management
scheme governing the use of resources in the group and
can encompass both the resources and the management
policies that describe how the resources may be used.
The management policies can include security restric-
tions, which can be defined for the perimeter. Applica-
tions executable by the device can include resources
that, when executed, request access to other resources
or provide resources to other applications (or both). For
an application that is assigned to or associated with a
perimeter, resources included in the application can be
included in the group of resources included in the perim-
eter. Further, security restrictions defined for the perim-
eter can restrict the application to resources included in
the group. Thus, when the application is executed within
the perimeter, security restrictions included in the man-
agement policies of the perimeter can determine whether
or not the resources associated with the application can
access other resources, such as resources included in
the group or resources outside the group (or both), or
grant access to other applications, such as applications
assigned to or associated with or not assigned to or as-
sociated with the perimeter (or both).
[0013] When a resource (e.g., an application) is
"launched into" a perimeter, an instance of the application
is instantiated in the perimeter. The management policy
of the perimeter where an application is launched can
determine, at least partially, what resources (e.g., data
resources, network resources, etc.) the application can
access or execute. As such, when an instance of an ap-
plication is running in a perimeter, permissions for the
instance of the application are determined based at least
partially on the management policy of the perimeter. For
some applications, access to resources outside a perim-
eter can be determined, at least partially, based on the
policies of the other perimeter.
[0014] In some implementations, a secure perimeter
can divide or segregate different categories of data (e.g.,
work data, personal data, etc.) from the operating system
level all the way to the user interface. As such, the pe-
rimeter architecture can provide protection of data at the

operating system level, the file level, the user interface
level, and other levels of the device. A secure perimeter
can, in some cases, ensure a complete separation be-
tween the different categories of data, applications and
the user experience, while at the same time also allowing
the different categories of data to coexist in the same
application and share data when desired. A secure pe-
rimeter can allow for "hybrid apps," such as, for example,
a unified inbox showing both personal and corporate
email. In some instances, applications can be limited to
an individual perimeter view (e.g., a "work" or "personal"
perimeter view). For example, a social networking appli-
cation can be configured to appear only in the personal
perimeter. In some instances, separate instances of the
same application can run in multiple perimeters. For ex-
ample, a device can have an instance of a social net-
working application (e.g., Facebook, Twitter, etc.) run-
ning in a personal perimeter for a user’s personal ac-
count, and the device can have an instance of the same
social networking application running in a corporate pe-
rimeter for the user’s company or the user’s corporate
account.
[0015] In some aspects, a link could be selected from
an e-mail, a web page, clipboard data, a document, an
application, or other sources on a device. In some in-
stances, it may be more appropriate for the link to be
accessed from a specific perimeter or multiple specific
perimeters. The appropriate perimeter or appropriate pe-
rimeters for accessing the link may not be the originating
perimeter in which the link was selected. For example, if
a link to an enterprise web site is selected from a personal
perimeter, it may be more appropriate for that link to be
accessed from an application in an enterprise perimeter.
Likewise, a link selected in an enterprise perimeter may
be better accessed through a personal perimeter. Open-
ing a link in a different perimeter may be more appropriate
for any of several reasons, including better compliance
with security or enterprise policies, more efficient access
to available network resources, more efficient use of de-
vice resources, user preferences, or other reasons.
[0016] The device can use an invocation framework
module within the device to determine which perimeter
is approved or appropriate for accessing a selected link.
The invocation framework module can include logic, soft-
ware, hardware, or a combination of them configured to
invoke an application on the device for a specified task.
For example, the invocation framework module can re-
ceive information on a file, a link, or another type of data,
and determine what application on the device should be
invoked to open, execute, or otherwise process the sub-
ject file, link or other data. The invocation framework can
make this determination by itself or interface with a de-
cision logic module. The invocation framework (and pos-
sibly the decision logic) can analyze the link. The invo-
cation framework can analyze part or all of the link. For
instance, the entire link may be recognized, or only the
domain of the link may be the signifier. In some imple-
mentations, the decision logic can communicate with a
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DNS server (such as an enterprise DNS server) to re-
trieve information related to the link, such as an enterprise
policy for the link.
[0017] After, or in connection with, determining which
perimeter is approved or appropriate for accessing the
link, the invocation framework can also determine which
application in the perimeter is approved or appropriate
for accessing the link. For example, the best suited ap-
plication may be a web browser, media player, e-mail
application, or other application. The application can then
access the content through the designated application
or perimeter. For example, for links to external content,
the designated application may access the external con-
tent through a network associated with the application’s
perimeter. As another example, for links to internal con-
tent, the designated application may access the internal
content through a file system associated with the appli-
cation’s perimeter. In some instances, this enables the
application, the link, and the external content to comply
with the policies and procedures associated with that pe-
rimeter.
[0018] FIG. 1 is a schematic diagram showing an ex-
ample data communication system 100. The example
data communication system 100 includes a device 102,
an enterprise network 104a, and one or more other net-
works 104b. A data communication system may include
additional, different, or fewer features, as appropriate.
The diagram in FIG. 1 also shows interactions by users
106a, 106b, by a device owner 105, and by administrators
108a, 108b, 108c. In some cases, the device owner 105
can be one of the users 106a or 106b, a business enter-
prise, or another entity. Additional, different, or fewer en-
tities may interact with a data communication system, as
appropriate in various implementations.
[0019] The device 102 can be any suitable computing
device. Generally, a computing device includes a com-
puter-readable medium and data processing apparatus.
The computer-readable medium may include any suita-
ble memory, disc, storage device, or other apparatus
configured to store machine-readable information. The
computer-readable medium can store instructions that
are executable by the data processing apparatus. The
data processing apparatus can include any suitable proc-
essor, controller, circuitry, or other apparatus configured
to perform operations based on machine-readable in-
structions. The data processing apparatus can include a
programmable processor, digital logic circuitry, firmware,
or any other suitable device. The computer-readable me-
dium can include a single medium or multiple media, and
the data processing apparatus can include a single ap-
paratus or multiple apparatus. The computer-readable
medium can be a propagated signal in which the opera-
tions described here can be encoded by an encoding
process.
[0020] The example device 102 shown in FIG. 1 is op-
erable to receive requests from the user via a user inter-
face, such as a graphical user interface or any other suit-
able user interfaces. As shown in FIG. 1, the device 102

is communicably coupled to the enterprise network 104a
and to one or more other networks 104b. The example
device 102 is operable to receive, transmit, process and
store any appropriate data. For example, the device 102
can comprise a smartphone, a tablet computer, a per-
sonal computer, a laptop computer, a personal data as-
sistant (PDA), or another type of user device. The device
102 may include an input device, such as a keypad, touch
screen, mouse, or other device that can accept informa-
tion, and an output device (e.g., display screen) that con-
veys information associated with the operation of the re-
sources. Both the input device and output device may
include fixed or removable storage media (for example,
memory, etc.) to both receive input from and provide out-
put to users through the display.
[0021] As shown in FIG. 1, the example device 102
includes three example perimeters 110a, 110b, and 110c
(individually and collectively referred to as "perimeters
110"). Each perimeter 110 includes data 112, network
access resources 114, one or more applications 116, one
or more configuration files 118, and one or more policies
120. A perimeter 110 may include only a subset of the
illustrated resources, or a perimeter 110 may include ad-
ditional or different resources.
[0022] The example perimeters 110 can logically sep-
arate resources (e.g., applications, data, network access
resources, configuration files, etc.) such that resources
in a given perimeter can, in some instances, be prevented
from accessing resources included in a different perim-
eter. For example, personal resources in one perimeter
may be prevented from accessing corporate resources
in another perimeter, or vice-versa. In some cases, an
enterprise may extend a secured perimeter on a single
user device without interfering with the user’s personal
experience on the same device. The perimeters may also
permit cross-perimeter access to resources. Access to
perimeter resources may be controlled by defining, as-
signing or otherwise associating a policy to each perim-
eter.
[0023] A policy for a perimeter can be implemented in
any suitable format, using any appropriate information.
A policy can specify access to both the resources in an-
other perimeter that can be accessed by applications run-
ning in the perimeter and resources in the perimeter that
can be accessed by applications running in another pe-
rimeter. For example, a given perimeter’s policy may
identify other perimeters that are accessible, resources
that are not accessible to other perimeters, or both. A
perimeter’s policy may identify specific users that can or
cannot access specified resources in the perimeter. In
some implementations, the policies from both perimeters
determine whether cross-perimeter access is granted.
[0024] In some cases, a perimeter architecture can en-
able a logical separation of computing resources such
that transferring data between perimeters and accessing
resources of other perimeter can be controlled. Resourc-
es may include applications, file systems, network ac-
cess, or other computer resources. In addition to enabling
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access to resources within a perimeter, the example data
communication system 100 may include a policy that
identifies specific external resources that a resource in
a perimeter may access. The example data communica-
tion system 100 may manage a seamless user experi-
ence in which the perimeter concept is executed.
[0025] A perimeter 110 may include password protec-
tion, encryption, and other process for controlling access
to resources assigned to the perimeter. A perimeter 110
may be generated by the device owner, a user, an ad-
ministrator, or others. In some examples, the perimeter
110a may be a personal perimeter created for the user
106a and managed by the user 106a. A personal perim-
eter can be used, for example, to store and access per-
sonal data on the device, to implement personal prefer-
ences with respect to applications on the device, to allow
the device to interface with personal data or personal
networks, or for other purposes related to personal use.
In some examples, the perimeter 110b may be an enter-
prise perimeter created by an administrator 108b for an
enterprise and may be managed by a remote manage-
ment server. An enterprise perimeter can be used, for
example, to implement enterprise policies on the device,
to restrict access to (or distribution of) enterprise data,
to allow the device to interface with enterprise data sys-
tems, or for another purpose related to an enterprise. In
addition, a given perimeter may be accessed by the de-
vice owner 105, a user, an administrator, or any suitable
combination. In some implementations, each perimeter
may be associated with a single user, and at least some
users may access multiple device perimeters. For exam-
ple, the first user 106a may access resources within both
the perimeter 110a and the perimeter 110b, and the sec-
ond user 106b may have access to only one perimeter
110c.
[0026] In some instances, individual perimeters may
be added, deleted, or modified. The device owner 105
may have the ability to add or remove individual perim-
eters 110 from the device 102. In some implementations,
a user can create a perimeter. In some instances, an
organization associated with the enterprise network 104a
can send the device information identifying the initial re-
sources (e.g., applications, policies, configurations, etc.)
for a new perimeter. A perimeter administrator may as-
sign policies for the perimeters and initiate perimeter up-
dates. In some implementations, perimeter administra-
tors can remotely lock or wipe a perimeter.
[0027] Information may be stored on the device 102 in
any suitable memory or database module. Example
memories include volatile and non-volatile memory,
magnetic media, optical media, random access memory
(RAM), read-only memory (ROM), removable media and
others. The data 112 can include any suitable informa-
tion. The device 102 can store various objects, including
files, classes, frameworks, backup data, business ob-
jects, jobs, web pages, web page templates, database
tables, repositories storing business or dynamic informa-
tion, and any other appropriate information including any

parameters, variables, algorithms, instructions, rules,
constraints, or references thereto. The data 112 may in-
clude information that is associated with an application,
a network, a user, and other information.
[0028] The network access resources 114 can include
any suitable parameters, variables, policies, algorithms,
instructions, settings, or rules for granting access to net-
works. For example, the network access resources 114a
may include or identify firewall policies for accessing the
enterprise network 104a. As another example, the net-
work access resources 114b may include or identify ac-
count data for accessing one or more of the other net-
works 104b. In some implementations, network access
resources include or otherwise identify one or more of
the following: a username; a password; a security token;
a Virtual Private Network (VPN) configuration; firewall
policies; a communication protocol; encryption key cer-
tificate; or others.
[0029] The applications 116 can include any suitable
program, module, script, process, or other object that can
execute, change, delete, generate, or process informa-
tion. For example, applications can be implemented as
Enterprise Java Beans (EJBs). Design-time components
may have the ability to generate run-time implementa-
tions into different platforms, such as J2EE (Java 2 Plat-
form, Enterprise Edition), ABAP (Advanced Business Ap-
plication Programming) objects, or Microsoft’s .NET.
Further, while illustrated as internal to the device 102,
one or more processes associated with the applications
116 may be stored, referenced, or executed remotely.
For example, a portion of the applications 116 may be
an interface to a web service that is remotely executed.
Moreover, the applications 116 may be a child or sub-
module of another software module (not illustrated).
[0030] The configuration files 118 can include any suit-
able parameters, variables, policies, algorithms, instruc-
tions, settings, or rules for configuring software of the
device 102. For example, the configuration files 118 may
include a table that identifies settings for one or more
applications 116. In some implementations, the configu-
ration files 118 identify initial settings for one or more
applications 116, and for other types of applications such
as operating system settings. The configuration files 118
may be written in any suitable format, such as, for exam-
ple, ASCII and line-oriented, etc.
[0031] The policies 120 may include any parameters,
variables, policies, algorithms, instructions, settings, or
rules for enabling or preventing access to resources in
one or more perimeters. For example, the policies 120a
may identify a resource outside the perimeter 110a that
is accessible by a resource inside the perimeter 110a. A
policy of a given perimeter may include or otherwise iden-
tify the accessibility of the perimeter generally, the ac-
cessibility of specific resource in the perimeter, the ability
of resources in the perimeter to access other perimeters,
and other accessibility information. A policy may specify
accessibility by user, action type, time period, or other-
wise. In some implementations, a policy may identify spe-
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cific resources of a perimeter that are accessible to ex-
ternal resources. For example, the policies 120a for the
perimeter 110a may indicate that a specific application
in another perimeter 110b may or may not access the
data or resources in the first perimeter 110a. As another
example, the policies 120a for the perimeter 110a may
indicate that any of the applications in the other perime-
ters 110b or 110c may or may not access the data or
resources in the first perimeter 110a.
[0032] In some implementations, policies 120 may de-
fine or otherwise identify a process for user authentica-
tion. For example, the policies 120 may identify the type
and content of user authentication (e.g., password
strength, lifecycle) to apply to a cross-perimeter request.
When a user provides a request to access to multiple
perimeters, the request may be evaluated by the policies
of both perimeters. In some instances, if both policies
grant access, then the cross-perimeter request may be
granted.
[0033] The device 102 may be connected to multiple
networks, such as the enterprise network 104a and the
other networks 104b. The enterprise network 104a can
include a wireless network, a virtual private network, a
wired network, or any suitable network. The enterprise
can be a corporate or business entity, a government
body, a non-profit institution, or another organization. The
enterprise may be the device owner 105. The enterprise
may also lease the device 102 or may hire contractors
or agents who are responsible for maintaining, configur-
ing, controlling, or managing the device 102. The other
networks 104b can include any suitable networks that
are accessible by a user. For example, the other networks
can include a public network that the user has an account
for, a private network, an ad hoc network, or another type
of network. In some cases, the other networks 104b in-
clude a cellular data network. In some cases, the other
networks 104b include a user’s home network.
[0034] The example networks 104a and 104b can fa-
cilitate communication with the device 102. Either of the
networks 104a and 104b may communicate, for example,
Internet Protocol (IP) packets, Frame Relay frames,
Asynchronous Transfer Mode (ATM) cells, voice, video,
data, and other suitable information between network ad-
dresses. In addition, while the enterprise network 104a
and the other networks 104b are each illustrated as a
single network, each network may include multiple net-
works and may provide access to additional networks.
In short, the enterprise network 104a and the other net-
works 104b may include any suitable network configured
to communicate with the device 102.
[0035] FIG. 2 is a schematic diagram showing content
access in an example communication system 200. The
example communication system 200 includes a device
202, an enterprise network 204a, a personal network
204b, a server 214, and a DNS server 216. The commu-
nication system 200 can include additional or different
features, and the components of the communication sys-
tem 200 may operate as shown in FIG. 2 or in another

manner.
[0036] The example device 202 includes one or more
perimeters 206a, 206b. While two perimeters are shown
in this example for ease of illustration, the number of pe-
rimeters can be varied in other examples. Each perimeter
can include one or more applications. For example, Pe-
rimeter X (206a) includes applications 308a, 308b, and
Perimeter Y (206b) includes applications 308c, 308d.
Each perimeter may contain its own applications or its
own instantiation of the same application. For example,
Application B (208b) can be a software application that
can only be launched in Perimeter X (206a), and Appli-
cation D (208d) can be a different software application
that can only be launched in Perimeter Y (206b). As an-
other example, Application C (208c) may be the same
as Application A (308a), though each application runs as
a separate instance in each perimeter. Each perimeter
can also have one or more associated network resourc-
es. In the example shown in FIG. 2, Perimeter X (206a)
is associated with the enterprise network 204a, and Pe-
rimeter Y (206b) is associated with the personal network
(204b). Each perimeter has its own policies which are
applied to applications and network resources associat-
ed with that perimeter (e.g. a resource management pol-
icy, a security policy, or other policies).
[0037] The physical interface 214 enables the user to
interact with the device. The physical interface 214 can
include a screen for conveying visual information, a key-
board, touchscreen, one or more microphones/speakers,
mouse, or other interactive features. The example com-
munications device 202 is configured to communicate
with the enterprise network 204a and a personal network
204b. The enterprise network 204a can include a virtual
private network of an enterprise, a private Wi-Fi network
of an enterprise, a wired network of an enterprise, or an-
other network that is administered by the enterprise. The
personal network can include, for example, a publicly-
accessible Wi-Fi network, a restricted-access Wi-Fi net-
work, a cellular data network, a personal wireless net-
work, or another type of network. The device can use the
network resources provided by either network 204a,
204b to access external content stored in an external
server 214. The external content can include a web page,
a document, an object, media such as video or audio
data, a data file, or other content that is not stored locally
on the device.
[0038] In the example schematic of FIG. 2, a user se-
lects a link inside Application B (308b). The link can in-
clude a URL, a URI, or other designation of content lo-
cation. The Application B (308b) sends the link (at 220)
to the invocation framework 210. The invocation frame-
work 210 analyzes the selected link and determines
which application (e.g. 308a-308d) is suited (e.g., best
suited or otherwise acceptable) for accessing the exter-
nal content that the link describes. The invocation frame-
work 210 can make this determination independent of
any user input. In some implementations, the invocation
framework 210 uses decision logic 212 for this determi-
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nation. The invocation framework 210 and the decision
logic 212 may exchange data (via communication path
211); for example, the invocation framework 210 may
send the link to the decision logic 212, and the decision
logic 212 can send a decision to the invocation framework
210. The decision may indicate one or more specific ap-
plications or perimeters that are approved for accessing
the link. In some implementations, the decision logic 212
communicates with a DNS server 216 via a communica-
tion path 213. Similar techniques can be used to analyze
a link to internal data stored locally on the device. For
example, the invocation framework 210 can receive a
link to the internal content, and automatically decide
which application is appropriate for accessing, rendering,
executing, or otherwise processing the internal content.
[0039] In some example scenarios, the decision logic
212 analyzes the link and determines that the external
content should be accessed by Application A (308a) in
Perimeter X (206a). The invocation framework 210 re-
ceives the decision from the decision logic 212 and sends
the link (at 221a) to Application A (308a). The Application
A (308a) then attempts to access the external content on
server 214 using the network resource associated with
Perimeter X (206a). In this example scenario, the Perim-
eter X (206a) is associated with the enterprise network
204a. The arrows 221b, 221c show the communication
path from the Application A (308a) through the enterprise
network 204a to the external content stored on server
214.
[0040] In some example scenarios, the decision logic
212 determines that the external content should be ac-
cessed by Application C (308c) in Perimeter Y (206b).
The invocation framework 210 sends the link to Applica-
tion C (308c), which attempts to access the external con-
tent on server 214 via communication paths 222b, 222c
and personal network 204b. While the external content
can be the same as in the first example situation, the
external content is ultimately accessed in a different pe-
rimeter with a different application and a different network
resource. The decision logic 212 can identify the perim-
eter by analyzing the link to the external content.
[0041] FIG. 3 is a flowchart showing an example proc-
ess 300 for accessing external content. The process 300
can be implemented by a user device in a communication
system. For example, the process 300 can be implement-
ed by the device 102 shown in FIG. 1, the device 202
shown in FIG. 2, or by another type of system or module.
For example, some or all of the process 300 may be
performed by the example invocation framework 210
shown in FIG. 2, the example decision logic 212 shown
in FIG. 2, or another type of software or hardware module.
The example process 300 shown in FIG. 3 can be imple-
mented using additional, fewer, or different operations,
which can be performed in the order shown or in a dif-
ferent order.
[0042] At 310, a link associated with a perimeter is re-
ceived. For example, the link may be received in re-
sponse to a user selecting the link on the device, in re-

sponse to an application on the device initiating contact
with the link, or in response to other types of events. The
link can be associated with a perimeter, for example,
when the link is selected in the perimeter, pasted to the
clipboard from the perimeter, initiated by an application
running in a perimeter, etc. The link can be a URL or
another type of address to specific content (e.g., a spe-
cific web page or other Internet content), or another type
of link. In some examples, the link includes an IP address,
an http link, an https link, or another type of link to network
content. The link can be associated with the perimeter
independent of whether the content is associated with
the perimeter. In other words, a link may be associated
to a perimeter even if the content is not associated to a
perimeter.
[0043] Typically, the link that is received at 310 will be
to a link to external content that is not stored on the de-
vice. The link that is received at 310 may alternatively be
a link to content stored locally on the device (e.g., content
associated with the same or a different perimeter, content
that is not associated with a perimeter, etc.). In some
example implementations, the link describes or is asso-
ciated with content stored external to the device, such
as content stored at a network server, and the link is
selected from an application associated with a particular
perimeter, and therefore the link is associated with the
particular perimeter.
[0044] At 320, it is determined, based on the link, which
perimeter to invoke to access the external content des-
ignated by the link. For example, the link may be analyzed
to determine which perimeter or perimeters have network
resources that are permitted to be used for accessing
the content. No user interaction is required in the analysis
or determination processes, although in some instances,
a user may be prompted for confirmation or other input.
In some implementations, a lookup table is used to de-
termine in which perimeter the link should be accessed.
A lookup table can include a list of links or link properties
that designate when a link should be accessed in a cer-
tain perimeter. For example, if a selected link matches a
listed link assigned to Perimeter X in the lookup table,
then the selected link can be processed by an application
in Perimeter X. The properties of the link itself can be
used to determine which perimeter should process the
link. For example, the domain name of the link can be
used to determine which perimeter should process the
link. For instance, links having a domain name affiliated
with the enterprise may be designated as only being ac-
cessible in the perimeter associated with the enterprise
network. In one implementation, expression pattern
matching is used to analyze the link.
[0045] In some implementations, an invocation frame-
work module interacts with a decision logic module to
determine which perimeter to use to access the external
content designated by the link. The invocation framework
may also determine which application(s) within the cho-
sen perimeter is/are appropriate to handle the selected
link. For instance, a web browser application may be the
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appropriate application to access a link to a web page.
The decision logic module can perform some or all of the
analysis of the selected link, and perform some or all of
the computation to determine which perimeter is appro-
priate. In some implementations, the decision logic mod-
ule can use a network resource to communicate with a
DNS server. In some implementations, the decision logic
can perform a DNS lookup on an enterprise DNS server
or some other server. The enterprise DNS server can
send a supplemental record to the decision logic with a
DNS response indicating what allowable transport mech-
anisms, perimeters, domains, browsers, network re-
sources, etc. are authorized.
[0046] In some implementations, the device can scan
text or context of work email, browser, applications, etc.
to generate a list of domains, links, content, etc. to lookup
ahead of time, and the infrastructure can whitelist the
domains, links, content, etc. that are allowed and com-
municate that long list to the device in some kind of up-
dated file or table. This lookup can be performed as a
DNS lookup on an enterprise DNS server or some other
server.
[0047] At 330, an application associated with the des-
ignated perimeter accesses the external content speci-
fied by the link. The application can do this, for example,
using the network resource associated with the chosen
perimeter. For instance, if the invocation framework has
determined that the external content should be accessed
in the perimeter associated with the enterprise network,
then the application can use the enterprise network re-
source to access the external content. Similarly, if the
invocation framework chooses a perimeter associated
with a personal network, then the application can access
the external content using the personal network re-
source.
[0048] In some aspects of what is described here, a
device detects the selection of a link to external content
stored external to the device. The link is associated with
a first perimeter on the device. The device automatically
determines whether to use an application in a second
perimeter on the device to access the external content.
The device makes this determination based on the link,
without any user input.
[0049] Implementations of these and other aspects
may include one or more of the following features. The
link is selected in an application running in the first pe-
rimeter. An invocation module on the device can deter-
mine whether to access the external application using
the application in the second perimeter. The application
in the second perimeter accesses the external content
by a network resource associated with that second pe-
rimeter.
[0050] Additionally or alternatively, implementations of
these and other aspects may include one or more of the
following features. An application to access the content
is identified. A particular perimeter, of multiple perimeters
available on the device, is identified to run the application.
The application, the particular perimeter, or both can be

identified based on the link and independent of user input.
[0051] Additionally or alternatively, implementations of
these and other aspects may include one or more of the
following features. The device automatically parses the
link and analyzes components of the link. The device
determines whether to use the application in the second
perimeter to access the external content. The first perim-
eter is an enterprise perimeter, and the second perimeter
is a personal perimeter.
[0052] A number of implementations have been de-
scribed. Nevertheless, it will be understood that various
modifications may be made. Other variations in the order
of steps are also possible. Accordingly, other implemen-
tations are within the scope of the following claims.
[0053] The following are particularly preferred aspects
according to the present disclosure.

Numbered clause 1. A method of accessing content
by a device having at least two perimeters, the meth-
od comprising:

detecting, on a device, a link to content stored
external to the device, the link being associated
with a first perimeter on the device; and

automatically determining, based on the link and
independent of user input, whether to invoke an
application in a second perimeter on the device
to access the content.

Numbered clause 2. The method of numbered
clause 1, comprising, based on the link and inde-
pendent of user input:

identifying an application to access the content;
and

determining in which perimeter to run the appli-
cation to access the content.

Numbered clause 3. The method of numbered
clause 1, wherein the link is presented in an appli-
cation running in the first perimeter.

Numbered clause 4. The method of numbered
clause 1, wherein an invocation module on the de-
vice determines whether to access the content using
the application in the second perimeter.

Numbered clause 5. The method of numbered
clause 1, further comprising using the application in
the second perimeter to access the content by a net-
work resource associated with the second perimeter.

Numbered clause 6. The method of numbered
clause 1, further comprising automatically parsing
the link and analyzing one or more components of
the link to determine whether to use the application
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in the second perimeter to access the content.

Numbered clause 7. The method of numbered
clause 1, wherein the first perimeter comprises an
enterprise perimeter and the second perimeter com-
prises a personal perimeter.

Numbered Clause 8. The method of numbered
clause 1, wherein the link comprises a uniform re-
source locator (URL).

Numbered clause 9. The method of numbered
clause 1, wherein the content comprises a web page.

Numbered clause 10. A device comprising:

data processing apparatus; and

a computer-readable medium storing:

a first set of resources associated with a first
management policy;

a second set of resources that is logically
separate from the first set of resources on
the device and associated with a second
management policy;

instructions executable by the data
processing apparatus to perform opera-
tions comprising:

detecting, at the device, a link to content
stored external to the device, the link
being associated with the first set of re-
sources; and
automatically determining, based on
the link and independent of user input,
whether to invoke an application in the
second set of resources to access the
content.

Numbered clause 11. The device of numbered
clause 10, wherein the link is selected in an applica-
tion running in the first set of resources.

Numbered clause 12. The device of numbered
clause 10, wherein an invocation module on the de-
vice determines whether to access the content using
the application in the second set of resources.

Numbered clause 13. The device of numbered
clause 10, the operations further comprising using
the application in the second set of resources to ac-
cess the content by a network resource associated
with the second set of resources.

Numbered clause 14. The device of numbered

clause 10, the operations further comprising auto-
matically parsing the link and analyzing components
of the link to determine whether to use the application
in the second set of resources to access the content.

Numbered clause 15. The device of numbered
clause 10, wherein the first set of resources com-
prises an enterprise perimeter and the second set
of resources comprises a personal perimeter.

Numbered clause 16. One or more non-transitory
computer-readable media storing instructions that
are executable by one or more data processing ap-
paratus to perform operations comprising:

detecting, on a device, a link to content stored
external to the device, the link being associated
with a first perimeter on the device; and
automatically determining, based on the link and
independent of user input, whether to invoke an
application in a second perimeter on the device
to access the content.

Numbered clause 17. The computer-readable media
of numbered clause 16, wherein the link is selected
in an application running in the first perimeter.

Numbered clause 18. The computer-readable media
of numbered clause 16, wherein an invocation mod-
ule on the device determines whether to access the
content using the application in the second perime-
ter.

Numbered clause 19. The computer-readable media
of numbered clause 16, the operations further com-
prising using the application in the second perimeter
to access the content by a network resource asso-
ciated with the second perimeter.

Numbered clause 20. The computer-readable media
of numbered clause 16, the operations further com-
prising automatically parsing the link and analyzing
components of the link to determine whether to use
the application in the second perimeter to access the
content.

Numbered clause 21. The computer-readable media
of numbered clause 16, wherein the first perimeter
comprises an enterprise perimeter and the second
perimeter comprises a personal perimeter.

Claims

1. A method of accessing content by a device having
at least two perimeters, the method comprising:

detecting, on a device, a link to content stored
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external to the device, the link being associated
with a first perimeter on the device; and
automatically determining, based on the link and
independent of user input, whether to invoke an
application in a second perimeter on the device
to access the content.

2. The method of any preceding claim, comprising,
based on the link and independent of user input:

identifying an application to access the content;
and
determining in which perimeter to run the appli-
cation to access the content.

3. The method of any preceding claim, wherein the link
is presented in an application running in the first pe-
rimeter.

4. The method of any preceding claim, wherein an in-
vocation module on the device determines whether
to access the content using the application in the
second perimeter.

5. The method of any preceding claim, further compris-
ing using the application in the second perimeter to
access the content by a network resource associated
with the second perimeter.

6. The method of any preceding claim, further compris-
ing automatically parsing the link and analyzing one
or more components of the link to determine whether
to use the application in the second perimeter to ac-
cess the content.

7. The method of any preceding claim, wherein the first
perimeter comprises an enterprise perimeter and the
second perimeter comprises a personal perimeter.

8. The method of any preceding claim, wherein the link
comprises a uniform resource locator (URL).

9. The method of any preceding claim, wherein the con-
tent comprises a web page.

10. One or more computer-readable media comprising
instructions that are executable by data processing
apparatus to perform the method of any preceding
claim.

11. A device enabled to perform the method of any of
claims 1-9.
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