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(54) Data clustering

(57) The present disclosure describes methods and
systems by which memory-efficient clustered data struc-
tures of related data entities (or "clusters") may be gen-
erated. Generation of clusters may begin by automatic
generation of an initial, seed data entity of interest. Clus-
ters of related data entities are generated based on the

seed and according to cluster generation strategies (or
cluster strategies). Seeds and related data entities may
be accessed from various databases and data sources.
The data analysis system may bring together data from
multiple data sources in order to build clusters.



EP 2 778 983 A1

2

5

10

15

20

25

30

35

40

45

50

55

Description

Field of the Invention

[0001] This invention relates to data clustering.

Background to the Invention

[0002] In a fraud investigation an analyst may have to
make decisions regarding selection of electronic data en-
tities within an electronic collection of data. Such a col-
lection of data may include a large number of data items
(also referred to as "data entities") that may or may not
be related to one another, and which may be stored in
an electronic data store or memory. For example, such
a collection of data may include hundreds of thousands,
millions, tens of millions, hundreds of millions, or even
billions of data entities, and may consume significant
storage and/or memory. Determination and selection of
relevant data entities within such a collection of data may
be extremely difficult for the analyst. Further, processing
of such a large collection of data (for example, as an
analyst uses a computer to sift and/or search through
huge numbers of data entities) may be extremely ineffi-
cient and consume significant processing and/or memory
resources.

Summary Of The Invention

[0003] Embodiments of the present disclosure relate
to automatic generation of memory-efficient clustered
data structures and, more specifically, to automatic se-
lection of an initial data entity of interest, adding of the
initial data entity to the memory-efficient clustered data
structure (which may be referred to herein as a "cluster"),
and determining and adding one or more related data
entities to the cluster. In various embodiments, a gener-
ated cluster may include far fewer data entities than the
collection of data described above, and the data entities
included in the cluster may only include those data enti-
ties that are relevant to a particular investigation (for ex-
ample, a fraud investigation). Accordingly, in an embod-
iment, processing of the generated cluster may be highly
efficient as compared to the collection of data described
above. This may be because, for example, a given fraud
investigation by an analyst (for example, as the analyst
sifts and/or searches through data entities of a cluster)
may only require storage in memory of a single cluster
data structure. Further, a number of data entities in a
cluster may be several orders of magnitude smaller than
in the entire electronic collection of data described above
because only data entities related to each other are in-
cluded in the cluster.
[0004] According to various embodiments, the present
disclosure describes methods and systems by which
memory-efficient clustered data structures of related da-
ta entities (or "clusters") may be generated. Generation
of clusters may begin by automatic generation, determi-

nation, and/or selection of an initial data entity of interest,
called a "seed." A data entity may include any data, in-
formation or things, such as a person, a place, an organ-
ization, an account, a computer, an activity, and event,
and/or the like. Seeds may be automatically select-
ed/generated according to various seed determination
strategies, and clusters of related data entities may be
generated based on those seeds and according to cluster
generation strategies (or cluster strategies). The system
may further generate a score, multiple scores, and/or
metascores for each generated cluster, and may option-
ally rank or prioritize the generated clusters based on the
generated metascores. High priority clusters may be of
greater interest to an analyst as they may contain related
data entities that meet particular criteria related to the
analyst’s investigation. In an embodiment, the system
may enable an analyst to advantageously start an inves-
tigation with a prioritized cluster including many related
data entities rather than a single randomly selected data
entity. Further, as described above, processing require-
ments of the analyst’s investigation may thereafter be
highly efficient as compared to processing of the huge
collection of data described above. As mentioned above,
this is because, for example, a given investigation by an
analyst may only require storage in memory of a single
cluster, and further, a number of data entities in a cluster
may be several orders of magnitude smaller than in the
entire electronic collection of data described above be-
cause only data entities related to each other are included
in the cluster.
[0005] One embodiment of the present invention in-
cludes a method for generating a cluster of related data
from a seed. This method may generally include retriev-
ing a seed and adding the seed to a first cluster. This
method may further include retrieving a cluster strategy
referencing one or more data bindings. Each data binding
specifies a search protocol for retrieving data. For each
of the one or more data bindings, data parameters input
to the search protocol are identified, the search protocol
is performed using the identified data parameters, and
data returned by the search protocol is evaluated for in-
clusion in the first cluster.
[0006] In a particular embodiment, the search protocol
for a first one of the data bindings uses the seed as the
data parameters input to the search protocol. Further,
the search protocol for a first one of the data bindings
returns data used as the identified data parameters input
to the search protocol for a second one of the data bind-
ings. This process may iteratively continue until all data
bindings in the search strategy have been executed for
all available data obtained while growing the first cluster.
[0007] In a particular embodiment, this method may
further include retrieving a second cluster from a plurality
of clusters, comparing data from the first cluster to data
from the second cluster, and determining whether to
merge the first cluster and the second cluster based on
the comparison.
[0008] Other embodiments include, without limitation,
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a computer-readable medium that includes instructions
that enable a processing unit to implement one or more
aspects of the disclosed methods as well as a system
having a processor, memory, and application programs
configured to implement one or more aspects of the dis-
closed methods.
[0009] Advantageously, according to various embodi-
ments, the disclosed techniques provide a more effective
starting point for an investigation of data entities of vari-
ous types. An analyst may be able to start an investigation
from a cluster of related data entities instead of an indi-
vidual data entity, which may reduce the amount of time
and effort required to perform the investigation. The dis-
closed techniques may also, according to various em-
bodiments, provide a prioritization of multiple clusters.
For example, the analyst may also able to start the in-
vestigation from a high priority cluster, which may allow
the analyst to focus on the most important investigations.
In each case, the processing and memory requirements
of such an investigation may be significantly reduced due
to the creation and use of highly efficient cluster data
structures of related data entities.

Brief Description Of The Drawings

[0010] So that the manner in which the above recited
features of the present invention can be understood in
detail, a more particular description of the invention, brief-
ly summarized above, may be had by reference to em-
bodiments, some of which are illustrated in the appended
drawings. It is to be noted, however, that the appended
drawings illustrate only typical embodiments of this in-
vention and are therefore not to be considered limiting
of its scope, for the invention may admit to other equally
effective embodiments.

Figure 1 is a block diagram illustrating an example
data analysis system, according to one embodiment.
Figure 2 illustrates the generation of clusters by the
data analysis system, according to one embodiment.
Figures 3A-3C illustrate the growth of a cluster of
related data entities, according to one embodiment.
Figure 4 illustrates the ranking of clusters by the data
analysis system, according to one embodiment of
the present invention.
Figure 5 illustrates an example cluster analysis user
interface (UI), according to one embodiment.
Figure 6 is a flow diagram of method steps for gen-
erating clusters, according to one embodiment.
Figure 7 is a flow diagram of method steps for scoring
clusters, according to one embodiment.
Figure 8 illustrates components of a server comput-
ing system, according to one embodiment.

Detailed Description

[0011] According to various embodiments, the present
disclosure describes methods and systems by which

memory-efficient clustered data structures of related da-
ta entities (or "clusters") may be generated. Generation
of clusters may begin by automatic generation, determi-
nation, and/or selection of an initial data entity of interest,
called a "seed." As mentioned above, a data entity may
include any data, information or things, such as a person,
a place, an organization, an account, a computer, an ac-
tivity, and event, and/or the like. Seeds may be automat-
ically selected/generated according to various seed de-
termination strategies, and clusters of related data enti-
ties may be generated based on those seeds and ac-
cording to cluster generation strategies (or cluster strat-
egies). Seeds and related data entities may be accessed
from various databases and data sources including, for
example, databases maintained by financial institutions,
government entities, private entities, public entities,
and/or publicly available data sources. Such databases
and data sources may include a variety of information
and data, such as, for example, personal information,
financial information, tax-related information, computer
network-related data, and/or computer-related activity
data, among others. Further, the databases and data
sources may include various relationships that link and/or
associate data entities with one another. Various data
entities and relationships may be stored across different
systems controlled by different entities and/or institu-
tions. According to various embodiments, the data anal-
ysis system may bring together data from multiple data
sources in order to build clusters.
[0012] In various embodiments, the methods and sys-
tems of the present disclosure may enable a user to ef-
ficiently perform analysis and investigations of various
data entities and clusters of data entities. For example,
the system may enable a user (also referred to herein as
an "analyst") to perform various financial and security
investigations related to a seed (for example, an initial
data entity or data object). As described above, the
processing and memory requirements of such an inves-
tigation may be significantly reduced due to the creation
and use of highly efficient cluster data structures of re-
lated data entities.To perform financial and security in-
vestigations related to the seed, an analyst may have to
search several layers of related data entities. For exam-
ple, the analyst could investigate data entities related to
a seed credit card account, by discovering the customer
identifiers associated with the credit card account, the
phone numbers associated with those customer identifi-
ers, the additional customer identifiers associated with
those phone numbers, and finally the additional credit
card accounts associated with those additional customer
identifiers. If the seed credit card account were fraudu-
lent, then the analyst could determine that the additional
credit card accounts could also be fraudulent. In such an
investigation, the analyst would discover the relationship
between the additional credit card accounts and the seed
credit card accounts through several layers of related
data entities. This technique is particularly valuable for
investigations where the relationship between data enti-
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ties could include several layers and would be difficult to
identify.
[0013] In one embodiment, the data analysis system
automatically discovers data entities related to a seed
and stores the resulting relationships and related data
entities together in a "cluster." A cluster generation strat-
egy specifies what searches to perform at each step of
the investigation process. The searches produce layers
of related data entities to add to the cluster. Thus, the
analyst starts an investigation with the resulting cluster,
instead of the seed alone. Starting with the cluster, the
analyst may form opinions regarding the related data en-
tities, conduct further analysis of the related data entities,
or may query for additional related data entities. Further,
for numerous such seeds and associated investigations,
the data analysis system may prioritize the clusters
based upon an aggregation of characteristics of the re-
lated data entities within the clusters. The data analysis
system then displays summaries of the clusters. The
summaries may be displayed according to the prioritiza-
tion. The prioritization may assist the analyst in selecting
what clusters to investigate.
[0014] In the following description, numerous specific
details are set forth to provide a more thorough under-
standing of the present invention. However, it will be ap-
parent to one of skill in the art that the present invention
may be practiced without one or more of these specific
details.
[0015] Figure 1 is a block diagram illustrating an ex-
ample data analysis system 100, according to one em-
bodiment of the present invention. As shown, the data
analysis system 100 includes an application server 115
running on a server computing system 110, a client 135
running on a client computer system 130, and at least
one database 140. Further, the client 135, application
server 115, and database 140 may communicate over a
network 150, e.g., to access cluster data sources 160.
[0016] The application server 115 includes a cluster
engine 120 and a workflow engine 125. The cluster en-
gine 120 is configured to build one or more clusters of
related data entities, according to a defined analysis
strategy. The cluster engine 120 may read data from a
variety cluster data sources 160 to generate clusters from
seed data. Once created, the resulting clusters may be
stored on the server computer 110 or on the database
140. The operations of the cluster engine 120 are dis-
cussed in detail below in conjunction with Figures 2 and 3.
[0017] The cluster engine 120 is configured to score
the clusters, according to a defined scoring strategy. The
score may indicate the importance of analyzing the clus-
ter. For instance, the cluster engine 120 could execute
a scoring strategy that aggregates the account balances
of credit card accounts within the cluster. If the cluster
included a larger total balance than other clusters, then
the cluster could be a greater liability for the financial
institution. Thus, the cluster would be more important to
analyze and would receive a higher score. In one em-
bodiment, the cluster engine 120 organizes and presents

the clusters according to the assigned scores. The cluster
engine 120 may present summaries of the clusters and/or
interactive representations of the clusters within the clus-
ter analysis UI. For example, the representations may
provide visual graphs of the related data entities within
the clusters. The cluster engine 120 may generate the
cluster analysis UI as a web application or a dynamic
web page displayed within the client 135. The cluster
engine 120 also allows an analyst to create tasks asso-
ciated with the clusters. The operations of the cluster
engine 120 are discussed in detail below in conjunction
with Figures 4 and 5. In one embodiment, the cluster
engine 120 generates clusters automatically, for subse-
quent review by analysts. Analysts may also assign tasks
to themselves via a workflow UI. The workflow engine
125 consumes scores generated by the cluster engine
120. For example, the workflow engine 125 may present
an analyst with clusters generated, scored, and ordered
by the cluster engine 120.
[0018] The client 135 represents one or more software
applications configured to present data and translate in-
put, from the analyst, into requests for data analyses by
the application server 115. In one embodiment, the client
135 and the application server 115 are coupled together.
However, several clients 135 may execute on the client
computer 130 or several clients 135 on several client
computers 130 may interact with the application server
115. In one embodiment, the client 135 may be a browser
accessing a web service.
[0019] While the client 135 and application server 115
are shown running on distinct computing systems, the
client 135 and application server 115 may run on the
same computing system. Further, the cluster engine 120
and the workflow engine 125 may run on separate appli-
cations servers 115, on separate server computing sys-
tems, or some combination thereof. Additionally, a history
service may store the results generated by an analyst
relative to a given cluster
[0020] In one embodiment, the cluster data sources
160 provide data available to the cluster engine to create
clusters from a set of seeds. Such data sources may
include relational data sources, web services data, XML
data, etc. For example, the data sources may be related
to customer account records stored by a financial insti-
tution. In such a case, the data sources may include a
credit card account data, bank account data, customer
data, and transaction data. The data may include data
attributes such as account numbers, account balances,
phone numbers, addresses, and transaction amounts,
etc. Of course, cluster data sources 160 is included to
be representative of a variety of data available to the
server computer system 110 over network 150, as well
as locally available data sources.
[0021] The database 140 may be a Relational Data-
base Management System (RDBMS) that stores the data
as rows in relational tables. While the database 140 is
shown as a distinct computing system, the database 140
may operate on the same server computing system 110
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as the application server 115.
[0022] Figure 2 illustrates the generation of clusters by
data analysis system 200, according to one embodiment.
As shown, the data analysis system 200 interacts with a
seed list 210, a cluster list 250, and a cluster strategy
store 230. The seed list 210 includes seeds 212-1,
212-2 ... 212-S and the cluster list 250 includes clusters
252-1, 252-2... 252-C. The cluster engine 120 is config-
ured as a software application or thread that generates
the clusters 252-1, 252-2... 252-C from the seeds 212-1,
212-2 ... 212-S.
[0023] Seeds 212 are the starting point for generating
a cluster 252. To generate a cluster, the cluster engine
120 retrieves a given seed 212 from the seed list 210.
The seed 212 may be an arbitrary data entity within the
database 140, such as a customer name, a customer
social security number, an account number, or a custom-
er telephone number.
[0024] The cluster engine 120 generates the cluster
252 from the seed 212. In one embodiment, the cluster
engine 120 generates the cluster 252 as a collection of
data entities and the relationships between the various
data entities. As noted above, the cluster strategy exe-
cutes data bindings in order to add each additional layer
of objects to the cluster. For example, the cluster engine
120 could generate the cluster 252 from a seed credit
card account. The cluster engine 120 first adds the credit
card account to the cluster 252. The cluster engine 120
could then add customers related to the credit card ac-
count to the cluster 252. The cluster engine 120 could
complete the cluster 252 by adding additional credit card
accounts related to those customers. As the cluster en-
gine 120 generates the cluster 252, the cluster engine
120 stores the cluster 252 within the cluster list 250. The
cluster 252 may be stored as a graph data structure. The
cluster list 250 may be a collection of tables in the data-
base 140. In such a case, there may be a table for the
data entities of the cluster 252, a table for the relation-
ships between the various data entities, a table for the
attributes of the data entities, and a table for a score of
the cluster 252. The cluster list 250 may include clusters
252 from multiple investigations. Note that the cluster
engine 120 may store portions of the cluster 252 in the
cluster list 250 as the cluster engine 120 generates the
cluster 252. Persons skilled in the art will recognize that
many technically feasible techniques exist for creating
and storing graph data structures.
[0025] The cluster strategy store 230 includes cluster
strategies 232-1, 232-2... 232-N. Each cluster strategy
may include references 235 to one or more data bindings
237. As noted, each data binding may be used to identify
data that may grow a cluster (as determined by the given
search strategy 232). The cluster engine 120 executes
a cluster strategy 232 to generate the cluster 252. Spe-
cifically, the cluster engine 120 executes the cluster strat-
egy 232 selected by an analyst. The analyst may submit
a selection of the cluster strategy 232 to the cluster en-
gine 120 through the client 135.

[0026] Each cluster strategy 232 is configured as to
perform an investigation processes for generating the
cluster 252. Again, e.g., the cluster strategy 232 may
include references 235 to a collection of data bindings
executed to add layer after layer of data to a cluster. The
investigation process includes searches to retrieve data
entities related to the seed 212. For example, the cluster
strategy 232 could start with a possibly fraudulent credit
card account as the seed 212. The cluster strategy 232
would search for customers related to the credit card ac-
count, and then additional credit card accounts related
to those customers. A different cluster strategy 232 could
search for customers related to the credit card account,
phone numbers related to the customers, additional cus-
tomers related to the phone numbers, and additional
credit card accounts related to the additional customers.
[0027] In one embodiment, the cluster strategy 232 in-
cludes a reference to at least one data binding 237. The
cluster engine 120 executes the search protocol of spec-
ified by the data binding 237 to retrieve data, and the
data returned by a given data binding forms a layer within
the cluster 252. For instance, the data binding 237 could
retrieve sets of customers related to an account by an
account owner attribute. The data binding 237 retrieves
the set of related data entities from a data source. For
instance, the data binding 237-1 could define specify a
database query to perform against a database. Likewise,
the data binding 237-2 could define a connection to a
remote relational database system and the data binding
237-3 could define a connection and query against a
third-party web service. Once retrieved, the cluster strat-
egy 232 may evaluate whether the returned data should
be added to a cluster being grown from a given seed 212.
Multiple cluster strategies 232 may reference a given da-
ta binding 237. The analyst can update the data binding
237, but typically updates the data binding 237 only if the
associated data source changes. A cluster strategy 232
may also include a given data binding 237 multiple times.
For example, executing a data binding 237 using one
seed 212 may generate additional seeds for that data
binding 237 (or generate seeds for another data binding
237). More generally, different cluster strategies 232-1,
232-2 ... 232-N may include different arrangements of
various data bindings 237 to generate different types of
clusters 252.
[0028] The cluster strategy 232 may specify that the
cluster engine 120 use an attribute from the related data
entities retrieved with one data binding 237, as input to
a subsequent data binding 237. The cluster engine 120
uses the subsequent data binding 237 to retrieve a sub-
sequent layer of related date entities for the cluster 252.
For instance, the cluster strategy 232 could specify that
the cluster engine 120 retrieve a set of credit card account
data entities with a first data binding 237-1. The cluster
strategy 232 could also specify that the cluster engine
120 then use the account number attribute from credit
card account data entities as input to a subsequent data
binding 237-2. The cluster strategy 232 may also specify
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filters for the cluster engine 120 to apply to the attributes
before performing the subsequent data binding 237. For
instance, if the first data binding 237-1 were to retrieve
a set of credit card account data entities that included
both personal and business credit card accounts, then
the cluster engine 120 could filter out the business credit
card accounts before performing the subsequent data
binding 237-2.
[0029] In operation, the cluster engine 120 generates
a cluster 252-1 from a seed 212-1 by first retrieving a
cluster strategy 232. Assuming that the analyst selected
a cluster strategy 232-2, then the cluster engine 120
would retrieve the cluster strategy 232-2 from the cluster
strategy store 230. The cluster engine 120 could then
retrieve the seed 212-1 as input to the cluster strategy
232-2. The cluster engine 120 would execute the cluster
strategy 232-2 by retrieving sets of data by executing
data bindings 237 referenced by the cluster strategy
232-2. For example, the cluster strategy could execute
data bindings 237-1, 237-2, and 237-3. The cluster en-
gine 120 evaluates data returned by each data binding
237 to determine whether to use that data to grow the
cluster 252-1. The cluster engine 120 may then use el-
ements of the returned data as input to the next data
binding 237. Of course, a variety of execution paths are
possible for the data bindings 237. For example, assume
one data binding 237 returned a set of phone numbers.
In such a case, another data binding 237 could evaluate
each phone number individually. As another example,
one data binding 237 might use input parameters ob-
tained by executing multiple, other data bindings 237.
More generally, the cluster engine 120 may retrieves data
for each data binding referenced by the cluster strategy
232-2. The cluster engine 120 then stores the complete
cluster 252-1 in the cluster list 250.
[0030] As the cluster engine 120 generates the clusters
252-1, 252-2... 252-C from seeds 212-1, 212-2... 212-S,
the cluster list 250 may include overlapping clusters 252.
Two clusters 252-1 and 252-C overlap if both clusters
252-1 and 252-C include a common data entity. Often-
times, a larger cluster 252 formed by merging two smaller
clusters 252-1 and 252-C may be a better investigation
starting point than the smaller clusters 252-1 and 252-C
individually. The larger cluster 252 may provide addition-
al insight or relationships, which may not be available if
the two clusters 252-1 and 252-C remain separate.
[0031] In one embodiment, the cluster engine 120 in-
cludes a resolver 226 that is configured to detect and
merge two overlapping clusters 252 together. The resolv-
er 226 compares the data entities within a cluster 252-1
to the data entities within each one of the other clusters
252-2 through 252-C. If the resolver 226 finds the same
data entity within the cluster 252-1 and a second cluster
252-C, then the resolver 226 may merge the two clusters
252-1 and 252-C into a single larger cluster 252. For ex-
ample, the cluster 252-1 and cluster 252-C could both
include the same customer. The resolver 226 would com-
pare the data entities of cluster 252-1 to the data entities

of cluster 252-C and detect the same customer in both
clusters 252. Upon detecting the same customer in both
clusters 252, the resolver 226 could merge the cluster
252-1 with cluster 252-C. The resolver 226 may test each
pair of clusters 252 to identify overlapping clusters 252.
Although the larger clusters 252 may be better investi-
gation starting points, an analyst may want to understand
how the resolver 226 formed the larger clusters 252. The
resolver 226, stores a history of each merge.
[0032] After the cluster engine generates a group of
clusters from a given collection of seeds (and after merg-
ing or resolving the cluster), the cluster engine 120 may
score, rank, or otherwise order the clusters relative to a
scoring strategy 442.
[0033] In one embodiment, the analysis system 100,
and more specifically, the cluster engine 120 receives a
list of seeds to generate a group of clusters, subsequently
ranked, ordered, and presented to analysts. That is, the
cluster engine 120 consumes seeds generated by other
systems. Alternatively, in other embodiments, cluster en-
gine 120 may generate the seeds 212-1, 212-2... 212-S.
For instance, the cluster engine 120 may include a lead
generation strategy that identifies data entities as poten-
tial seeds 212. The lead generation strategy may apply
to a particular business type, such as credit cards, stock
trading, or insurance claims and may be run against a
cluster data source 160 or an external source of informa-
tion.
[0034] Figures 3A - 3C illustrate the growth of a cluster
252 of related data entities, according to one embodi-
ment. As shown in Figure 3A, a cluster 252 includes a
seed data entity 302, links 303-1 and 303-2, and related
data entities 305-1 and 305-2. The cluster 252 is based
upon a seed 212. The cluster engine 120 builds the clus-
ter 252 by executing a cluster strategy 232 with the fol-
lowing searches:

• Find seed owner
• Find all phone numbers related to the seed owner
• Find all customers related to the phone numbers
• Find all accounts related to the customers
• Find all new customers related to the new accounts

[0035] Assuming that the seed 212 were a fraudulent
credit card account, then the cluster engine 120 would
add the credit card account to the cluster 252 as the seed
data entity 302. The cluster engine 120 would then use
the account owner attribute of the credit card account as
input to a data binding 237. The cluster engine 120 would
execute the search protocol of data binding 237 to re-
trieve the customer data identifying the owner of the
fraudulent credit card account. The cluster engine 120
would then add the customer data to the cluster 252 as
the related data entity 305-1. The cluster engine 120
would also add the account owner attribute as the link
303-1 that relates the account number to the customer
data of the owner. The cluster engine 120 would execute
the next search of the cluster strategy 232 by inputting
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the customer identifier attribute of the customer data into
a data binding 237 to retrieve a phone data. The cluster
engine 120 would then add the phone data as the related
data entity 305-2 and the customer identifier attribute as
the link 303-2 between the customer data and the phone
data. At this point in the investigation process, the cluster
252 would include the seed data entity 302, two links
303-1 and 303-2, and two related data entities 305-1 and
305-2. That is, the cluster 252 includes the fraudulent
credit card account, the customer data of the owner of
the credit card, and the phone number of the owner. By
carrying the investigation process further, the cluster en-
gine 120 could reveal further related information - e.g.,
additional customers or potentially fraudulent credit card
accounts.
[0036] Turning to Figure 3B, the cluster engine 120
would continue executing the cluster strategy 232 by
searching for additional account data entities related to
the phone number of the owner of the fraudulent credit
card account. As discussed, the phone number would be
stored as related data entity 305-2. The cluster engine
120 would input the phone owner attribute of the phone
number to a data binding 237. The cluster engine 120
would execute the search protocol of data binding 237
to retrieve the data of two additional customers, which
the cluster engine 120 would store as related data entities
305-3 and 305-4. The cluster engine 120 would add the
phone owner attribute as the links 303-3 and 304-4 be-
tween the additional customers and the phone number.
[0037] Figure 3C shows the cluster 252 after the cluster
engine 120 performs the last step of the cluster strategy
232. For example, the cluster engine 120 would use the
customer identifier attribute of the related data entity
305-3 and 305-4 to retrieve and add additional account
data entities as the related data entities 305-5 and 305-6.
The cluster engine 120 would couple the related data
entities 305-5 and 305-6 to the related data entities 305-3
and 305-4 with the customer identifier attributes stored
as links 303-5 and 303-6. Thus, the cluster 252 would
include six related data entities 305 related by six links
303, in addition to the seed data entity 302. The analyst
could identify and determine whether the additional data
account entities, stored as related data entities 305-3 and
305-4, represent fraudulent credit card accounts more
efficiently, than if the analyst started an investigation with
only the seed 212. As the foregoing illustrates, with the
cluster engine 120 and cluster strategy 232, the analyst
is advantageously able to start an investigation from a
cluster 252 that already includes several related data en-
tities 305.
[0038] Figure 4 illustrates the ranking of clusters 252
by the data analysis system 100 shown in Figure 1, ac-
cording to one embodiment of the present invention. As
shown, Figure 4 illustrates some of the same elements
as shown in Figure 1 and Figure 2. In addition, Figure 4
illustrates a scoring strategy store 440, coupled to the
workflow engine 125.
[0039] The cluster engine 120 coupled to the cluster

list 250. The scoring strategy store 440 includes scoring
strategies 442-1, 442-2... 442-R.
[0040] The cluster engine 120 executes a scoring strat-
egy 442 to score a cluster 252. For example, the cluster
engine 120 may generate a cluster, via a cluster strate-
gy/data bindings, and attempt to resolve it with existing
clusters. Thereafter, the cluster engine 120 may score
the resulting cluster with any scoring strategies associ-
ated with a given cluster generation strategy. In one em-
bodiment, the score for a cluster may be a meta score
generated as an aggregation of scores generated for dif-
ferent aspects, metrics, or data of a cluster. Ordering for
a group of clusters, (according to a given scoring strate-
gy) may be performed done on demand when requested
by a client. Alternatively, the analyst may select of a scor-
ing strategy 442 to the cluster engine 120 through the
client135 or the analyst may include the selection within
a script or configuration file. In other embodiments, the
cluster engine 120 may execute several scoring strate-
gies 442 to determine a combined score for the cluster
252.
[0041] The scoring strategy 442 specifying an ap-
proach for scoring a cluster 252. The score may indicate
the relative importance or significance of a given cluster
252. For instance, the cluster engine 120 could execute
a scoring strategy 442-1 to determine a score by counting
the number of a particular data entity type within the clus-
ter 252. Assume, e.g., a data entity corresponds to a
credit account. In such a case, a cluster with a large
number of accounts opened by a single individual (pos-
sibly within a short time) might correlate with a higher
fraud risk. Of course, a cluster score may be related to
a high risk of fraud based on the other data in the cluster,
as approaite for a given case. More generally, each scor-
ing strategy 442 may be tailored based on the data in
clusters created by a given cluster strategy 230 and the
particular type of risk or fraud (or amounts at risk).
[0042] In operation, the cluster engine 120 scores a
cluster 252-1 by first retrieving a scoring strategy 442.
For example, assume a analyst selects scoring strategy
442-1. In response, the cluster engine 120 retrieves the
scoring strategy 442-1. The cluster engine 120 also re-
trieves the cluster 252-1 from the cluster list 250. After
determining the score of the cluster 252-1, the cluster
engine 120 may store the score with the cluster 252-1 in
the cluster list 250.
[0043] The cluster engine 120 may score multiple clus-
ters 252-1, 252-2... 252-C in the cluster list 250. The clus-
ter engine 120 may also rank the clusters 252-1, 252-2...
252-C based upon the scores. For instance, the cluster
engine 120 could rank the cluster 252-1, 252-2... 252-C
from highest score to lowest score.
[0044] Figure 5 illustrates an example cluster analysis
UI 500, according to one embodiment. As discussed, the
workflow engine 125 is configured to present the cluster
analysis UI 500. As shown, the cluster analysis UI 500
includes a lead box 510, a cluster strategy box 530, a
cluster summary list 525, a cluster search box 520, and
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a cluster review window 515. The workflow engine 125
may generate the cluster analysis UI 500 as a web ap-
plication or a dynamic web page displayed within the cli-
ent 135.
[0045] The lead box 510 allows the analyst to select a
seed list 210 or a suitable lead generation strategy. The
lead generation strategy generates a seed list 210. The
lead generation strategy may generate a seed list 210
from the database 140 or an external source of informa-
tion (e.g., a cluster data source 160).
[0046] The cluster strategy box 530 displays the cluster
strategies 232 that the cluster engine 120 ran against the
seed list 210. The cluster engine 120 may execute mul-
tiple cluster strategies 232 against the seed list 210, so
there may be multiple cluster strategies 232 listed in the
cluster strategy box 530. The analyst may click on the
name of a given cluster strategy 232 in the cluster strat-
egy box 530 to review the clusters 252 that the cluster
strategy 232 generated.
[0047] The workflow engine 125 displays summaries
of the clusters 252 in the cluster summary list 525. For
example, the summaries ,may include characteristics of
the clusters 252, such as identifiers, the scores, or ana-
lysts assigned to analyze the clusters 252. The workflow
engine 125 can select the clusters 252 for the display in
the cluster summary list 525 according to those or other
characteristics. For instance, the workflow engine 125
could display the summaries in the order of the scores
of the clusters 252, where a summary of the highest scor-
ing cluster 252 is displayed first.
[0048] The workflow engine 125 controls the order and
selection of the summaries within the cluster summary
list 525 based upon the input from the analyst. The cluster
search box 520 includes a search text box coupled to a
search button and a pull-down control. The analyst may
enter a characteristic of a cluster 252 in the search text
box and then instruct the workflow engine 125 to search
for and display clusters 252 that include the characteristic
by pressing the search button. For example, the analyst
could search for clusters with a particular score. The pull-
down control includes a list of different characteristics of
the clusters 252, such as score, size, assigned analyst,
or date created. The analyst may select one of the char-
acteristics to instruct the workflow engine 125 to present
the summaries of the clusters 252 arranged by that char-
acteristic.
[0049] The workflow engine 125 is also configured to
present details of a given cluster 252 within the cluster
review window 515. The workflow engine 125 displays
the details of the cluster 252, e.g., the score, or average
account balances within a cluster, when the analyst clicks
a mouse pointer on the associated summary within the
cluster summary list 525. The workflow engine 125 may
present details of the cluster 252, such as the name of
the analyst assigned to analyze the cluster 252, the score
of the cluster 252, and statistics or graphs generated from
the cluster 252. These details allow the analyst to deter-
mine whether to investigate the cluster 252 further. The

cluster review window 515 also includes a button which
may be clicked to investigate a cluster 252 within a graph
and an assign button for assigning a cluster to an analyst.
[0050] The analyst can click a mouse pointer on the
button to investigate the cluster 252 within an interactive
graph. The interactive representation is a visual graph of
the cluster 252, where icons represent the entities of the
cluster 252 and lines between the icons represent the
links between entities of the cluster 252. For example,
the workflow engine 125 could display the interactive
graph of the cluster 252 similar to the representation of
the cluster 252 in Figure 3C. The interactive representa-
tion allows the analyst to review the attributes of the re-
lated data entities or perform queries for additional relat-
ed data entities.
[0051] An administrative user can click a mouse point-
er on the assign button to assign the associated cluster
252 to an analyst. The workflow engine 125 also allows
the administrative user to create tasks associated with
the clusters 252, while the administrative user assigns
the cluster 252. For example, the administrative user
could create a task for searching within the three highest
scoring clusters 252 for fraudulent credit card accounts.
The workflow engine 125 may display the summaries in
the cluster summary list 525 according to the names of
the analysts assigned to the clusters 252. Likewise, the
workflow engine 125 may only display summaries for the
subset of the clusters 252 assigned to an analyst.
[0052] The interface shown in Figure 5 is included to
illustrate one exemplary interface useful for navigating
and reviewing clusters generated using the cluster en-
gine 120 and the workflow engine 125. Of course, one
of skill in the art will recognize that a broad variety of user
interface constructs could be used to allow the analyst
to select cluster strategies 232, scoring strategies 242,
or seed generation strategies, initiate an investigation,
or review and analyze the clusters 252. For example, the
workflow engine 125 may display additional controls with-
in the cluster analysis UI 500 for controlling the cluster
generation process and selecting cluster strategies 232
or scoring strategies 242. Also, the workflow engine 125
may not display the lead box 510 or the options to select
a lead generation strategy. In addition, although the work-
flow engine 125 generates the cluster analysis UI 500,
in different embodiments, the cluster analysis UI 500 is
generated by a software application distinct from the
workflow engine 125. Further, in different embodiments,
the cluster review window 515 is configured to display a
preview of the cluster 252 or additional statistics gener-
ated from the cluster 252. As such, an interactive repre-
sentation of the cluster 252 may be presented in an ad-
ditional UI or the cluster 252 may be exported to another
software application for review by the analyst.
[0053] Figure 6 is a flow diagram of method steps for
generating clusters, according to one embodiment. Al-
though the method steps are described in conjunction
with the systems of Figures 1 and 2, persons skilled in
the art will understand that any system configured to per-
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form the method steps, in any order, is within the scope
of the present invention. Further, the method 600 may
be performed in conjunction with method 700 for scoring
a cluster, described below.
[0054] As shown, method 600 begins at step 605,
where the cluster engine 120 retrieves a cluster strategy
232 and a seed 212. Once a cluster strategy is selected
The cluster engine 120 identifies a list of seeds to build
clusters using the selected cluster strategy. At step 610,
the cluster engine 120 initializes a cluster 252 with one
of the seeds in the list. The cluster 252 is stored as a
graph data structure. The cluster engine 120 initializes
the graph data structure, and then adds the seed 212-1
to the graph data structure as the first data entity.
[0055] At step 615, the cluster engine 120 grows the
cluster 252 by executing the search protocol of a data
binding 237 from the cluster strategy 232-2. The cluster
strategy 232-2 includes a series of data bindings 237 that
the cluster engine 120 executes to retrieve related data
entities. A given data binding 237 may include queries
to execute against a cluster data source 160 using the
seed as an input parameters. For example, if the seed
212-1 were an account number, then the data binding
237 might retrieve the data identifying the owner of the
account with the account number. After retrieving this
information, the cluster engine 120 would add the cus-
tomer data entity to the cluster as a related data entity
and the account owner attribute as the link between the
seed 212-1 and the related data entity. After retrieving
the related data entities, the cluster engine 120 adds
them to the cluster 252.
[0056] At step 620, the cluster engine 120 determines
if the cluster strategy 232-2 is fully executed. If so the
method 600 returns to step 615 to execute additional
data bindings for a given seed. Once the cluster strategy
is executed for that seed, the cluster engine 120 may
determine and assign a score to that cluster (relative to
a specified scoring strategy). After generating clusters
for a group of seeds, such clusters may be ordered or
ranked based on the relative scores. Doing so allows an
analyst to rapidly identify and evaluate clusters deter-
mined to represent a high risk of fraud (or having high
amounts at risk).
[0057] At step 625, the cluster engine 120 stores the
cluster 252 in cluster list 250. The cluster list 250 is a
collection of tables within a relational database, where a
table may include the seed and related data entities of
the cluster 252 and another table may include links be-
tween the related data entities of the cluster 252. At step
630, the cluster engine 120 determines if there are more
seeds 212 to analyze in the seed list 210. If so, the method
600 returns to step 605 to generate another cluster from
the next seed. Otherwise, the method 600 ends. Note,
while method 600 describes a single cluster being gen-
erated, one of skill in the art will recognize that the cluster
generation process illustrated by method 600 may be
performed in parallel.
[0058] Figure 7 is a flow diagram of method steps for

scoring clusters, according to one embodiment. Although
the method steps are described in conjunction with the
systems of Figures 1 and 4, persons skilled in the art will
understand that any system configured to perform the
method steps, in any order, is within the scope of the
present invention.
[0059] As shown, method 700 begins at step 705,
where the cluster engine 120 retrieves a scoring strategy
442 and a cluster 252 (e.g., a cluster just created using
the method 600 of Figure 6). In other cases, he cluster
engine 120 may retrieve the scoring strategy 442 asso-
ciated with a stored cluster. Other alternatives include an
analyst selecting a scoring strategy 442 through the client
135, the cluster engine 120 via the cluster analysis UI
500, a script, or a configuration file. The cluster engine
120 retrieves the selected scoring strategy 442 from the
scoring strategy store 440. The cluster engine 120 re-
trieves the cluster 252 from the cluster list 250.
[0060] At step 710, the cluster engine 120 executes
the scoring strategy 442 against the cluster 252. The
scoring strategy 442 specifies characteristics of the re-
lated data entities within the cluster 252 to aggregate.
The cluster engine 120 executes the scoring strategy 442
by aggregated the specified characteristics together to
determine a score. For instance, the cluster engine 120
could aggregate the account balances of related data
entities that are account data entities. In such a case, the
total amount of dollars included within the balances of
the account data entities of the cluster 252 could be the
score of the cluster 252.
[0061] At step 715, the cluster engine 120 stores the
score with the cluster 252 in the cluster list 250. At step
720, the cluster engine 120 determines if there are more
clusters 252 to score. For example, in one embodiment,
a set of clusters may be re-scored using an updated scor-
ing strategy. In other cases, the cluster engine may score
each cluster when it is created from a seed (based on a
given cluster generation and corresponding scoring strat-
egy). If more clusters remain to be scored (or re-scored),
the method 700 returns to step 705.
[0062] At step 725, the cluster engine 125 ranks the
clusters 252 according to the scores of the clusters 252.
For example, after re-scoring a set of clusters (or after
scoring a group of clusters generated from a set of
seeds), the cluster engine 125 may rank the clusters 252
from highest score to lowest score. The ranking may be
used to order a display of summaries of the clusters 252
presented to the analyst. The analyst may rely upon the
ranking and scores to determine which clusters 252 to
analyze first. The ranking and sorting may generally be
performed on-demand when an analyst is looking for a
cluster to investigate. Thus, the ranking need not happen
at the same time as scoring. And further, the clusters
may be scored (and later ranked) using different raking
strategies.
[0063] Figure 8 illustrates components of a server com-
puting system 110, according to one embodiment. As
shown, the server computing system 110 includes, a cen-
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tral processing unit (CPU) 860, a network interface 850,
a memory 820, and a storage 830, each connected to an
interconnect (bus) 840. The server computing system
110 may also include an I/O device interface 870 con-
necting I/O devices 875 (e.g., keyboard, display and
mouse devices) to the computing system 110. Further,
in context of this disclosure, the computing elements
shown in server computing system 110 may correspond
to a physical computing system (e.g., a system in a data
center) or may be a virtual computing instance executing
within a computing cloud.
[0064] The CPU 860 retrieves and executes program-
ming instructions stored in memory 820 as well as stores
and retrieves application data residing in memory 820.
The bus 840 is used to transmit programming instructions
and application data between the CPU 860, I/O device
interface 870, storage 830, network interface 850, and
memory 820. Note that the CPU 860 is included to be
representative of a single CPU, multiple CPUs, a single
CPU having multiple processing cores, a CPU with an
associate memory management unit, and the like. The
memory 820 is generally included to be representative
of a random access memory. The storage 830 may be a
disk drive storage device. Although shown as a single
unit, the storage 830 may be a combination of fixed and/or
removable storage devices, such as fixed disc drives,
removable memory cards, or optical storage, network at-
tached storage (NAS), or a storage area-network (SAN).
[0065] Illustratively, the memory 820 includes a seed
list 210, a cluster engine 120, a cluster list 250, and a
workflow engine 125. The cluster engine 120 includes a
cluster strategy 232-2. The particular cluster strategy
232-2 includes data bindings 237-1, 237-2, and 237-3,
with which the cluster engine 120 accesses the cluster
data source 160. The workflow engine 125 includes a
scoring strategy 442-1.
[0066] Illustratively, the storage 830 includes a cluster
strategy store 230, data bindings store 835, and a scoring
strategy store 440. As discussed the cluster strategy
store 230 may include a collection of different cluster
strategies 232, such as cluster strategy 232-2. The clus-
ter strategy store 230 may be a directory that includes
the cluster strategies 232-1, 232-2... 232-N as distinct
modules. The scoring strategy store 440 may include a
collection of different scoring strategies 442, such as
scoring strategy 442-2 and may also be a directory of
distinct modules. The data binding store 835 includes
data bindings 237-1, 237-2 ... 237-M, which may also be
stored as distinct modules within a directory.
[0067] Although shown in memory 820, the seed list
210, cluster engine 120, cluster list 250, and workflow
engine 125, may be stored in memory 820, storage 830,
or split between memory 820 and storage 830. Likewise,
copies of the cluster strategy 232-2, data binding 237-1,
237-2, and 237-3, and scoring strategy 442-2 may be
stored in memory 820, storage 830, or split between
memory 820 and storage 830.
[0068] Note, while financial fraud using credit card ac-

counts is used as a primary reference example in the
discussion above, one of ordinary skill in the art will rec-
ognize that the techniques described herein may be
adapted for use with a variety of data sets. For example,
information from data logs of online systems could be
evaluated as seeds to improve cyber security. In such a
case, a seed could be a suspicious IP address, a com-
promised user account, etc. From the seeds, log data,
DHCP logs, IP blacklists packet captures, webapp logs,
and other server and database logs could be used to
create clusters of activity related to the suspicions seeds.
Other examples include data quality analysis used to
cluster transactions processed through a computer sys-
tem (whether financial or otherwise).
[0069] Embodiments of the present disclosure have
been described that relate to automatic generation of
memory-efficient clustered data structures and, more
specifically, to automatic selection of an initial data entity
of interest, adding of the initial data entity to the memory-
efficient clustered data structure, and determining and
adding one or more related data entities to the cluster.
As described above, in various embodiments, a gener-
ated cluster may include far fewer data entities as com-
pared to a huge collection of data items that may or may
not be related to one another. This may be because, for
example, data entities included in a cluster may only in-
clude those data entities that are related to one another
and which may be relevant to a particular investigation.
Accordingly, in various embodiments, processing of gen-
erated clusters may be highly efficient because, for ex-
ample, a given fraud investigation by an analyst may only
require storage in memory of a single cluster data struc-
ture. Further, a number of data entities in a cluster may
be several orders of magnitude smaller than in the huge
collection of data items that may or may not be related
to one another because only data entities related to each
other are included in the cluster.
[0070] While the foregoing is directed to embodiments
of the present invention, other and further embodiments
of the invention may be devised without departing from
the basic scope thereof. For example, aspects of the
present invention may be implemented in hardware or
software or in a combination of hardware and software.
One embodiment of the invention may be implemented
as a program product for use with a computer system.
The program(s) of the program product define functions
of the embodiments (including the methods described
herein) and can be contained on a variety of computer-
readable storage media. Illustrative computer-readable
storage media include, but are not limited to: (i) non-wri-
table storage media (e.g., read-only memory devices
within a computer such as CD-ROM disks readable by a
CD-ROM drive, flash memory, ROM chips or any type of
solid-state non-volatile semiconductor memory) on
which information is permanently stored; and (ii) writable
storage media (e.g., hard-disk drive or any type of solid-
state random-access semiconductor memory) on which
alterable information is stored.
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[0071] It is particularly advantageous if the seed is au-
tomatically selected, although in other embodiments the
seed may be selected by an analyst or other user and
the seed then used in the same way,
[0072] The invention has been described above with
reference to specific embodiments. Persons of ordinary
skill in the art, however, will understand that various mod-
ifications and changes may be made thereto without de-
parting from the broader scope of the invention as set
forth in the appended claims. The foregoing description
and drawings are, accordingly, to be regarded in an il-
lustrative rather than a restrictive sense. Therefore, the
scope of the present invention is determined by the
claims that follow.
[0073] Various example embodiments of the disclo-
sure can be described with respect to the following claus-
es:

Clause 1. A computer-implemented method for gen-
erating a cluster of related data, the method com-
prising:

retrieving, by a cluster engine executing on a
processor, a seed;
adding the seed to a first cluster;
retrieving, by a cluster engine executing on a
processor, a cluster strategy referencing one or
more data bindings, wherein each data binding
specifies a search protocol for retrieving data;
and
for each of the one or more data bindings:

identifying data parameters input to the
search protocol,
performing the search protocol using the
identified data parameters, and
growing the cluster using data returned by
the search protocol.

identifying data parameters input to the search
protocol,

performing the search protocol using the identified
data parameters, and growing the cluster using data
returned by the search protocol.

Clause 2. The method of clause 1, wherein growing
the cluster using data returned by the search protocol
comprises evaluating the data returned by the
search protocol for inclusion in the first cluster.

Clause 3. The method of clause 1, wherein the
search protocol for a first one of the data bindings
uses the seed as the data parameters input to the
search protocol.

Clause 4. The method of clause 1, wherein the
search protocol for a first one of the data bindings

searches for data in a first database and the search
protocol for a second one of the data bindings
searches for data in a second database.

Clause 5. The method of clause 1, wherein the
search protocol for a first one of the data bindings
returns data used as the identified data parameters
input to the search protocol for a second one of the
data bindings.

Clause 6. The method of clause 1, further compris-
ing:

retrieving a second cluster from a plurality of
clusters;
comparing data from the first cluster to data from
the second cluster; and
determining whether to merge the first cluster
and the second cluster based on the compari-
son.

Clause 7. The method of clause 1, further compris-
ing, assigning a ranking score to the first cluster,
wherein the ranking score is used to order the first
cluster, relative to a plurality of other clusters gener-
ated from a respective seed according to the search
strategy.

Clause 8. A computer-readable storage medium
storing instructions that, when executed by a proc-
essor, cause the processor to perform an operation
for generating a cluster of related data, the operation
comprising:

retrieving a seed;
adding the seed to a first cluster;
retrieving a cluster strategy referencing one or
more data bindings, wherein each data binding
specifies a search protocol for retrieving data;
and
for each of the one or more data bindings:

identifying data parameters input to the
search protocol,
performing the search protocol using the
identified data parameters, and
growing the cluster using data returned by
the search protocol.

Clause 9. The computer-readable storage medium
of clause 8, wherein growing the cluster using data
returned by the search protocol comprises evaluat-
ing the data returned by the search protocol for in-
clusion in the first cluster.

Clause 10. The computer-readable storage medium
of clause 8, wherein the search protocol for a first
one of the data bindings uses the seed as the data
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parameters input to the search protocol.

Clause 11. The computer-readable storage medium
of clause 8, wherein the search protocol for a first
one of the data bindings searches for data in a first
database and the search protocol for a second one
of the data bindings searches for data in a second
database.

Clause 12. The computer-readable storage medium
of clause 8, wherein the search protocol for a first
one of the data bindings returns data used as the
identified data parameters input to the search proto-
col for a second one of the data bindings.

Clause 13. The computer-readable storage medium
of clause 8, wherein the operation further comprises:

retrieving a second cluster from a plurality of
clusters;
comparing data from the first cluster to data from
the second cluster; and determining whether to
merge the first cluster and the second cluster
based on the comparison.

Clause 14. The computer-readable storage medium
of clause 10, further comprising, assigning a ranking
score to the first cluster, wherein the ranking score
is used to order the first cluster, relative to a plurality
of other clusters generated from a respective seed
according to the search strategy.

Clause 2. Clause 15. A system, comprising:

a processor; and
a memory storing one or more programs, which,
when executed on the processor perform an op-
eration for generating a cluster of related data,
the operation comprising:

retrieving a seed,
adding the seed to a first cluster,
retrieving a cluster strategy referencing one
or more data bindings,

wherein each data binding specifies a search
protocol for retrieving data, and for each of the
one or more data bindings:

identifying data parameters input to the
search protocol;
performing the search protocol using the
identified data parameters; and
growing the cluster using data returned by
the search protocol.

Clause 16. The system of clause 15, wherein grow-
ing the cluster using data returned by the search pro-

tocol comprises evaluating the data returned by the
search protocol for inclusion in the first cluster.

Clause 17. The system of clause 15, wherein the
search protocol for a first one of the data bindings
uses the seed as the data parameters input to the
search protocol.

Clause 18. The system of clause 15, wherein the
search protocol for a first one of the data bindings
searches for data in a first database and the search
protocol for a second one of the data bindings
searches for data in a second database.

Clause 19. The system of clause 15, wherein the
search protocol for a first one of the data bindings
returns data used as the identified data parameters
input to the search protocol for a second one of the
data bindings.

Clause 20. The system of clause 19, wherein the
operation further comprises:

retrieving a second cluster from a plurality of
clusters;
comparing data from the first cluster to data from
the second cluster; and
determining whether to merge the first cluster
and the second cluster based on the compari-
son.

Clause 21. The system of clause 19, further com-
prising, assigning a ranking score to the first cluster,
wherein the ranking score is used to order the first
cluster, relative to a plurality of other clusters gener-
ated from a respective seed according to the search
strategy.

Clause 22. A computer-implemented method for pri-
oritizing a plurality of clusters, the method compris-
ing:

identifying a scoring strategy for prioritizing the
plurality of clusters, wherein each cluster is gen-
erated from a seed and stores a collection of
data retrieved using the seed;
for each cluster:

evaluating, by operation of a cluster engine
executing on a processor, elements of the
collection of data stored by the cluster ac-
cording to the scoring strategy, and
assigning a score to the cluster based on
the evaluation; and

ranking the clusters according to the respective
scores assigned to the plurality of clusters.
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Clause 23. The method of clause 22, wherein the
collection of data stored by each cluster includes fi-
nancial data evaluated by the scoring strategy for a
risk of fraud.

Clause 24. The method of clause 22, wherein the
score assigned to each cluster corresponds to an
amount at risk.

Clause 25. The method of clause 22, wherein as-
signing a respective score to the cluster based on
the evaluation comprises:

determining a plurality of base scores;
determining, as the score to assign to the clus-
ter, an aggregate score for the cluster from the
plurality of base scores.

Clause 26. The method of clause 22, further com-
prising, presenting a summary for one or more of the
plurality of clusters according to the ranking.

Clause 27. The method of clause 27, wherein the
summary presents the seed associated with each of
the clusters.

Clause 28. The method of clause 22, further com-
prising:

identifying a second scoring strategy for priori-
tizing the plurality of clusters; for each cluster:
evaluating one or more attributes of the collec-
tion of data stored by the cluster according to
the second scoring strategy, and assigning a
second score to the cluster;
re-ranking the clusters according to the respec-
tive second ranking scores assigned to the plu-
rality of clusters; and
presenting a second summary of the plurality of
clusters according to the re-ranking.

Clause 29. A computer-readable storage medium
storing instructions that, when executed by a proc-
essor, cause the processor to perform an operation
for prioritizing a plurality of clusters, the operation
comprising:

identifying a scoring strategy for prioritizing the
plurality of clusters, wherein each cluster is gen-
erated from a seed and stores a collection of
data retrieved using the seed;
for each cluster:

evaluating elements of the collection of data
stored by the cluster according to the scor-
ing strategy, and
assigning a score to the cluster based on
the evaluation; and

ranking the clusters according to the respective
scores assigned to the plurality of clusters.

Clause 30. The computer-readable storage medium
of clause 29, wherein the collection of data stored
by each cluster includes financial data evaluated by
the scoring strategy for a risk of fraud.

Clause 31. The computer-readable storage medium
of clause 29, wherein the score assigned to each
cluster corresponds to an amount at risk.

Clause 32. The computer-readable storage medium
of clause 29, wherein assigning a respective score
to the cluster based on the evaluation comprises:

determining a plurality of base scores;

determining, as the score to assign to the clus-
ter, an aggregate score for the cluster from the
plurality of base scores.

Clause 33. The computer-readable storage medium
of clause 29, wherein the operation further compris-
es, presenting a summary for one or more of the
plurality of clusters according to the ranking.

Clause 34. The computer-readable storage medium
of clause 33, wherein the summary presents the
seed associated with each of the clusters.

Clause 35. The computer-readable storage medium
of clause 29, wherein the operation further compris-
es:

identifying a second scoring strategy for priori-
tizing the plurality of clusters; for each cluster:

evaluating one or more attributes of the col-
lection of data stored by the cluster accord-
ing to the second scoring strategy, and
assigning a second score to the cluster;

re-ranking the clusters according to the respec-
tive second ranking scores assigned to the plu-
rality of clusters; and
presenting a second summary of the plurality of
clusters according to the re-ranking.

Clause 36. A computer system, comprising:

a processor; and
a memory storing one or more programs, which,
when executed on the processor, perform an
operation for prioritizing a plurality of clusters,
the operation comprising:

identifying a scoring strategy for prioritizing
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the plurality of clusters,

wherein each cluster is generated from a seed
and stores a collection of data retrieved using
the seed,
for each cluster:

evaluating elements of the collection of data
stored by the cluster according to the scor-
ing strategy; and
assigning a score to the cluster based on
the evaluation, and ranking the clusters ac-
cording to the respective scores assigned
to the plurality of clusters.

Clause 37. The system of clause 36, wherein the
collection of data stored by each cluster includes fi-
nancial data evaluated by the scoring strategy for a
risk of fraud.

Clause 38. The system of clause 36, wherein the
score assigned to each cluster corresponds to an
amount at risk.

Clause 39. The system of clause 36, wherein assign-
ing a respective score to the cluster based on the
evaluation comprises:

determining a plurality of base scores;
determining, as the score to assign to the clus-
ter, an aggregate score for the cluster from the
plurality of base scores.

Clause 40. The system of clause 36, further com-
prising, presenting a summary for one or more of the
plurality of clusters according to the ranking.

Clause 41. The system of clause 41, wherein the
summary presents the seed associated with each of
the clusters.

Clause 42. The system of clause 36, wherein the
operation further comprises:

identifying a second scoring strategy for priori-
tizing the plurality of clusters; for each cluster:
evaluating one or more attributes of the collec-
tion of data stored by the cluster according to
the second scoring strategy, and assigning a
second score to the cluster;
re-ranking the clusters according to the respec-
tive second ranking scores assigned to the plu-
rality of clusters; and
presenting a second summary of the plurality of
clusters according to the re-ranking.

Claims

1. A computer-implemented method for generating a
cluster of related data entities, the method compris-
ing:

communicating with one or more electronic data
stores storing a plurality of data entities and re-
spective data entity attributes, the one or more
electronic data stores in communication with
one or more hardware computer processors, the
one or more hardware computer processors
configured with specific computer executable in-
structions;
automatically selecting and retrieving, from the
one or more electronic data stores and by the
one or more hardware computer processors, a
seed data entity selected from the plurality of
data entities;
adding, by the one or more hardware computer
processors, the seed data entity to a data entity
cluster;
identifying, by the one or more hardware com-
puter processors, at least one data entity at-
tribute associated with the seed data entity;
determining, by the one or more hardware com-
puter processors and based on a cluster strat-
egy and the at least one data entity attribute,
one or more additional data entities related to
the seed data entity,; and
adding, by the one or more hardware computer
processors and based on the cluster strategy,
the one or more additional data entities to the
data entity cluster.

2. The method of claim 1, further comprising:

comparing, by the one or more hardware com-
puter processors, data entities associated with
the data entity cluster to data entities associated
with a second data entity cluster; and
in response to determining that at least one data
entity associated with the data entity cluster
shares an attribute with and/or is related to at
least one data entity associated with the second
data entity cluster, merging the data entity clus-
ter and the second data entity cluster.

3. The method of any preceding claim, wherein the
cluster strategy includes one or more search proto-
cols, and wherein determining one or more additional
data entities related to the seed data entity compris-
es:

executing at least one search protocol on the
one or more electronic data stores to access par-
ticular data entities; and
evaluating the particular data entities returned
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by the at least one search protocol to identify
one or more additional data entities for inclusion
in the data entity cluster, the one or more addi-
tional data entities sharing the at least one data
entity attribute with the seed data entity.

4. The method of claim 3, wherein the at least one
search protocol uses the data entity seed as a data
parameter input to the at least one search protocol.

5. The method of claim 3 or claim 4, wherein a first
search protocol searches for particular data entities
in a first electronic data store and a second search
protocol searches for particular data entities in a sec-
ond electronic data store, and optionally wherein the
first search protocol returns particular data entities
that are used as data parameter inputs to the second
search protocol.

6. The method of any of claims 3 to 5, further compris-
ing:

identifying, by the one or more hardware com-
puter processors, at least one other data entity
attribute associated with the one or more addi-
tional data entities;
determining, by the one or more hardware com-
puter processors and based on the cluster strat-
egy and the at least one other data entity at-
tribute, one or more tertiary data entities related
to the one or more additional data entities; and
adding, by the one or more hardware computer
processors and based on the cluster strategy,
the one or more tertiary data entities to the data
entity cluster.

7. The method of any of claims 3 to 6, further compris-
ing: assigning a ranking score to the data entity clus-
ter, wherein the ranking score is used to order the
data entity cluster relative to a plurality of other data
entity clusters generated from respective data entity
seeds according to the cluster strategy.

8. A computer-implemented method for prioritizing a
plurality of data entity clusters, the method compris-
ing:

communicating with one or more electronic data
stores storing a plurality of data entities and re-
spective data entity attributes, the one or more
electronic data stores in communication with
one or more hardware computer processors, the
one or more hardware computer processors
configured with specific computer executable in-
structions;
generating, by the one or more hardware com-
puter processors, a plurality of data entity clus-
ters that each store a collection of related data

entities, each of the data entity clusters gener-
ated by:

identifying and adding a seed data entity to
the data entity cluster; and
determining and adding to the data entity
cluster, based on a cluster strategy, one or
more additional data entities related to the
seed data entity;

identifying, by the one or more hardware com-
puter processors, a scoring strategy for priori-
tizing the plurality of data entity clusters;
for each data entity cluster:

evaluating, by the one or more hardware
computer processors and based on the
scoring strategy, the data entity cluster; and
assigning, by the one or more hardware
computer processors and based on the
evaluation, a score to the data entity cluster;
and

ranking the plurality of data entity clusters ac-
cording to the respective assigned scores.

9. The method of claim 8, wherein the score assigned
to each data entity cluster corresponds to an amount
at risk.

10. The method of claim 8 or claim 9, wherein assigning
a score to the data entity cluster comprises:

determining a plurality of base scores for the da-
ta entity cluster;
determining, based on the plurality of base
scores, an overall score for the data entity clus-
ter; and
assigning the overall score to the data entity
cluster.

11. The method of any of claims 8 to 10 further compris-
ing:

presenting, on an electronic display viewable by
a user, a listing and/or summary of one or more
of the plurality of data entity clusters according
to the ranking, and optionally wherein the listing
and/or summary presents the seed data entity
associated with each of the one or more or the
plurality of clusters.

12. The method of any of claims 8 to 11, further com-
prising:

identifying a second scoring strategy for priori-
tizing the plurality of data entity clusters;
for each data entity cluster:
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evaluating one or more attributes of the col-
lection of related data entities stored by the
data entity cluster according to the second
scoring strategy; and
assigning a second score to the data entity
cluster;

re-ranking the plurality of data entity clusters ac-
cording to the respective assigned second
scores; and
presenting, on an electronic display viewable by
a user, a listing and/or summary of one or more
of the plurality of data entity clusters according
to the re-ranking.

13. The method of any preceding claim, wherein the plu-
rality of data entities relate to financial data and in-
clude at least one of:

an account data entity,
a transaction data entity,
a customer data entity, or
a phone number data entity,

wherein the cluster strategy is configured to identify
related data entities for detection of possible fraud-
ulent financial activity, and wherein the data entity
cluster is useable by an analyst to determine various
data entities related to each other and to possible
fraudulent financial activity.

14. A computer program comprising machine-readable
instructions that when executed by computer appa-
ratus control it to perform the method of any preced-
ing claim.

15. Apparatus configured to perform the method of any
of claims 1 to 13.
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