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Description 

The  present  invention  relates  to  the  testing  of  digital  electronic  assemblies. 
Such  assemblies  exist  at  a  large  variety  of  complexities,  from  circuits  consisting  of  discrete  resistors 

5  and  transistors,  through  circuit  boards  carrying  a  large  number  of  VLSI  integrated  circuits,  up  to  complete 
computer  systems.  It  is  frequently  desirable  or  necessary  to  be  able  to  test  such  assemblies. 

At  the  lowest  levels,  testing  individual  components  such  as  resistors  and  transistors  often  requires 
checking  of  parameter  values;  in  this  case,  the  components  themselves  are  not  being  treated  as  digital 
devices.  At  the  highest  levels,  testing  is  performed  by  the  assemblies  themselves  running  self-test 

io  programs.  In  between  these  two  extremes,  testing  involves  applying  specially  selected  combinations  of 
inputs  to  the  assembly  and  monitoring  the  outputs.  It  is  with  this  intermediate  level  that  the  present 
invention  is  primarily  concerned. 

The  testing  of  such  assemblies  will  often  be  at  a  sequence  of  different  levels;  if  an  assembly  is  found  to 
be  faulty,  it  may  be  broken  down  into  subassemblies  which  are  then  tested  individually.  This  breaking  down 

75  may  be  achieved  by  physical  disassembly  or  by  the  use  of  probes  (e.g.  bed-of-nails  testers)  reaching 
individual  subassemblies  in  the  complete  assembly.  In  the  latter  case,  the  subassemblies  are  in  principle 
being  tested  individually,  although  their  responses  will  be  complicated  by  the  responses  of  those  other 
subassemblies  to  which  they  are  connected. 

The  present  invention  is  particularly  concerned  with  testing  of  assemblies  which  are  treated  as  units  - 
20  i.e.  testing  which  involves  only  applying  inputs  to  and  monitoring  outputs  from  the  entire  assembly  without 

direct  access  to  internal  points  or  components  of  the  assembly. 
A  further  problem  involved  with  testing  is  that  of  intermittent  faults.  These  are  notoriously  hard  to 

identify.  The  present  invention  is  not  concerned  with  such  faults. 
Given  an  assembly  which  requires  testing,  a  test  program  -  a  combination  of  test  inputs,  or  a  sequence 

25  of  such  combinations  -  must  be  designed  for  it.  With  sufficiently  simple  assemblies,  there  is  no  problem  in 
designing  a  test  sequence;  the  testing  can  be  exhaustive.  A  2-input  AND  gate,  for  example,  can  be  tested 
by  applying  all  four  possible  combinations  of  inputs  to  it  and  monitoring  the  output  (or  both  outputs,  if  this 
also  has  a  complementary  output).  For  more  complicated  assemblies,  however,  exhaustive  testing  is  not 
possible,  because  the  number  of  possible  combinations  of  input  bits  rises  exponentially  with  the  number  of 

30  inputs  and  because  the  number  of  possible  internal  states  of  the  assembly  also  has  to  be  taken  into 
account  if  it  goes  beyond  pure  combinatorial  logic  to  include  any  form  of  flip-flops  or  other  storage. 

It  is  possible  to  choose  a  random  or  pseudorandom  sequence  of  test  programmes  for  use  with  such  an 
assembly,  on  the  assumption  that  a  reasonably  long  such  sequence  will  almost  certainly  detect  any  faults. 
Alternatively,  it  is  possible  to  decide  beforehand  what  faults  are  likely,  and  to  attempt  to  design  a  test 

35  program  which  will  detect  such  faults.  This  latter  approach  has  hitherto  involved  treating  the  problem  of 
designing  the  test  programs  as  an  intellectual  puzzle. 
The  paper  entitled  "A  Test  Pattern  Generation  Environment  for  Complex  Test  Digital  Circuits"  in  the 
seventh  European  Conference  on  Electrotechnics,  Advanced  Technologies  and  Processes  in  Communica- 
tion  and  Power  Systems,  21-23  April  1986,  Paris,  Session  A.  II:  New  Software  and  Expert  Systems, 

40  Communication  Al  1-1  ,  R.  Lbath  et  al  describes  means  for  assisting  generation  of  test  programs  for  testing 
digital  circuit  assemblers.  It  proposes  using  expert  systems  to  help  automate  the  methods  used  by  human 
experts  which  involves  partitioning  the  circuit  into  macro  components,  determining  test  paths  throughout  the 
circuit.  That  paper  discloses  modelling  the  system  as  a  graphical  network  of  hierarchical  model  types, 
including  a  functional  model,  used  in  the  functional  partitioning  and  test  paths  determination  steps.  The  test 

45  paths  determination  step  involves  identifying  all  possible  test  paths  throughout  the  circuit  board. 
In  the  paper  entitled  "Automating  Test  Generation  Closes  the  Design  Loop"  in  Electronics,  Volume  54,  no. 
24,  30th  November  1981  New  York,  R.  Hickling  et  al  pages  129-133,  the  known  approach  of  concurrent 
simulation  where  good  and  faulty  circuit  elements  are  simulated  is  discussed.  Assessment  of  the  different 
outputs  of  the  good  and  faulty  models  is  used  to  determine  the  optimum  test  sequence  generation. 

50  The  object  of  the  present  invention  is  to  provide  an  automatic  means  for  generating,  or  a  assisting  in  the 
generation  of,  test  program  for  digital  electronic  assemblies  for  detecting  predetermined  faults. 

Accordingly  the  present  invention  provides  means  for  assisting  in  the  generation  of  a  test  program  for 
testing  a  digital  circuit  assembly  for  a  predetermined  fault,  characterized  by:  means  for  storing  formal 
hierarchical  descriptions  sufficient  to  define  the  assembly  without  and  with  the  fault;  register  means  for 

55  holding,  for  each  assembly  (i.e.  the  assembly  without  and  with  the  fault),  a  representation  of  at  least  a  part 
of  the  assembly  derived  from  its  formal  description:  three  processor  means  (17,  18,10)  for  operating  on  the 
contents  of  the  register  means  (15,  16),  wherein  the  three  processor  means  (17,18,19)  comprise:  unfolding 
processor  means  for  hierarchically  expanding  the  contents  of  the  register  means;  simplification  processor 
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means  for  applying  simplification  rules  to  the  contents  of  the  register  means;  and  discrimination  condition 
extraction  processor  means  for  extracting  discrimination  conditions  from  the  contents  of  the  register  means. 

Preferably  the  means  for  storing  the  formal  hierarchical  descriptions  of  the  two  assemblies  comprise 
primary  storage  means,  for  storing  the  respective  descriptions  of  the  two  assemblies,  consisting  of  first 

5  storage  means  for  storing  a  complete  description  of  one  of  the  assemblies  and  second  storage  means  for 
storing  a  description  of  the  fault,  and  a  submodule  storage  means  coupled  thereto  for  storing  descriptions  of 
submodules  which  may  be  repeated  in  the  assemblies  and/or  common  to  both. 

Preferably  also  the  discrimination  condition  extraction  processor  has  coupled  to  it  discrimination 
condition  storage  means  for  accumulating  successive  discrimination  conditions  determined  by  that  proces- 

io  sor. 
The  simplification  rules  stored  by  the  processor  may  consist  of  logical  rules,  arithmetical  rules,  and 

rules  relating  to  specific  circuit  properties  of  the  two  assemblies.  Optionally,  this  processor  may  allow 
operator  intervention  so  that  simplification,  particularly  relating  to  arithmetical  expressions  and  specific 
circuit  properties  of  the  two  assemblies,  may  be  performed  by  the  operator. 

15 
Specific  Embodiment 

An  embodiment  of  the  invention  will  now  be  described,  by  way  of  example,  with  reference  to  the 
drawings,  in  which: 

20  Fig.  1  is  a  block  diagram  of  a  typical  digital  electronic  assembly  for  which  test  programmes  are  to  be 
designed; 
Fig.  2  is  a  block  diagram  of  a  component  module  of  this  assembly; 
Fig.  3  is  a  diagram  showing  the  hierarchical  arrangement  of  the  modules  of  this  assembly; 
Fig.  4  is  a  block  diagram  of  apparatus  for  carrying  out  the  invention;  and 

25  Fig.  5  is  a  block  diagram  of  a  recursive  module. 

Introductory  Summary 

The  present  invention  is  concerned  with  the  testing  of  digital  circuit  assemblies,  and  more  specifically 
30  with  the  design  or  generation  of  test  programmes  therefor.  For  this,  the  assembly  must  be  described  in  a 

formal  description  language,  which  defines  the  behaviour  of  the  assembly  to  a  sufficient  degree  of  detail. 
Also,  the  nature  of  the  fault  to  be  tested  for  must  be  similarly  defined. 

More  precisely,  the  faulty  assembly  is  described  in  the  same  way  as  the  sound  assembly.  Thus  there 
are  in  effect  two  assemblies,  the  sound  one  and  the  faulty  one.  The  descriptions  of  these  two  assemblies 

35  are  expanded,  analysed,  and  compared,  using  a  three-stage  cycle  of  unfolding,  simplification,  and  extraction 
of  discrimination  (or  distinguishability)  conditions. 

The  description  of  each  assembly  is  in  tree  (hierarchical)  form,  consisting  of  a  series  of  functional 
statements  each  of  which  can  be  expanded  or  unfolded  by  going  down  the  tree.  The  initial  statement  or 
statements  describing  the  assembly  -  the  top-level  module  -  contain  explicit  references  to  the  constituent 

40  modules  at  the  next  level  down  the  hierarchy.  These  references  implicitly  refer  to  the  functions  of  these 
modules,  and  the  unfolding  involves  the  copying  of  the  functions  of  these  modules  into  the  initial  statement 
or  statements,  so  that  the  functions  of  these  modules  are  explicitly  given  in  the  resulting  versions  or 
transformations  of  the  initial  statements. 

The  simplification  stage  involves  applying  a  variety  of  logical  and  arithmetical  rules  to  manipulating  the 
45  resulting  statements  to  bring  them  into  more  convenient  form.  The  simplifications  are  directed,  as  far  as 

possible,  towards  making  possible  the  next  stage  -  the  extraction  of  discrimination  conditions.  For  this,  the 
two  parallel  sets  of  statements  for  the  sound  and  faulty  assemblies  are  compared  for  conditions  which 
match  in  the  two  sets.  Such  conditions  are  common,  in  the  sense  that  they  are  the  same  for  both  sets,  and 
necessary,  in  the  sense  that  they  must  be  satisfied  as  part  of  whatever  combination  of  test  inputs  is 

50  eventually  generated.  Thus  they  are  removed  from  the  two  sets  of  conditions  and  recorded.  The  resulting 
two  sets  of  reduced  conditions  are  then  put  through  the  three-stage  cycle  again.  Eventually,  the  two  sets  of 
reduced  conditions  simply  define  the  same  condition,  and  this  is  the  final  discrimination  condition. 

Thus  a  sequence  of  discrimination  conditions  is  found.  As  these  accumulate,  they  act,  in  effect,  to 
gradually  focus  down  onto  the  point  where  the  two  assemblies  -  the  sound  and  the  faulty  -  differ.  It  is  then 

55  straightforward  to  generate  an  actual  test  program  from  these.  (The  present  invention  is  not  concerned  with 
this  latter  step,  which  is  therefore  not  described.) 

The  simplification  and  discrimination  condition  extraction  processes  rely  heavily  on  expressions  of  the 
if-then-else  form. 

4 
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Prolog 

The  present  specification  assumes  a  basic  knowledge  of  logic  programming  such  as  that  possessed  by 
any  skilled  worker  in  the  field.  In  particular,  some  knowledge  of  the  logic  programming  language  Prolog  is 

5  assumed  (for  a  basic  text,  refer  to  "Programming  in  Prolog",  W  F  Clocksin  and  C  S  Mellish,  Springer- 
Verlag,  1984).  As  an  aid  in  understanding  the  invention,  however,  an  exceedingly  brief  summary  of  Prolog  is 
as  follows.  This  summary  is  of  course  far  from  precise;  for  accuracy,  reference  must  be  had  to  a  standard 
text  on  Prolog,  such  as  the  Clocksin  and  Mellish  book. 

Prolog  is  a  declarative  language  designed  primarily  for  symbolic,  non-numeric  computation,  and  a 
io  Prolog  program  consists  of  a  set  of  fact  and  rule  statements.  There  is  almost  nothing  corresponding  to  the 

program  structure  of,  say,  Fortran. 
For  present  purposes,  the  ultimate  elements  of  Prolog  are  constants.  Variables  also,  of  course,  exist  in 

Prolog,  though  they  are  "ultimately"  (in  the  sense  just  used)  instantiated  as  ("replaced  by")  constants.  A 
constant  is  normally  written  with  an  initial  lower-case  letter  (eg  john),  a  variable  with  an  initial  upper-case 

15  letter  (eg  X  or  Father). 
A  typical  simple  Prolog  fact  statement  has  the  form  parent(john,susan),  which  can  be  taken  as 

meaning  that  john  is  the  parent  of  susan.  A  query  or  goal  has  the  same  form  as  a  fact  statement  preceded 
by  a  query  symbol  ?.  Thus  ?parent(john,Child)  is  a  query.  A  Prolog  system  will  recognize  a  query,  identify 
the  variables  in  it  (in  this  case  Child,  identified  as  a  variable  by  its  initial  upper-case  letter),  and  try  to  find  a 

20  "solution"  to  the  implied  goal  of  finding  a  constant  which  makes  the  query  statement  true.  (In  this  case,  the 
variable  Child  is  instantiated  to  the  constant  susan.)  A  fact  statement  can  have  any  number  of  arguments, 
and  any  of  these  can  be  variables;  if  the  fact  statement  is  a  query,  the  system  tries  to  find  constants  for  all 
these  variables.  (A  goal  or  query  can  consist  of  a  combination  of  statements,  so  that  for  example  a  variable 
has  to  satisfy  two  or  more  query  statements  together.) 

25  More  general  relationships  are  expressed  as  rules,  which  are  composed  of  statements  having  the  same 
general  form  as  fact  statements.  An  example  of  a  relationship  is 
grandfather(X,Y)  :- 
father(X,Z), 
father(Z,Y); 

30  father(X,Z), 
mother(Z,Y). 
(Here  the  comma  indicates  logical  AND,  so  that  for  example  father(X,Z)  and  father(Z,Y)  must  both  be  true, 
while  the  semicolon  indicates  logical  OR,  so  that  grandfatherhood  can  be  paternal  or  maternal.)  The  system 
is  able  to  utilize  the  rules  to  draw  logical  conclusions  in  trying  to  satisfy  a  goal  or  query;  in  other  words,  if  it 

35  finds  that  the  left-hand  portion  of  a  rule  might  satisfy  a  query,  it  is  able  to  set  up  the  right-hand  side  as  one 
or  more  sub-queries. 

A  fundamental  feature  of  Prolog  is  that  rules  can  be  recursive.  A  simple  example  is 
ancestor(X,Y)  :- 
parent(X,Y). 

40  ancestor(X,Z)  :- 
parent(X,Y), 
ancestor(Y,Z). 
The  second  rule  defines  the  ancestorhood  relationship  recursively.  A  recursive  relationship  like  this  must 
always  be  accompanied  by  an  alternative  non-recursive  rule  for  the  same  relationship;  here,  the  first  rule 

45  defines  the  required  alternative  ancestorhood  relationship.  (There  are  also  further  limitations  which  must  be 
observed  if  the  danger  of  infinite  regress  is  to  be  avoided.) 

Prolog  is  primarily  a  declarative  rather  than  a  procedural  language.  The  primary  way  to  achieve 
something  in  Prolog  is  therefore  by  formulating  a  goal  -  a  statement  preceded  by  a  query  symbol.  The 
system  attempts  to  satisfy  this  goal,  by  looking  for  constants  which  can  be  substituted  for  the  variables  in 

50  the  goal.  In  so  doing,  the  system  searches  through  the  various  statements,  looking  for  ones  which  match 
the  goal  or  some  part  of  it.  This  may  involve  replacing  a  variable  in  the  goal  by  a  statement  in  the  system, 
which  then  becomes  a  subgoal.  So  statements  can  often  be  regarded  as  declarative  formulations  of  what,  in 
procedural  systems,  would  be  subroutines.  (The  ancestor  rules  above  are  a  simple  example  of  this.)  The 
setting  up  of  a  subgoal  in  a  Prolog  system  is  broadly  similar  to  the  calling  of  a  subroutine  in  a  procedural 

55  system. 
Although  Prolog  is  primarily  symbolic,  it  is  possible  to  include  numeric  functions  in  it.  In  fact,  some 

basic  functions  like  addition  of  integers  are  normally  built  into  the  system,  and  more  complicated  functions 
can  be  defined  in  terms  of  these  basic  functions. 

5 
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In  the  description  which  follows,  the  conventions  of  Prolog  will  be  used,  though  somewhat  loosely  and 
informally.  Further,  some  aspects  of  the  invention  will  be  described  procedurally  rather  than  declaratively.  It 
will  be  realized  that  on  the  one  hand,  the  invention  can  be  implemented  largely  by  means  of  declarative 
statements  supported  by  a  conventional  Prolog  or  Prolog-like  system;  on  the  other  hand,  the  invention  can 

5  be  implemented  largely  procedurally. 

Formal  description  of  hardware 

The  present  invention  is  concerned  with  generating,  automatically  or  semi-automatically,  a  test  program 
io  -  a  set  of  test  conditions  -  for  testing  the  operation  of  a  defined  piece  of  hardware.  For  this,  the  hardware  to 

be  tested  has  to  be  described  in  a  predetermined  formal  manner  -  that  is,  using  a  formal  language,  which  is 
in  the  preferred  embodiment  a  Prolog-like  language.  The  nature  of  this  language  will  become  apparent  from 
an  example. 

is  An  example  of  a  hardware  circuit 

Fig.  1  is  a  block  diagram  of  a  circuit  for  monitoring  the  behaviour  of  a  memory.  (This  circuit  is  in  fact  a 
simplified  version  of  a  practical  circuit,  in  which  there  is  a  bank  of  24  edge  pulse  generators  operated  in 
parallel.)  A  microprocessor  mc  controls  a  loop  pulse  generator  pgen,  the  out  put  of  which  is  fed  to  peff  and 

20  fed  back  to  the  microprocessor,  and  an  edge  pulse  generator  egen  the  output  of  which  is  fed  to  a  pulse 
edge  flip-flop  peff,  the  output  of  this  flip-flop  is  observable.  The  loop  pulse  generator  and  edge  pulse 
generator  are  of  similar  construction. 

The  operation  of  the  circuit  is  that  the  microprocessor  initially  programs  the  two  generators  with  various 
delay  times.  It  then  sends  a  sequence  of  signals  to  the  two  generators,  each  signal  selecting  the  next  delay 

25  of  the  stored  sequence  of  delays.  The  loop  pulse  generator  pgen  sends  its  output  back  to  the  microproces- 
sor  at  the  end  of  each  of  its  delays  (cycles),  and  the  microprocessor  then  sends  out  the  next  signal  to  the 
two  generators.  The  edge  generator  egen  responds  similarly  to  the  signals  from  the  microprocessor, 
producing  a  signal  after  each  of  its  preset  delay  times.  These  signals  are  sent  to  the  pulse  edge  flip-flop  to 
set  it.  The  delay  of  the  edge  generator  egen  may  exceed  that  of  the  pulse  generator  pgen,  so  the  edge 

30  generator  egen  must  be  able  to  measure  two  delays  at  the  same  time,  one  starting  with  the  most  recent 
select  signal  from  the  microprocessor  and  the  other  still  running  from  the  previous  such  signal.  It  therefore 
contains  two  delay  circuits,  unlike  the  loop  pulse  generator.  The  microprocessor  inspects  the  state  of  the 
pulse  edge  flip-flop  on  receiving  the  pulse  from  the  loop  pulse  generator;  this  pulse  also  resets  the  pulse 
edge  flip-flop  if  it  was  set  during  the  cycle  ended  by  this  pulse. 

35  Fig.  2  is  a  block  diagram  of  the  edge  generator  unit  egen.  This  consists  of  a  test  signal  random  access 
memory  tsram,  two  counters  even  counter  and  odd  counter,  and  an  OR  gate  or  (also  named  edgeorl) 
as  shown.  The  RAM  initially  has  a  series  of  delays  stored  in  it,  as  a  series  of  values  of  a  signal  addr_bus 
on  a  16-bit  bus  (the  RAM  size  is  256  x  16  bits).  The  microprocessor  then  sends  a  sequence  of  addresses; 
as  each  address  is  received,  the  corresponding  stored  value  is  read  out  of  the  RAM  and  passed  to  the  even 

40  and  odd  counters  over  a  bus  data  bus.  A  select  signal  select  generated  by  the  microprocessor  changes 
state  on  each  "cycle",  so  that  the  even  and  odd  counters  are  alternately  selected.  The  selected  counter  has 
the  stored  value  from  the  RAM  set  into  it,  and  then  counts  down  steadily  in  response  to  clock  pulses;  when 
the  count  reaches  0,  the  counter  produces  an  output  pulse.  This  output  pulse  is  passed  through  the  OR 
gate  to  produce  a  signal  edgeout,  which  is  fed  to  the  pulse  edge  flip-flop  peff. 

45 
Formal  description  of  this  circuit 

The  formal  description  of  this  circuit  will  be  developed  by  means  of  Prolog-like  statements,  treating  the 
circuit  as  a  hierarchy  of  modules.  (It  will  be  realized,  of  course,  that  other  formal  types  of  description  exist, 

50  and  can  be  used  instead  of  the  present  Prolog-type  form.) 
The  circuit  itself  is  a  module,  and  consists  of  simpler  modules,  some  of  which  may  themselves  consist 

of  even  simpler  modules.  At  the  lowest  level,  there  are  elementary  modules  which  do  not  consist  of  simpler 
modules.  The  circuit  description  is  in  terms  of  module  types  and  named  modules;  each  module  type  has  its 
function  defined,  each  named  module  has  its  inputs  and  outputs  defined  and  its  construction  defined  (if  it  is 

55  composed  of  simpler  modules)  or  its  type  defined  (if  it  is  an  elementary  module),  and  the  connections 
between  the  modules  are  defined.  Fig.  3  is  a  diagram  illustrating  generally  the  hierarchy  of  the  modules  of 
the  circuit  above.  (The  module  bus'(data)  should  be  disregarded  for  the  moment.) 
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The  edge  generator  module  itself  is  defined  by  a  series  of  statements.  The  first  is  self-explanatory, 
naming  the  module  itself: 
module(egen) 
Next,  the  ports  are  defined: 

5  port(egen,eram,input,array[1...2*kN]  of  integer  (M)) 
port(egen,select,input,bit) 
port(egen,addr,input,integer) 
port(egen,edgeout,output,integer) 
The  last  three  of  these  statements  are  largely  self-explanatory;  they  are  ports  of  the  module  egen,  the 

io  second  variable  in  each  statement  is  the  name  of  the  signal  at  the  port,  they  are  inputs  or  outputs  as  the 
case  may  be,  and  the  signals  on  them  are  bits  or  integers  as  the  case  may  be.  The  last  variable  in  the  first 
statement  is  a  formal  way  of  indicating  that  the  input  signal  is  a  list  or  array  of  2N  elements,  each  of  which  is 
an  integer. 

Next,  the  components  or  parts  of  the  module  are  defined.  The  present  module  has  six  parts,  the  two 
is  counters,  the  OR  gate,  the  address  and  data  buses,  and  the  RAM.  Typical  part  statements  are: 

part(egen,odd_counter,counter) 
part(egen,even  counter.counter) 
part(egen,data  bus,  bus(M)) 
part(egen,tsram,ram(M,N)) 

20  These  statements  ore  largely  self-explanatory.  The  third  variable  defines  the  type  of  the  part:  a  counter,  an 
M-bit  bus,  or  an  M  x  N  RAM.  It  will  be  noted  that  the  module  is  defined  as  having  two  counters, 
even  counter  and  odd  counter,  which  are  of  the  same  type;  the  third  variable  in  the  two  statements  is 
the  same  in  both.  Thus  in  practice,  a  library  of  part  types  would  normally  exist  and  gradually  be  expanded, 
and  the  formal  specification  of  particular  modules  would  gradually  become  largely  a  matter  of  picking  out 

25  the  parts  types  and  specifying  the  modules  as  combinations  of  known  part  types  together  with  their 
interconnections. 

Next,  the  connections  between  the  various  devices  of  the  module  are  defined.  The  statements  for  this 
are  largely  self-explanatory;  typical  ones  are: 
connected(egen,select,enable(odd_counter)) 

30  connected(egen,out(odd_counter),in1(edgeor1)) 
This  completes  the  description  of  the  assembly  as  such,  i.e.  the  module  egen.  However,  the 

component  parts  must  be  defined.  If  a  component  part  is  itself  defined  in  terms  of  further  modules,  it  is 
described  in  just  the  same  way  as  the  whole  assembly.  If  however  it  is  an  elementary  module,  its  definition 
has  port  statements  but  no  part  or  interconnection  statements;  instead,  it  has  an  output  equation  statement. 

35  For  example,  a  bus  is  defined  by  the  statements: 
module(bus(M)) 
port(bus(M),in,input,integer(M)) 
port(bus(M),out,output,integer(M)) 
OutputEqn(bus,out)  =  in. 

40  An  OR  gate  is  defined  by: 
module(edgeor) 
port(edgeor,in1  ,input,integer) 
port(edgeor,in2,input,integer) 
port(edgeor,out,output,integer) 

45  OutputEqn(edgeor,out)  =  if  (in1  =  0)  then  in2 
else  if  (in2  =  0)  then  in1. 

For  features  of  the  module  which  involve  timing  considerations  -  i.e.  those  which  are  not  simply  pure 
combinatorial  logic  circuits  -  the  timing  aspects  have  to  be  token  into  account.  This  may  permit  a  choice  as 
to  the  level  of  detail  involved.  In  the  present  module,  for  example,  there  are  the  "cycles"  determined  by  the 

50  loop  pulse  generator  pgen,  and  the  "clock  ticks"  of  the  clock  feeding  the  counters  in  the  pulse  generators; 
different  cycles  are  different  and  (generally)  fairly  large  numbers  of  clock  ticks  long.  It  is  desirable  to 
choose  the  level  of  detail,  i.e.  the  size  of  the  "elementary  period"  used  for  the  formal  description, 
appropriately.  If  it  is  chosen  too  large,  it  may  not  be  possible  to  obtain  a  test  program  of  signals;  if  it  is 
chosen  too  small,  the  task  of  determining  a  test  program  may  be  unduly  complicated. 

55  With  the  present  module,  although  there  are  events  occurring  inside  a  cycle,  such  as  counters  reaching 
their  present  counts,  it  is  clear  in  this  instance  that  the  behaviour  of  the  components  involved  in  such  events 
can  be  adequately  specified  by  specifying  their  states  at  the  end  of  each  cycle.  Also,  the  microprocessor 
only  observes  the  state  of  the  system  at  the  end  of  each  cycle  -  it  cannot  observe  events  occurring  inside  a 
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cycle.  It  is  therefore  appropriate  to  choose  the  "cycle"  as  the  elementary  period. 
For  the  flip-flop  peff,  therefore,  the  output  equation  is  supplemented  by  internal  state  statements 

together  with  state  equations  which  specify  the  state  of  the  flip-flop  at  the  end  of  each  cycle  in  terms  of 
events  which  have  occurred  during  the  current  cycle  and  its  state  at  the  end  of  the  previous  cycle.  The 

5  states  and  equations  are: 
OutputEqn(peff,out)  =  edgeseen 
state(peff,pendingedge,bit,false) 
state(peff,edgeseen,bit,false) 
StateEqn(peff,pendingedge)  = 

w  it  edge  period  then  1 
else  pendingedge.old 

StateEqn  (peff,  edgeseen)  = 
15 

if  pendingedge  then  1 

else  if  period  >  edge  >  0  then  1 

else  edgeseen.  o l d  
20 

It  is  thus  evident  that  any  assembly  can  be  formally  defined  by  means  of  Prolog-like  statements.  The 
assembly  itself,  and  any  component  module  which  is  not  elementary,  is  defined  in  terms  of  its  inputs, 
outputs,  component  modules,  and  interconnections,  and  each  elementary  module  is  defined  in  terms  of  its 

25  inputs,  outputs,  interconnections,  output  equations,  and  -  if  necessary  -  its  state  equations. 

Defining  the  fault 

As  noted  above,  it  is  necessary  to  define  in  advance  the  nature  of  the  fault  which  is  to  be  detected.  For 
30  present  purposes,  it  will  be  assumed  that  the  fault  to  be  detected  is  a  stuck-at-1  fault  on  one  of  the  bus 

lines.  The  desired  behaviour  of  a  bus  bus  is: 
bus(Name,Value)  == 
Value, 
while  the  behaviour  of  a  bus  Jbus'  with  this  fault  is: 

35  bus'(Name,Value)  == 
iffName  =  data  &  bit(Value,n)  =  0)  then  Value  +  2**n 
else  Value. 
The  convention  is  used  that  the  faulty  version  of  a  device  is  distinguished  by  a  prime.  Returning  to  Fig.  3, 
this  also  shows  the  hierarchy  for  the  faulty  module,  which  includes  the  module  bus'(data)  (connected  by 

40  broken  lines)  in  place  of  the  sound  module  bus(data). 
It  will  be  noted  that  this  fault  is  defined  parametrically.  In  other  words,  this  description  of  the  fault 

defines  16  separate  possible  faults,  corresponding  to  the  16  possible  stuck-at-1  conditions  on  the  16  lines  of 
the  bus.  It  is  highly  advantageous  to  describe  faults  in  this  way,  since  it  permits  a  single  program  of  test 
inputs  to  be  determined  for  the  whole  bundle  of  faults,  or  at  least  a  set  of  program  having  a  common 

45  parametric  definition. 

Apparatus  for  generating  test  conditions 

Given  a  formal  description  of  the  assembly  and  of  the  fault  to  be  tested  for,  a  program  -  a  test 
50  combination  or  sequence  of  combinations  -  of  inputs  has  to  be  determined,  from  these  descriptions,  which 

will  detect  the  fault  -  i.e.  will  give  different  combinations  of  outputs  depending  on  whether  or  not  the  fault  is 
present.  To  be  precise,  there  are  two  versions  of  the  assembly  -  the  sound  one  and  the  faulty  one  -  and  a 
test  program  has  to  be  discovered  which  will  give  different  output  combinations  when  applied  to  the  two 
versions  of  the  assembly.  This  is  achieved  by  starting  with  the  two  sets  of  statements  defining  the  two 

55  versions  of  the  assembly,  applying  a  series  of  unfolding  and  simplification  steps  to  them,  and  extracting 
discrimination  or  distinguishability  conditions  (DCs).  From  these,  a  test  program  can  be  obtained. 

In  this  process,  the  two  versions  of  the  assembly  are  treated  in  the  same  way,  to  preserve  and  exploit 
the  isomorphism  between  their  structures.  Further,  for  the  inital  stages  of  the  process,  the  two  versions  of 
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the  assembly  appear  identical,  so  it  is  not  until  the  difference  between  the  two  versions  becomes  explicit 
that  the  two  versions  need  to  be  treated  differently. 

Fig.  4  is  a  simplified  block  diagram  of  apparatus  for  carrying  out  this  process.  A  control  unit  10  controls 
the  sequence  of  operation  of  the  rest  of  the  units  of  the  apparatus. 

5  A  memory  unit  11  includes  two  memories  12  and  13,  containing  the  formal  hierarchical  descriptions  of 
the  sound  assembly  and  the  faulty  assembly  respectively.  These  memories  are  both  coupled  to  a  memory 
14  which  contains  a  library  of  formal  descriptions  of  standard  modules  -  i.e.  of  modules  which  are  likely  to 
form  parts  of  the  assembly  for  which  a  set  of  test  conditions  is  to  be  determined.  Hence  modules  which  are 
the  same  in  both  assemblies  may  be  identified  in  the  descriptions  in  the  memories  12  and  13,  but  the 

io  details  of  the  descriptions  may  be  stored  in  the  memory  14.  These  details  will  be  accessed  by  the 
memories  12  and  13  when  required.  Also,  if  there  are  two  or  more  identical  modules  in  a  assembly,  the 
description  of  the  assembly  will  identify  those  modules,  while  the  details  of  the  descriptions  may  be  stored 
in  the  memory  14  and  accessed  by  the  memory  12  or  13  each  time  they  are  required  for  any  of  the 
identical  modules.  (Oviously  modules  can  similarly  be  composed  of  sub-modules.) 

is  It  will  be  realized  that  in  principle,  it  would  be  possible  for  each  of  the  memories  12  and  13  to  contain  a 
complete  description  of  its  assembly.  However,  this  would  involve  considerable  duplication  of  information. 

In  a  converse  manner,  while  one  of  the  memories  12  and  13  must  contain  a  complete  description  of  its 
assembly  (say  the  sound  assembly),  the  other  need  only  contain  a  description  of  the  difference  between  the 
two  assemblies;  that  is,  that  part  of  its  assembly  containing  the  fault  in  a  form  in  which  the  corresponding 

20  sound  part  in  the  memory  12  can  be  identified.  The  description  of  the  remainder  of  the  faulty  assembly  can 
then  be  copied  from  the  memory  12  when  required. 

There  are  two  representation  registers,  15  and  16,  for  holding  formal  representations  of  the  sound 
assembly  and  the  faulty  assembly  respectively.  These  formal  representations  are  obtained  initially  from  the 
two  memories  12  and  13,  and  are  subjected  to  various  manipulations.  These  two  registers  are  coupled  via  a 

25  bus  20  to  three  processing  units:  an  unfolding  processor  17,  a  simplification  processor  18,  and  a 
discrimination  (or  distinguishability)  condition  (DC)  extraction  processor  19.  (These  processors,  and  other 
units  of  the  system,  can  of  course  be  modules  of  a  suitable  program  or,  in  the  case  of  storage  units, 
memory  areas  defined  by  such  a  program.)  These  processors  operate  broadly  in  sequence. 

Each  of  these  processors  can  carry  out  certain  manipulations  on  the  expressions  in  the  registers  15  and 
30  16.  The  unfolding  processor  17  can  make  calls  to  the  memory  unit  11  to  control  the  initial  loading  of  these 

registers,  and  in  order  to  unfold  the  expressions  in  these  registers.  Also,  when  the  DC  extraction  processor 
19  detects  DCs,  it  can  delete  them  from  the  expressions  in  these  registers.  When  the  expressions  in  the 
registers  15  and  16  have  been  reduced  to  nothing,  the  list  of  DCs  in  the  memory  21  together  form  the 
required  set  of  test  conditions  which  will  allow  the  faulty  assembly  to  be  distinguished  from  the  sound  one. 

35  When  the  DC  extractor  processor  19  detects  a  DC,  it  in  fact  passes  it  to  a  DC  consistency  checking 
processor  22,  which  compares  the  DC  from  processor  19  with  the  DCs  already  stored  in  the  DC  memory 
21  to  determine  whether  the  new  DC  is  logically  consistent  with  the  stored  DCs.  If  it  is  logically  consistent, 
then  it  is  stored  into  the  DC  memory  21  .  However,  if  it  is  logically  inconsistent,  it  is  rejected  as  a  DC  and 
left  in  the  expressions  in  the  registers  15  and  16,  and  the  system  continues  by  looking  for  further  DCs  and 

40  simplifications.  The  logical  rules  used  by  the  processors  18,  19,  and  22  are  stored  in  a  logical  rules  memory 
23,  which  is  coupled  to  all  these  processors.  (In  fact,  the  processors  18  and  22  in  particular  use  the  same 
rules  to  an  appreciable  extent.)  When  the  DC  has  been  accepted  or  rejected  by  the  processor  22,  control 
passes  back  to  processor  17  for  the  next  stage  of  unfolding. 

It  may  be  desirable  for  the  simplification  and  DC  extraction  steps  to  be  intermingled,  so  that  the 
45  expressions  in  the  registers  15  and  16  are  examined  for  possible  DCs  after  each  individual  simplification 

(i.e.  each  application  of  any  of  the  simplification  rules).  If  any  DCs  are  found  and  extracted,  further 
simplification  will  be  attempted.  Only  after  all  DCs  have  been  extracted  and  no  further  application  of  the 
simplification  rules  is  possible  will  control  return  to  processor  17  for  the  next  stage  of  unfolding. 

It  will  be  realized  that  it  is  possible  to  allow  interaction  with  an  operator,  by  displaying  the  contents  of 
50  the  two  registers  15  and  16  and  allowing  the  operator  to  guide  the  operation  of  the  processors  17  to  19. 

This  option  is  particularly  useful  with  regard  to  the  operation  of  the  simplification  processor  18,  for  various 
reasons. 

One  is  that  operations  of  the  general  class  with  which  the  present  invention  is  concerned  are  liable  to 
suffer  from  what  is  termed  exponential  explosion;  that  is,  the  number  of  possible  courses  grows  exponen- 

55  tially  and  is  liable  to  become  unmanageable.  In  the  present  invention,  the  greatest  danger  of  exponential 
growth  is  in  the  simplification  stage,  and  operator  guidance  may  help  to  limit  such  growth. 

The  second  reason  is  concerned  with  the  nature  of  simplification.  As  will  be  seen,  simplification  can 
involve  logical  manipulation,  arithmetical  manipulation,  and  use  of  special  properties  of  the  assembly  (such 

9 



EP  0  363  465  B1 

as,  for  example,  that  two  different  sub-modules  cannot  be  active  simultaneously).  It  is  fairly  straightforward 
to  build  the  rules  for  logical  manipulation  into  the  processor  18.  However,  the  rules  for  arithmetical 
manipulation  are  harder  to  build  in  effectively,  because  arithmetic  is  a  more  complicated  formal  system  than 
logic.  (Indeed,  a  sufficiently  simple  formal  logical  system  has  full  provability,  while  arithmetic  cannot, 

5  because  of  Godel's  theorem.)  Hence  it  may  be  feasible  for  an  operator  to  recognize  arithmetical  equivalen- 
ces  which  cannot  easily  be  built  into  the  processor  18.  (For  example,  it  would  be  difficult  to  build  arithmetic 
rules  into  the  system  which  were  capable  of  dealing  with  polynomial  or  cyclic  redundancy  check  functions.) 
Similarly,  it  may  be  easier  for  an  operator  to  recognize  special  properties  of  the  assembly  than  for  these  to 
be  predefined  in  an  extended  formal  system  description  or  for  the  system  itself  to  discover  them  as 

io  consequences  of  the  formal  system  description. 
Simplification,  as  will  be  seen  later,  consists  essentially  of  manipulating  logical  expressions.  This  can  be 

done  from  the  inside  outwards,  starting  inside  the  innermost  brackets  of  an  expression  and  carrying  out  any 
possible  manipulations  at  that  level  first,  and  then  gradually  working  up  through  the  brackets  to  the 
outermost  expressions;  from  the  outside  inwards,  starting  with  unbracketed  expressions,  and  gradually 

is  working  down  into  any  hierarchy  of  brackets;  or  by  a  combination  of  both  techniques. 

Operation  of  the  system 

The  manner  in  which  the  system  operates  to  obtain  discrimination  conditions  for  the  circuit  of  Figs.  1  to 
20  3  is  as  follows. 

Unfolding 

Unfolding  is  carried  out  by  the  unfolding  processor  17,  operating  on  the  formal  descriptions  held  in  the 
25  registers  15  and  16.  For  this,  processor  17  selects  an  element  in  the  contents  of  the  formal  descriptions, 

and  causes  it  to  be  replaced  by  the  definition  of  that  element  in  terms  of  simpler  elements.  The  processor 
preferably  operates  broadly  in  a  top  down  manner,  unfolding  different  branches  more  or  less  in  step  with 
each  other.  Thus  in  unfolding  the  tree  shown  in  Fig.  3,  if  even  counter  is  selected  for  unfolding  after 
edgeor  has  been  unfolded,  the  system  will  next  select  odd  counter  for  unfolding,  rather  than  trying  to 

30  unfold  data  Jbus.  (In  fact,  it  is  evident  that  data  Jbus  cannot  be  unfolded  until  both  the  counters  have 
been  unfolded.)  Also,  processor  17  unfolds  the  two  expressions  (for  the  sound  assembly  and  the  faulty 
assembly  respectively)  in  step  with  each  other  as  far  as  possible. 

The  edge  generator  is  defined  as 

35 
egen  (Name,Eram,Select,Addr)  == 

edgeor  (edgeor  1  , 
counter  (even_counter ,  

40  „  , Se lec t ,  

bus  (da  ta_  bus,  ram  (  tsram,Eram,  bus  (address_  bus ,Addr»» ,  
counter  (odd_  counter ,  

45  Se lec t ,  

bus  (da  ta_  bus,raa  (  tsram,Eram,  bus  (address_  bus,Addr)))X 

50  To  initiate  unfolding,  the  call  to  edgeor  is  opened,  this  function  being  defined  as 
edgeor(Name,E1  ,E2)  == 
if  (E1  =  0)  then  E2 
else  (if  (E2  =  0)  then  E1). 
where 

55  E1  =  counterfeven  counter,Select,bus(...)) 
E2  =  counter(odd_counter,Select,bus(...)), 
(The  bus  definition  is  abbreviated  to  ...  for  convenience.)  The  unfolding  processor  17  deletes  the  term 
edgeor  from  the  register  13,  and  causes  it  to  be  replaced  by  the  expression  just  given.  Thus  the  unfolding 
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which  results  from  this  call  is: 

egen  Glome,  Eram,  Select,  Addr)  == 
if  (counter  (even_counter ,Selec t ,bus   C)  =  0)  then 

counter  (odd_  counter,  Select  ,  bus  C »  
else  if  (counter  (odd_counter,  Select,  bus  C)  =  0)  then 

counter  (even_counter ,Select ,   bus  O A  

The  call  to  counter  is  now  unfolded  in  this  last  expression,  in  the  same  way.  The  function  counter  is 
defined  as 
counter(Name,Select,Arg)  == 
if  ((Name  =  Select)  &  (Arg  =1=  e  off_c))  then  Arg  else  0. 
This  unfolding  yields 

egen  (Name,Eram,Select,Addr)  == 

if(   (if  (even_counter  =  Select)   a  busC)   =/=  e _ o f f _ c  

then  b u s C )  

else  0)  =  0 )  

then 

(if  (odd_counter  =  Select)   a  busC)   =/=  e _ o f f _ c »  

then  b u s C )  

else  0 )  

e l s e  

if  ((if  (odd_counter  =  Select)   A  busC)  =/=  e _ o f f _ c  

then  b u s C )  

else  0)  =  0 )  

then 

(if  (  (even_counter  =  Select)   a  busC)  =/=  e _ o f f _ c ) )  

then  b u s C )  

else  OX 

Simplification 

After  each  unfolding,  the  simplification  processor  18  attempts  to  perform  simplifications,  and  the 
discrimination  condition  extraction  processor  19  attempts  to  extract  discrimination  conditions.  In  this 
particular  example,  no  simplification  or  extraction  of  discrimination  conditions  has  been  possible  until  now. 
At  this  point,  however,  several  stages  of  simplification  are  possible.  These  are  performed  by  the  simplifica- 
tion  processor  18,  which  contains  a  set  of  rules,  together  with  means  for  recognizing  the  occurrence  of  their 
left-hand  sides  in  the  expressions  in  the  registers  15  and  16  and  for  applying  the  simplifications  by 
replacing  the  relevant  elements  of  those  expressions  by  their  right-hand  side  equivalents.  The  rules  consist 
of  standard  logic  simplification  rules,  standard  arithmetical  simplification  rules,  and  rules  expressing  some 
property  of  the  assembly. 

11 
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There  are  several  logic  simplification  rules  which  can  be  applied  to  the  above  expression,  as  follows: 
(if  c  then  x  else  y)  =  q  -->  if  c  then  (x  =  q)  else  (y  =  q). 
if  (if  c  then  x  else  y)  then  a  else  b)  --> 
if  (c  &  x)  or  (not(c)  &  Y)  then  a  else  b. 

5  x  =  x  —  >  true, 
x  &  true  -->  x. 
not  (a  &  b)  -->  not  (a)  or  not(b). 
if  (c1  or  c2)  then  x1  else  (if  (c2  or  c4)  then  x3  else  x4)  --> 
if  (c1  or  c2)  then  x1  else  (if  (false  or  c4)  then  x3  else  x4). 

io  if  (c1  and  c2)  then  x1  else  (if  (c2  or  c4)  then  x3  else  x4)  --> 
if  (c1  and  c2)  then  x1  else  (if  (true  or  c4)  then  x3  else  x4). 
if  true  then  x  else  y  -->  x. 
if  false  then  x  else  y  -->  y. 
if  c  then  x  else  x  -->  x. 

is  p  or  (not(p)  &  q)  -->  p  or  q. 
if  c1  then  (if  c2  then  x1  else  x2)  else  x3)  --> 
if  (c1  and  c2)  then  x1  else  (if  not  c1  then  x3  else  x2). 
if  c1  then  x  else  (if  c2  then  x  4  else  y)  -->  if  (c1  or  c2)  then  x  else  y. 
if  p  =  q  then  p  else  q  -->  q. 

20  With  regard  to  rules  expressing  some  property  of  the  assembly,  it  is  a  property  of  the  assembly  in  the 
present  example  that 
not(Select  =  even  counter)  <-->  (Select  =  odd  counter). 

Applying  all  these  rules,  in  the  appropriate  order,  to  the  expression  for  egen,  this  expression  simplifies 
to 

25  egen(Eram,Select,Addr)  == 
if  (bus(data,tsram(Eram,bus(addr,Addr)))  =1=  e  off_c) 
then  bus(data,tsram(Eram,bus)addr,Addr)))) 
else  0. 

So  far,  there  has  been  no  significant  distinction  between  the  two  versions  of  the  assembly,  so  the 
expression  for  egen'  is  the  same  except  that  Jbus'  appears  in  place  of  Jbus.  The  discrimination  condition 
extraction  processor  19  is  therefore  unable  to  extract  any  discrimination  conditions  yet.  A  further  unfolding 

35  step  therefore  follows  now,  to  call  Jbus  and  Jbus'  in  the  expressions  for  the  two  versions  of  the  device.  As 
noted  above,  these  two  functions  are  defined  as 
bus(Name,ln)  ==  In 
bus'(Name,ln)  ==  if  (Name  =  data)  &  (bit(ln,n)  =  0)  then  In  +  2**n  else  In. 

The  unfolding  of  the  calls  to  Jbus  in  egen  yields 
40  egen(Eram,Select,Addr)  == 

if  (nthof(Eram,Addr)  =1=  e  of_c)  then  nthof(Eram,Addr)  else  0. 
for  the  sound  version,  and 

30  Unfolding 

45 egen '(Ernm,  Select,  Addr)  == 

if  <nthof<Eram,Addr)  =/=  e _ o f _ c )  

then if  <bit<nthof(Eram,Addr),n)  =  O) 

then  nthof(Eraa,Addr)   +  2**n 50 
else  nthof  (Eram.Addr) 

else  0. 

55 
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Extraction  of  DCs 

Following  the  above  exercise  of  the  unfolding  and  simplification  rules,  some  distinguishability  conditions 
can  now  be  identified.  This  is  done  by  the  discrimination  condition  extraction  processor  19.  Various 

5  discrimination  rules  are  stored  in  this  processor,  which  uses  them  to  systematically  discriminate  between 
two  functions  in  suitable  matching  form. 

We  shall  use  the  notation  F1  =  ?  =  F2  to  indicate  that  two  functions  F1  and  F2  are  distinguishable.  Two 
discrimination  rules  which  apply  to  two  conditional  functions  are: 
if  (F1  =  =  (if  C  then  X  else  Y))  and  (F2  =  =  (if  C  then  X'  else  Y) 

io  then  (F1  =  ?  =  F2  iff  (C  and  X  =  ?  =  X')). 
X  =  ?  =  (if  C  then  X'  else  X)  iff  (C  and  X  =  ?  =  X'). 
By  taking 
C  as  (nthof(Eram).Addr)  =/=  e_of_c)), 
X  as  (nthof(Eram.Addr),  and 

w  X'  as  (if  (bit(...)  then  nthof  (...)  else  nthof  (...))), 
we  can  apply  the  first  discrimination  rule  to  the  expressions  for  egen  and  egen',  obtaining 

egen  =?=  egen '  
20  i f f  

(nthof  (Eram.Addr)  )  =/=  e _ o f _ c )  
and 

25  (nthof  (Eram,Addr)  =/=  if  (bit  (nthof  (EramtAddr),n)  =  0)  then 
nthof  (Eram,Addr)  +  2**n 

else  nthof  (Eram,AddrX 

30 
Thus  we  have  obtained  one  DC,  nthof(Eram.Addr)  =/=  e  of  c,  and  a  new  discrimination  goal.  Applying 
the  second  discrimination  rule  then  yields 
bit(nthof(Eram,Addr),n)  =  0 
and  nthof(Eram,Addr)  =?=  nthof(Eram,Addr)  +  2**n. 

35  Thus  a  second  discrimination  condition,  bit(nthof(Eram,Addr),n)  =  0,  is  obtained. 
By  continuing  the  processes  of  unfolding,  simplification,  and  extraction  of  discrimination  conditions,  a 

sequence  of  discrimination  conditions  are  obtained  which  together  will  enable  a  test  programme  for  the 
circuit  to  be  devised. 

The  simplest  way  of  controlling  the  sequence  of  operation  of  the  processors  17,  18,  19,  and  22  is  for 
40  them  to  operate  in  strict  sequence.  However,  this  strategy  is  inflexible,  although  it  may  have  some 

advantage  in  efficiency.  The  control  unit  10  therefore  preferably  controls  this  sequencing  of  the  processors 
17,  18,  19,  and  22,  by  means  of  rules  built  into  it  which  determine  the  conditions  under  which  each  gets 
control.  This  arrangement  facilitates  the  writing  of  specific  strategies  for  dealing  with  circuits  that  follow  a 
specific  design  technique  (e.g.  partial  scan  or  boundary  scan)  and  for  which  a  corresponding  specific 

45  testing  method  is  particularly  suitable. 

Test  condition  for  circuit  described 

In  the  case  of  the  circuit  being  considered  (i.e.  the  circuit  of  Figs.  1  and  2),  it  is  evident  that  in  order  to 
50  test  for  a  stuck-at-1  fault  on  one  of  the  lines  of  the  data  bus,  a  test  situation  must  be  devised  in  which  that 

fault  makes  a  difference  to  the  behaviour  of  the  circuit.  The  only  feature  of  the  module  which  is  observable 
from  outside  is  the  state  of  the  pulse  edge  flip-flop  peff  at  the  end  of  the  cycle  determined  by  the  loop 
pulse  generator  pgen.  So  the  test  situation  must  be  such  that  for  the  sound  system,  the  state  of  this  flip- 
flop  is  different  at  this  time  from  its  state  for  the  faulty  system.  The  signal  setting  this  flip-flop  comes  from 

55  the  edge  generator  egen,  and  to  achieve  discrimination,  its  timing  must  be  shifted  between  before  and  after 
the  pulse  from  the  loop  pulse  generator  by  the  error.  This  timing  is  determined  by  the  signal  on  the  data 
bus  and  the  error  (if  any)  on  this  bus.  Hence  to  detect  the  error,  the  stored  delay  in  the  test  RAM  must  be 
such  that  the  change  from  a  0  bit  on  the  faulty  line  to  1  (the  fault  being  stuck-at-1)  must  shift  the  delay  from 

13 
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below  that  of  the  delay  of  the  loop  pulse  generator  to  above  it. 
The  present  system  successfully  achieves  this;  i.e.,  it  successfully  generates  a  set  of  discrimination 

conditions  which  embody  this  requirement. 

5  Bottom-up  circuit  expansion 

The  process  described  above  may  be  termed  a  top-down  approach  to  circuit  development  (i.e.  to  the 
expansion  of  the  formal  descriptions  of  the  sound  and  faulty  modules.)  This  can  be  described  informally  as 
starting  with  a  top-level  definition  of  the  systems  with  and  without  the  fault  in  the  registers  15  and  16  and 

io  unfolding  these  definitions  so  as  to  ascertain  how  to  discriminate  at  a  high  level  before  moving  down.  An 
alternative  approach,  which  may  be  termed  a  bottom-up  approach,  may  instead  be  employed.  This  involves 
starting  with  definitions  of  a  specific  module  with  and  without  the  fault  (i.e.  a  low  level  definition)  in  the 
registers  15  and  16  and  unfolding  these  to  ascertain  how  to  discriminate  at  a  low  level.  The  process  then 
involves  moving  up  to  expressions  describing  a  larger  part  of  the  whole  system  including  the  initially  chosen 

is  module  and  unfolding  that  expression. 
The  bottom-up  approach  makes  it  easier  to  utilize  a  flexible  and  opportunistic  control  strategy  which  can 

focus  on  that  part  of  the  search  tree  which  has  a  higher  likelihood  of  finding  a  consistent  set  of 
discrimination  conditions,  thereby  reducing  the  likelihood  of  getting  into  dead  ends.  The  provision  of  explicit 
control  also  provides  a  way  to  enter  any  testability  strategy  that  the  circuit  designer  might  have  had  in  mind 

20  (whether  they  were  following  a  formal  or  informal  design  for  a  test  method). 
In  the  case  of  simple  top-down  strategy,  the  loading  of  the  registers  15  and  16  is  trivial.  The  top-level 

definitions  of  the  sound  and  faulty  assemblies  are  copied  into  the  registers  15  and  16  before  the  unfolding, 
simplification,  and  discrimination  loop  is  entered.  The  unfolding  processor  17  has  been  described  as 
controlling  this.  However,  for  the  bottom-up  approach,  with  its  more  general  inference  control  strategy,  it  is 

25  desirable  to  provide  an  additional  processor,  load  processor  24.  Its  task  is  broadly  to  select  the  level  at 
which  discrimination  is  performed.  This  processor  loads  the  working  registers  15  and  16  using  the 
information  from  the  storage  unit  10;  in  effect  it  decides  at  each  stage  how  to  move  up  the  trees  (examples 
of  which  are  shown  in  Fig.  3)  representing  the  circuits  being  tested.  (Obviously  the  control  line  from  the 
unfolding  processor  17  to  the  storage  unit  10  would  be  removed.) 

30 
Recursive  devices 

In  the  circuit  of  Figs.  1  and  2,  the  length  of  the  test  programme  (i.e.  the  number  of  successive 
combinations  of  test  signals  required)  is  independent  of  the  fault  parameter.  However,  this  is  not  always  the 

35  case,  and  a  simple  example  is  the  circuit  shown  in  Fig.  5,  which  is  termed  fred  (first  recursive  electronic 
device).  This  circuit  consists  of  a  multiplexer  mux  and  a  counter  register  register,  the  circuit  selecting  each 
line  in  turn  of  the  input  data  bus  Data.  To  test  for  a  stuck-at-0  fault  on  the  n-th  line  of  the  data  bus,  a  test 
sequence  of  at  least  n  bits  is  needed.  It  turns  out  that  for  such  a  fault,  the  discrimination  conditions  can  best 
be  expressed  by  a  recursive  equation 

40 
Discrimination  Conditions  ==  bit(Data,  n)  =  0  and  P(  n,  Clock  0) 

where  the  predicate  P  is  defined  recursively  as 

45  P(n,  Clock,  Register)  ==  (n  =  Register  and  not(  Clock  =  0)) 
or 
P(n,  rest(Clock),  s(Register)). 

For  given  n  and  data,  the  desired  test  conditions  are  in  Clock  and  Register  of  these  equations.  The 
quantity  Register  is  straightforward;  it  is  the  count  in  the  register.  The  quantity  Clock  is  the  one  which  is 

50  essentially  a  time  sequence  of  signals;  it  can  be  regarded  as  a  list  fsi,  ss,  S3,  ...],  in  which  the  terms  are  the 
successive  values  of  the  signal  bit;  rest(Clock)  is  the  tail  of  this  list  (i.e.  the  list  with  its  leading  term 
deleted).  Thus  the  recursive  form  of  predicate  P  in  effect  determines  the  effect  of  the  bits  of  the  bit  stream 
Clock  bit  by  bit.  (It  will  be  realized  that  the  term  Clock  must  be  taken  as  representing  an  arbitrary  stream  of 
O's  and  1  's,  not  a  steady  stream  of  1  's.) 

55  Representing  recursive  modules  in  this  manner  allows  the  system  to  cope  with  such  modules  as  well  as 
with  non-recursive  ones. 
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Claims 

1.  Apparatus  for  assisting  in  the  generation  of  a  test  program  for  testing  a  digital  circuit  assembly  for  a 
predetermined  fault,  characterized  by: 

5  means  (12-14)  for  storing  formal  hierarchical  descriptions  sufficient  to  define  the  assembly  without  and 
with  the  fault; 
register  means  (15,  16)  for  holding,  for  each  assembly  (i.e.  the  assembly  without  and  with  the  fault),  a 
representation  of  at  least  a  part  of  the  assembly  derived  from  its  formal  description; 
three  processor  means  (17,  18,10)  for  operating  on  the  contents  of  the  register  means  (15,  16),  wherein 

io  the  three  processor  means  (17,18,19)  comprise: 
unfolding  processor  means  (17)  for  hierarchically  expanding  the  contents  of  the  register  means: 
simplification  processor  means  (18)  for  applying  simplification  rules  to  the  contents  of  the  register 
means;  and 
discrimination  condition  extraction  processor  means  (19)  for  extracting  discrimination  conditions  from 

is  the  contents  of  the  register  means. 

2.  Apparatus  according  to  claim  1  characterized  in  that  the  means  (12  -  14)  for  storing  the  formal 
hierarchical  descriptions  comprise  primary  storage  means  (12,  13)  for  storing  the  respective  descrip- 
tions  relating  to  the  two  assemblies,  and  a  submodule  storage  means  (14)  coupled  thereto  for  storing 

20  descriptions  of  submodules  which  may  be  repeated  in  the  assemblies  and/or  common  to  both. 

3.  Apparatus  according  to  claim  2  characterized  in  that  the  primary  means  comprise  first  storage  means 
(12)  for  storing  a  complete  description  of  one  of  the  assemblies,  and  second  storage  means  (13)  for 
storing  a  description  of  the  manner  in  which  the  faulty  assembly  differs  from  the  sound  assembly. 

25 
4.  Apparatus  according  to  any  previous  claim  characterized  in  that  the  discrimination  condition  extraction 

processor  (19)  has  coupled  to  it  discrimination  condition  storage  means  (21)  for  accumulating  succes- 
sive  discrimination  conditions  determined  by  that  processor. 

30  5.  Apparatus  according  to  claim  4  characterized  in  that  the  discrimination  condition  extraction  processor 
(19)  and  the  discrimination  condition  storage  means  (21)  have  coupled  to  them  discrimination  condition 
consistency  checking  means  (22)  for  checking  the  consistency  of  successive  discrimination  conditions 
determined  by  the  former  against  the  accumulated  discrimination  conditions  stored  by  the  latter. 

35  6.  Apparatus  accordingly  to  any  previous  claim  characterized  by  logical  relations  storage  means  (23) 
coupled  to  and  storing  rules  used  in  common  by  at  least  two  of  the  three  processors  (17,  18,  19)  and 
the  discrimination  condition  consistency  checking  means  (21). 

7.  Apparatus  according  to  claim  6  characterized  in  that  the  rules  stored  by  the  logical  relations  storage 
40  means  comprise  logical  rules,  arithmetical  rules,  and  rules  relating  to  specific  circuit  properties  of  the 

two  assemblies. 

8.  Apparatus  according  to  any  previous  claim  characterized  in  that  the  simplification  processor  (18)  allows 
an  operator  to  intervene  to  perform  simplifications. 

45 
9.  Apparatus  according  to  any  previous  claim  characterized  by  loading  processor  means  (24)  for  loading 

into  said  register  means  (15,  16)  a  plurality  of  items  of  said  formal  descriptions  in  sequence  with  the 
operation  of  the  other  processor  means  (17,  18,  19)  on  the  contents  of  the  register  means. 

50  10.  Apparatus  according  to  any  previous  claim  characterised  by  control  means  (10)  for  controlling  the 
sequence  of  operation  of  the  different  processor  means  (17,  18,  19,  24). 

Patentanspruche 

55  1.  Vorrichtung  fur  die  Unterstutzung  bei  der  Erzeugung  eines  Testprogrammes  zum  Testen  einer  digitalen 
Schaltungsanordnung  bezuglich  eines  vorbestimmten  Fehlers,  gekennzeichnet  durch: 
eine  Einrichtung  (12  bis  14)  zum  Speichern  formaler  hierarchischer  Beschreibungen,  die  ausreichend 
sind,  urn  die  Anordnung  ohne  den  Fehler  und  mit  dem  Fehler  zu  definieren; 
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eine  Registereinrichtung  (15,  16),  zum  Speichern  einer  Darstellung  von  wenigstens  einem  Teil  der 
Anordnung,  abgeleitet  von  deren  formaler  Beschreibung,  fur  jede  Anordnung  (d.h.  die  Anordnung  ohne 
den  Fehler  und  die  Anordnung  mit  dem  Fehler); 
drei  Prozessoreinrichtungen  (17,  18,  10)  zum  Bearbeiten  der  Inhalte  der  Registereinrichtung  (15,  16), 

5  wobei  die  drei  Prozessoreinrichtungen  (17,  18,  19)  umfassen: 
eine  Entfaltungsprozessoreinrichtung  (17)  zum  hierarchischen  Erweitern  der  Inhalte  der  Registereinrich- 
tung; 
eine  Vereinfachungsprozessoreinrichtung  (18)  zum  Anlegen  von  Vereinfachungsregeln  an  die  Inhalte 
der  Registereinrichtung;  und 

io  eine  Unterscheidungsbedingungs-Extraktionsprozessoreinrichtung  (19)  zum  Extrahieren  von  Unterschei- 
dungsbedingungen  von  den  Inhalten  der  Registereinrichtung. 

2.  Vorrichtung  nach  Anspruch  1  ,  dadurch  gekennzeichnet, 
dal3  die  Einrichtung  (12  bis  14)  zum  Speichern  der  formalen  hierarchischen  Beschreibungen  eine 

is  primare  Speichereinrichtung  (12,  13)  zum  Speichern  der  jeweiligen  Beschreibungen  bezuglich  der 
beiden  Anordnungen  und  eine  mit  dieser  verbundene  Untermodulspeichereinrichtung  (14)  zum  Spei- 
chern  von  Beschreibungen  von  Untermodulen,  die  sich  in  den  Anordnungen  wiederholen  konnen 
und/oder  den  Anordnungen  gemeinsam  sein  konnen,  umfaBt. 

20  3.  Vorrichtung  nach  Anspruch  2,  dadurch  gekennzeichnet, 
dal3  die  primare  Einrichtung  eine  erste  Speichereinrichtung  (12)  zum  Speichern  einer  vollstandigen 
Beschreibung  von  einer  der  Anordnungen  und  eine  zweite  Speichereinrichtung  (13)  zum  Speichern 
einer  Beschreibung  derjenigen  Art,  in  der  sich  die  fehlerhafte  Anordnung  von  der  fehlerfreien  Anord- 
nung  unterscheidet,  umfaBt. 

25 
4.  Vorrichtung  nach  einem  der  vorhergehenden  Anspruche,  dadurch  gekennzeichnet, 

dal3  die  Unterscheidungsbedingungs-Extraktionsprozessoreinrichtung  (19)  an  eine 
Unterscheidungsbedingungs-Speichereinrichtung  (21)  zum  Akkumulieren  aufeinanderfolgender  Unter- 
scheidungsbedingungen,  die  durch  den  Prozessor  bestimmt  sind,  angeschlossen  ist. 

30 
5.  Vorrichtung  nach  Anspruch  4,  dadurch  gekennzeichnet, 

dal3  an  die  Unterscheidungsbedingungs-Extraktionsprozessoreinrichtung  (19)  und  die 
Unterscheidungsbedingungs-Speichereinrichtung  (21)  eine  Unterscheidungsbedingungs-Konsistenz- 
Prufeinrichtung  (22)  angeschlossen  sind,  urn  die  Konsistenz  der  aufeinanderfolgenden  Unterschei- 

35  dungsbedingungen,  die  durch  die  Erstgenannte  bestimmt  werden,  gegen  die  akkumulierten  Unterschei- 
dungsbedingungen,  die  in  der  Letztgenannten  gespeichert  sind,  zu  vergleichen. 

6.  Vorrichtung  nach  einem  der  vorhergehenden  Anspruche,  gekennzeichnet  durch 
eine  Speichereinrichtung  (23)  fur  logische  Relationen,  die  an  wenigstens  zwei  der  drei  Prozessoren  (17, 

40  18,  19)  und  die  Unterscheidungsbedingungs-Konsistenz-Prufeinrichtung  (21)  angeschlossen  ist  und 
Regeln  speichert,  die  gemeinsam  von  diesen  verwendet  werden. 

7.  Vorrichtung  nach  Anspruch  6,  dadurch  gekennzeichnet, 
dal3  die  in  der  Speichereinrichtung  fur  logische  Beziehungen  gespeicherten  Regeln  logische  Regeln, 

45  arithmetische  Regeln  und  Regeln  bezuglich  spezieller  Schaltungseigenschaften  der  beiden  Anordnun- 
gen  umfassen. 

8.  Vorrichtung  nach  einem  der  vorhergehenden  Anspruche,  dadurch  gekennzeichnet, 
dal3  der  Vereinfachungsprozessor  (18)  es  der  Bedienungsperson  ermoglicht,  einzugreifen,  urn  Vereinfa- 

50  chungen  auszufuhren. 

9.  Vorrichtung  nach  einem  der  vorhergehenden  Anspruche,  gekennzeichnet  durch 
eine  Ladeprozessoreinrichtung  (24)  zum  Laden  einer  Mehrzahl  von  Posten  in  der  formalen  Beschrei- 
bung  in  der  Sequenz  mit  der  Verarbeitung  der  Inhalte  der  Registereinrichtung  durch  die  anderen 

55  Prozessoreinrichtungen  (17,  18,  19)  in  die  Registereinrichtung  (15,  16). 

10.  Vorrichtung  nach  einem  der  vorhergehenden  Anspruche,  gekennzeichnet  durch 
eine  Steuereinrichtung  (10)  zum  Steuern  der  Abfolge  der  Verarbeitung  durch  die  unterschiedlichen 

16 
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Prozessoreinrichtungen  (17,  18,  19,  24). 

Revendicatlons 

5  1.  Appareil  destine  a  aider  a  la  generation  d'un  programme  d'essais  servant  aux  essais  d'un  ensemble  de 
circuit  numerique  quant  a  un  defaut  predetermine,  caracterise  par: 

des  moyens  (12  a  14)  de  memorisation  de  descriptions  hierarchiques  formelles  suffisantes  pour 
definir  I'ensemble  sans  le  defaut  et  avec  le  defaut; 

un  moyen  de  registre  (15,  16)  servant  a  retenir,  pour  chaque  ensemble  (c'est-a-dire  I'ensemble 
io  sans  le  defaut  et  I'ensemble  avec  le  defaut),  une  representation  d'au  moins  une  partie  de  I'ensemble 

derivee  de  sa  description  formelle; 
trois  moyens  processeurs  (17,  18,  10)  servant  a  operer  sur  le  contenu  du  moyen  de  registre  (15, 

16),  les  trois  moyens  processeurs  (17,  18,  19)  comprenant: 
un  moyen  processeur  de  depliage  (17)  pour  mettre  hierarchiquement  en  extension  le  contenu  du 

is  moyen  de  registre; 
un  moyen  processeur  de  simplification  (18)  pour  appliquer  des  regies  de  simplification  au  contenu 

du  moyen  de  registre;  et 
un  moyen  processeur  d'extraction  (19)  de  conditions  de  discrimination  servant  a  extraire,  du 

contenu  du  moyen  de  registre,  des  conditions  de  discrimination. 
20 

2.  Appareil  selon  la  revendication  1  caracterise  en  ce  que  les  moyens  (12  a  14)  de  memorisation  des 
descriptions  hierarchiques  formelles  comprennent  des  moyens  principaux  de  memorisation  (12,  13) 
pour  memoriser  les  descriptions  respectives  concernant  les  deux  ensembles,  et  un  moyen  de 
memorisation  (14)  de  sous-modules  qui  leur  est  couple  de  maniere  a  memoriser  des  descriptions  de 

25  sous-modules  qui  peuvent  etre  repetees  dans  les  ensembles  ou  etre  communs  a  I'un  et  a  I'autre. 

3.  Appareil  selon  la  revendication  2  caracterise  en  ce  que  les  moyens  principaux  comprennent  un  premier 
moyen  de  memorisation  12  servant  a  memoriser  une  description  complete  de  I'un  des  ensembles  et  un 
deuxieme  moyen  de  description  (13)  servant  a  memoriser  une  description  de  la  maniere  dont 

30  I'ensemble  defectueux  differe  de  I'ensemble  sain. 

4.  Appareil  selon  une  revendication  precedente  quelconque,  caracterise  en  ce  qu'un  moyen  de  memorisa- 
tion  (21)  de  conditions  de  discrimination  est  couple  au  processeur  d'extraction  (19)  de  conditions  de 
discrimination  afin  d'accumuler  des  conditions  successives  de  discrimination  determinees  par  ce 

35  processeur. 

5.  Appareil  selon  la  revendication  4  caracterise  en  ce  qu'un  moyen  de  verification  (22)  de  coherence  de 
conditions  de  discrimination  est  couple  au  processeur  d'extraction  (19)  de  conditions  de  discrimination 
et  au  moyen  de  memorisation  (21)  de  conditions  de  discrimination  afin  de  verifier  la  coherence  de 

40  conditions  successives  de  discrimination  determinees  par  le  premier  par  rapport  aux  conditions 
accumulees  de  discrimination  memorisees  par  le  deuxieme. 

6.  Appareil  selon  une  revendication  precedente  quelconque,  caracterise  par  un  moyen  de  memorisation 
(23)  de  relations  logiques,  couple  a  au  moins  deux  des  trois  processeurs  (17,  18,  19)  et  memorisant 

45  des  regies  utilisees  en  commun  par  ceux-ci  et  couple  au  moyen  de  verification  (21)  de  coherence  de 
conditions  de  discrimination. 

7.  Appareil  selon  la  revendication  6  caracterise  en  ce  que  les  regies  memorisees  par  le  moyen  de 
memorisation  de  relations  logiques  comprennent  des  regies  logiques,  des  regies  arithmetiques,  et  des 

50  regies  concernant  des  proprietes  specifiques  de  circuits  des  deux  ensembles. 

8.  Appareil  selon  une  revendication  precedente  quelconque  caracterise  en  ce  que  le  processeur  de 
simplification  (18)  permet  a  un  operateur  d'intervenir  afin  d'executer  des  simplifications. 

55  9.  Appareil  selon  une  revendication  precedente  quelconque  caracterisee  par  un  moyen  processeur  (24)  de 
chargement  servant  a  charger  dans  ledit  moyen  de  registre  (15,  16)  une  serie  d'elements  desdites 
descriptions  formelles,  en  sequence  avec  le  fonctionnement  des  autres  moyens  processeurs  (17,  18, 
19)  sur  le  contenu  du  moyen  de  registre. 

17 
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Appareil  selon  une  revendication  precedente  quelconque  caracterise  par  un  moyen  de  commande  (10) 
servant  a  commander  la  sequence  d'operation  des  differents  moyens  processeurs  (17,  18,  19,  24). 

18 
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