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(54) DATA PROTECTION METHOD, APPARATUS AND DEVICE

(57) A method and device of data protection and a
storage equipment. The method includes: when receiv-
ing from a host a writing command, carrying an address
and data to be stored, writing the data to be stored into
a first storage space, which corresponds to the address,
in a storage unit, and writing protection data correspond-
ing to the data to be stored into a second storage space,
which corresponds to the address, in a protection unit;

when receiving from the host a reading command, car-
rying the address, determining recovery data according
to the data stored in the first storage space and the data
stored in the second storage space; and taking the re-
covery data as response data for the reading command.
The method achieves efficient data protection of a stor-
age equipment.
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Description

Technical field

[0001] The embodiments of the present invention re-
late to the information technologies field, and in particular
to a method and device of data protection, storage equip-
ment.

Background

[0002] In some special fields, some data and files are
very important, and data loss or error may usually cause
significant losses; however, the features of electronic
products determine that there could be no completely
reliable storage equipment, and no one method could
guarantee that loss or error will not occur to all the data.
[0003] For the traditional data read-write of one or more
storage units in a storage equipment, the storage units
store data received from a host according to a write com-
mand of the host, and return corresponding storage data
to the host according to a read command of the host.
However, in practice, since this storage way is not com-
pletely reliable, loss or error may occur to data stored in
the storage units. Conventional storage equipment pro-
tection needs to be supported by a special drive and an
application software, and system operating efficiency is
not high.

Summary

[0004] The embodiments of the present invention pro-
vide a method and device of data protection, a storage
equipment, which can realize efficient data protection of
a storage equipment.
[0005] According to one aspect of the embodiments of
the present invention, a method of data protection is pro-
vided, including:

when receiving from a host a write command carry-
ing an address and data to be stored, writing the data
to be stored into a first storage space, which corre-
sponds to the address, in a storage unit, and writing
protection data corresponding to the data to be
stored into a second storage space, which corre-
sponds to the address, in a protection unit; when
receiving from the host a read command carrying
the address, determining recovery data of the data
to be stored according to the data stored in the first
storage space and the data stored in the second stor-
age space; and taking the recovery data as response
data for the read command.

[0006] In an example embodiment, the protection unit
includes at least two protection sub-units, and the second
storage space comprises respective storage sub-spac-
es, which correspond to the address, in the at least two
protection sub-units;

writing the protection data corresponding the data to be
stored into the second storage space, which corresponds
to the address, in the protection unit includes: respec-
tively writing the protection data into respective storage
sub-spaces, which correspond to the address, in the at
least two protection sub-units; and
determining the recovery data of the data to be stored
according to the data stored in the first storage space
and the data stored in the second storage space includes:
determining the recovery data according to the data
stored in the first storage space and the data stored in
each storage sub-space of the second storage space.
[0007] In an example embodiment, the method further
includes: performing conversion processing on the data
to be stored according to a data conversion mode to ob-
tain the protection data.
determining the recovery data according to the data
stored in the first storage space and the data stored in
each storage sub-space of the second storage space
includes: performing inverse conversion processing cor-
responding to the conversion processing on the data
stored in a first storage sub-space of the second storage
space according to the data conversion mode to obtain
first inverse conversion processed data; judging whether
the data stored in the first storage space is consistent
with the inverse conversion processed data correspond-
ing to the first storage sub-space to obtain a first judge-
ment result; when the first judgement result is that the
data stored in the first storage space is consistent with
the inverse conversion processed data corresponding to
the first storage sub-space, determining the data stored
in the first storage space to be the recovery data; and
when the first judgement result is that data stored in the
first storage space is inconsistent with the inverse con-
version processed data corresponding to the first storage
sub-space, performing inverse conversion processing
corresponding to the conversion processing on the data
stored in a second storage sub-space of the second stor-
age space to obtain second inverse conversion proc-
essed data, and determining the recovery data according
to the data stored in the first storage space, the first in-
verse conversion processed data and the second inverse
conversion processed data.
[0008] In an example embodiment, determining the re-
covery data according to the data stored in the first stor-
age space, the first inverse conversion processed data
and the second inverse conversion processed data in-
cludes: judging whether the first inverse conversion proc-
essed data is consistent with the second inverse conver-
sion processed data to obtain a second judgement result;
when the second judgement result is that the first inverse
conversion processed data is consistent with the second
inverse conversion processed data, determining any one
of the first inverse conversion processed data and the
second inverse conversion processed data to be the re-
covery data; and when the second judgement result is
that the first inverse conversion processed data is incon-
sistent with the second inverse conversion processed
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data, determining the data stored in the first storage
space to be the recovery data.
[0009] In an example embodiment, the data conver-
sion mode is configured by the host.
[0010] According to another aspect of the embodi-
ments of the present invention, a device of data protection
is further provided, including: a write component config-
ured to, when receiving from a host a write command
carrying an address and data to be stored, write the data
to be stored into a first storage space, which corresponds
to the address, in a storage unit, and write protection data
corresponding to the data to be stored into a second stor-
age space, which corresponds to the address, in a pro-
tection unit; a determination component configured to,
when receiving from the host a read command carrying
the address, determine recovery data of the data to be
stored according to the data stored in the first storage
space and the data stored in the second storage space;
and a response component configured to take the recov-
ery data as response data for the read command.
[0011] In an example embodiment, the protection unit
includes at least two protection sub-units, and the second
storage space includes respective storage sub-spaces,
which correspond to the address, in the at least two pro-
tection sub-units.
the write component comprises: a write element config-
ured to, when receiving from the host the write command
carrying the address and the data to be stored, write the
data to be stored into the first storage space, which cor-
responds to the address, in the storage unit, and respec-
tively write the protection data into the respective storage
sub-spaces, which corresponds to the address, in the at
least two protection sub-units; and
the determination component includes: a determination
element configured to, when receiving from the host the
read command carrying the address, determine the re-
covery data according to the data stored in the first stor-
age space and the data stored in each storage sub-space
of the second storage space.
[0012] In an example embodiment, the device further
includes: a conversion component configured to perform
conversion processing on the data to be stored according
to a data conversion mode to obtain the protection data;
and
[0013] the determination element includes: a conver-
sion sub-element configured to perform inverse conver-
sion processing corresponding to the conversion
processing on the data stored in a first storage sub-space
of the second storage space according to the data con-
version mode to obtain first inverse conversion proc-
essed data; a first judgement sub-element configured to
judge whether the data stored in the first storage space
is consistent with the inverse conversion processed cor-
responding to the first storage sub-space to obtain a first
judgement result; a first determination sub-element con-
figured to, when the first judgement result is that the data
stored in the first storage space is consistent with the
inverse conversion processed data corresponding to the

first storage sub-space, determine the data stored in the
first storage space to be the recovery data; and a second
determination sub-element configured to, when the first
judgement result is that data stored in the first storage
space is inconsistent with the inverse conversion proc-
essed data corresponding to the first storage sub-space,
perform inverse conversion processing corresponding to
the conversion processing on the data stored in a second
storage sub-space of the second storage space to obtain
the second inverse conversion processed data, and de-
termine the recovery data according to the data stored
in the first storage space, the first inverse conversion
processed data and the second inverse conversion proc-
essed data.
[0014] In an example embodiment, the second deter-
mination sub-element includes: a second judgement
sub-element configured to judge whether the first inverse
conversion processed is consistent with the second in-
verse conversion processed data to obtain a second
judgement result; a third determination sub-element con-
figured to, when the second judgement result is that the
first inverse conversion processed data is consistent with
the second inverse conversion processed data, deter-
mine any one of the first inverse conversion processed
data and the second inverse conversion processed data
to be the recovery data; and a fourth determination sub-
element configured to, when the second judgement result
is that the first inverse conversion processed data is in-
consistent with the second inverse conversion processed
data, determine the data stored in the first storage space
to be the recovery data.
[0015] According to another aspect of the embodi-
ments of the present invention, a storage equipment is
provided, including a host, an interface control unit, a
storage unit and a protection unit, wherein the interface
control unit is respectively connected to the host, the stor-
age unit and the protection unit, and the interface control
unit comprises the data protection device mentioned
above.
[0016] In the embodiments of the present invention,
the protection data corresponding to the data to be stored
is written into the protection unit, and when the corre-
sponding read command is received, the recovery data
of the data to be stored is determined according to the
data stored in the protection unit and the storage unit,
and is taken as the response data of the read command,
thereby realizing efficient storage equipment data pro-
tection.

Brief Description of the Drawings

[0017] Drawings, provided for further understanding of
the present invention and forming a part of the specifica-
tion, are used to explain the present invention together
with embodiments of the present invention rather than to
limit the present invention. In the accompanying draw-
ings:
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Fig. 1 is a flowchart of a method of data protection
according to an embodiment of the present inven-
tion;
Fig. 2 is a design structural schematic diagram of a
conventional storage equipment;
Fig. 3A is a design structural schematic diagram of
a storage equipment having a real-time protection
function;
Fig. 3B is an implementation schematic diagram of
an interface control unit in Fig. 3A;
Fig. 4 is a data writing flowchart diagram of a storage
equipment having a real-time protection function;
Fig. 5 is a data reading flowchart diagram of a storage
equipment having a real-time protection function;
and
Fig. 6 is a flowchart diagram of data automatic re-
covery.

Detailed Description of the Embodiments

[0018] In order to make the objects, technical solutions
and advantages of the embodiments of the present in-
vention more apparent, the embodiments of the present
invention are described in detail herein below in conjunc-
tion with the accompanying drawings and specific em-
bodiments. It needs to be noted that the embodiments
of the present application and the features of the embod-
iments can be combined with each other if there is no
conflict.
[0019] Fig. 1 is a flowchart a method of data protection
according to an embodiment of the present invention; as
shown in Fig. 1, a data protection method is provided
according to the embodiment of the present invention,
and the method includes the following steps:

step 101, when a write command carrying an ad-
dress and data to be stored is received from a host,
the data to be stored is written into a first storage
space, which corresponds to the address, in a stor-
age unit, and protection data corresponding the data
to be stored is written into a second storage space,
which corresponds to the address, in a protection
unit;
step 102, when a read command carrying the ad-
dress is received from the host, recovery data of the
data to be stored is determined according to the data
stored in the first storage space and the data stored
in the second storage space; and
step 103: the recovery data is taken as response
data for the read command.

[0020] It can be seen that the protection data corre-
sponding to the data to be stored is written into the pro-
tection unit, and when the corresponding read command
is received, the recovery data of the data to be stored is
determined according to the data stored in the protection
unit and the storage unit, and is taken as the response
data of the read command, thereby realizing efficient

storage equipment data protection.
[0021] The host may be composed of devices, such
as CPU and PCI Master, which can actively initiate data
operation.
[0022] The storage unit and the protection unit may be
composed of various storage equipments, which may be
various kinds of external storage equipments, for exam-
ple, SDRAM, FLASH, EEPROM storage chip or flash
card.
[0023] In an example embodiment, the protection data
may include error detection and correction data of the
data to be stored, and the recovery data of the data to
be stored is determined according to the data stored in
the first storage space and the data stored in the second
storage space may include:

according to the error detection and correction data
in the second storage space, error detection opera-
tion to the data stored in the first storage space to
obtain an error detection result is performed;
when the error detection result is that an error occurs,
the data stored in the first storage space is deter-
mined to be the recovery data; and
when the error detection result is that no error occurs,
error correction processing on the data stored in the
first storage space is performed, according to the
error detection and correction data, to obtain error
correction processed data and the error correction
processed data is determined to be the recovery da-
ta.

[0024] Alternatively, the protection data may also in-
clude two or more pieces of replica data of the data to
be stored, and the recovery data of the data to be stored
is determined according to the data stored in the first
storage space and the data stored in the second storage
space may include:

whether the data stored in the first storage space is
consistent with the data stored in the second storage
space corresponding to any one of the two or more
pieces of replica data is judged; if they are consistent,
the data stored in the first storage space is deter-
mined to be the recovery data; otherwise, whether
the pieces of data stored in the second storage space
respectively corresponding to the two or more pieces
of replica data are consistent is judged; if yes, the
data stored in the second storage space correspond-
ing to any one of the two or more pieces of replica
data is determined to be the recovery data; other-
wise, the data stored in the first storage space is
determined to the recovery data.

[0025] In the embodiments of the present invention,
the protection unit may include at least two protection
sub-units, and the second storage space may include
respective storage sub-spaces, which correspond to the
address, in the at least two protection sub-units;
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the protection data corresponding the data to be stored
is written into the second storage space, which corre-
sponds to the address, in the protection unit may include:

the protection data is respectively written into re-
spective storage sub-spaces, which correspond to
the address, in the at least two protection sub-units;
and
the recovery data of the data to be stored is deter-
mined according to the data stored in the first storage
space and the data stored in the second storage
space may include:

the recovery data is determined according to the
data stored in the first storage space and the
data stored in each storage sub-space of the
second storage space.

[0026] In an example embodiment, the method may
further include:

conversion processing is performed to the data to
be stored according to a data conversion mode to
obtain the protection data; and
the recovery data is determined according to the data
stored in the first storage space and the data stored
in each storage sub-space of the second storage
space may include:

inverse conversion processing is performed cor-
responding to the conversion processing on the
data stored in a first storage sub-space of the
second storage space according to the data con-
version mode to obtain first inverse conversion
processed data;

whether the data stored in the first storage space is con-
sistent with the inverse conversion processed data cor-
responding to the first storage sub-space is judged to
obtain a first judgement result;
when the first judgement result is that the data stored in
the first storage space is consistent with the inverse con-
version processed data corresponding to the first storage
sub-space, the data stored in the first storage space is
determined to be the recovery data; and
when the first judgement result is that data stored in the
first storage space is inconsistent with the inverse con-
version processed data corresponding to the first storage
sub-space, the inverse conversion processing is per-
formed corresponding to the conversion processing on
the data stored in a second storage sub-space of the
second storage space to obtain second inverse conver-
sion processed data, and the recovery data is determined
according to the data stored in the first storage space,
the first inverse conversion processed data and the sec-
ond inverse conversion processed data.
[0027] The data conversion mode may include at least
one of the followings: flipping data, performing process-

ing through certain error correction algorithms, etc.
[0028] The recovery data is determined according to
the data stored in the first storage space, the first inverse
conversion processed data and the second inverse con-
version processed data may include:

whether the first inverse conversion processed data
is consistent with the second inverse conversion
processed data is judged to obtain a second judge-
ment result;
when the second judgement result is that the first
inverse conversion processed data is consistent with
the second inverse conversion processed data, any
one of the first inverse conversion processed data
and the second inverse conversion processed data
is determined to be the recovery data; and
when the second judgement result is that the first
inverse conversion processed data is inconsistent
with the second inverse conversion processed data,
the data stored in the first storage space is deter-
mined to be the recovery data.

[0029] Here, the at least two protection sub-units may
be, for example, at least two storage read-write compo-
nents. Since the possibility of an error occurring to the at
least two storage read-write components at the same
time is very small, reliable data storage protection is re-
alized.
[0030] In addition, the data conversion mode may be
a pre-set default mode, or may be configured by the host,
for example, the data conversion mode can be configured
by the host carrying mode indication information in the
write command.
[0031] In order to further illustrate the embodiments of
the present invention clearly, example embodiments of
the present invention are described below.
[0032] Fig. 2 is a design structural schematic diagram
of a conventional storage equipment; and as shown in
Fig. 2, a host directly writes data into a storage space,
corresponding to a certain address, of a storage unit, and
reads the data from the storage space.
[0033] Fig. 3A is a design structural schematic diagram
of a storage equipment having a real-time protection
function according to an example embodiment, and Fig.
3B is an implementation schematic diagram of an inter-
face control unit in Fig. 3A; and as shown in Fig. 3A and
Fig. 3B, the interface control unit is respectively corrected
to a host, a storage unit and a protection unit, and the
interface control unit directly issues data to the storage
unit, and writes converted data, obtained from a conver-
sion unit, into the protection unit.
[0034] Corresponding to Fig. 3A and Fig. 3B, the data
writing flowchart of a storage equipment having a real-
time protection function according to an example embod-
iment is as shown in Fig.4, and the specific steps are as
follows:

step 401, this processing flowchart starts;
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step 402, a host issues a write command to an in-
terface conversion unit;
step 403, the interface conversion unit directly sends
an address carried in the write command to a storage
equipment;
step 404, the interface conversion unit directly sends
data carried in the write command to the storage
equipment;
step 405, according to a data conversion mode of a
default configuration of the interface conversion unit
or the data conversion mode configured by the write
command sent from the host, the interface conver-
sion unit sends converted data to a protection unit;
and
step 406, this flowchart ends.

[0035] Fig. 5 is a data reading flowchart diagram of a
storage equipment having a real-time protection function
according to an example embodiment; and as shown in
Fig. 5, the specific steps of the data reading flowchart of
the storage equipment having the real-time protection
function are as follows:

step 501, this processing flowchart starts;
step 502, a host issues a data reading command to
an interface conversion unit;
step 503, the interface conversion unit directly issues
an address carried in the data reading command to
a storage unit and a protection unit; and
step 504, according to the conversion mode adopted
in the writing flowchart mentioned above, the inter-
face conversion unit performs inverse conversion to
the data read back from the protection unit to obtain
the converted data, and compares the converted da-
ta with the data read back from the storage unit; if
they are consistent, then the data read back from
the storage unit is directly returned to the host, and
the flowchart ends; and if they are inconsistent, then
it is detected that an error occurs, and the data au-
tomatic repairing flowchart as shown in Fig. 6 is pro-
ceeded to.

[0036] Fig. 6 is a data automatic repairing flowchart
diagram according to an example embodiment of the
present invention; and as shown in Fig. 6, the specific
steps of the data automatic repairing flowchart are as
follows:

step 601, this processing flowchart starts;
step 602, an interface conversion unit restores data
in two conversion units (setting as conversion unit 1
and conversion unit 2) simultaneously to form data
restored 1 and data restored 2;
step 603, the data restored 1 and the data restored
2 are compared; if they are inconsistent, then it is
indicated that restored data formed by the interface
conversion unit is wrong, and the data read back
from a storage unit is directly returned to a host;

step 604, the data restored 1 and the data restored
2 are compared; if they are consistent, then it is con-
firmed that data restored is correct; and data of the
storage unit is repaired according to the data re-
stored, and the data restored 1 or the data restored
2 (i.e. "correct data" in the figure) is returned to the
host; and
step 605, this flowchart ends.

[0037] A device of data protection is further provided
in the embodiments of the present invention, and the de-
vice includes:

a write component ,which is configured to, when re-
ceiving from a host a write command carrying an
address and data to be stored, write the data to be
stored into a first storage space, which corresponds
to the address, in a storage unit and write protection
data corresponding the data to be stored into a sec-
ond storage space, which corresponds to the ad-
dress, in a protection unit;
a determination component, which is configured to,
when receiving from the host a read command car-
rying the address, determine recovery data of the
data to be stored according to the data stored in the
first storage space and the data stored in the second
storage space; and
a response component, which is configured to take
the recovery data as response data for the read com-
mand.

[0038] It can be seen that the protection data corre-
sponding to the data to be stored is written into the pro-
tection unit, and when the corresponding read command
is received, the recovery data of the data to be stored is
determined according to the data stored in the protection
unit and the storage unit, and is taken as the response
data of the read command, thereby realizing efficient
storage equipment data protection.
[0039] The protection unit may include at least two pro-
tection sub-units, and the second storage space may
comprise respective storage sub-spaces, which corre-
spond to the address, of the at least two protection sub-
units;
the write component may include:

a write element, which is configured to, when receiv-
ing from the host the write command carrying the
address and the data to be stored, write the data to
be stored into the first storage space, which corre-
sponds to the address, in the storage unit, and re-
spectively write the protection data into the respec-
tive storage sub-spaces, which correspond to the
address, in the at least two protection sub-units; and
the determination component may include:

a determination element, which is configured to,
when receiving from the host the read command

9 10 
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carrying the address, determine the recovery
data according to the data stored in the first stor-
age space and the data stored in each storage
sub-space of the second storage space.

[0040] In an example embodiment, the device may fur-
ther include:

a conversion component, which is configured to per-
form conversion processing on the data to be stored
according to a data conversion mode to obtain the
protection data; and
the determination element may include:

a conversion sub-element, which is configured
to perform inverse conversion processing cor-
responding to the conversion processing on the
data stored in a first storage sub-space of the
second storage space according to the data con-
version mode to obtain first inverse conversion
processed data;
a first judgement sub-element, which is config-
ured to judge whether the data stored in the first
storage space is consistent with inverse conver-
sion processed data corresponding to the first
storage sub-space to obtain a first judgement
result;
a first determination sub-element, which is con-
figured to, when the first judgement result is that
the data stored in the first storage space is con-
sistent with the inverse conversion processed
data corresponding to the first storage sub-
space, determine the data stored in the first stor-
age space to be the recovery data; and
a second determination sub-element, which is
configured to, when the first judgement result is
that data stored in the first storage space is in-
consistent with the inverse conversion proc-
essed data corresponding to the first storage
sub-space, perform inverse conversion
processing corresponding to the conversion
processing on the data stored in a second stor-
age sub-space of the second storage space to
obtain second inverse conversion processed
data, and determine the recovery data accord-
ing to the data stored in the first storage space,
the first inverse conversion processed data and
the second inverse conversion processed data.

[0041] The second determination sub-element may in-
clude:

a second judgement sub-element, which is config-
ured to judge whether the first inverse conversion
processed data is consistent with the second inverse
conversion processed data to obtain a second judge-
ment result;
a third determination sub-element, which is config-

ured to, when the second judgement result is that
the first inverse conversion processed data is con-
sistent with the second inverse conversion proc-
essed data, determine any one of the first inverse
conversion processed data and the second inverse
conversion processed data to be the recovery data;
and
a fourth determination sub-element, which is config-
ured to, when the second judgement result is that
the first inverse conversion processed data is incon-
sistent with the second inverse conversion proc-
essed data, determine the data stored in the first
storage space to be the recovery data.

[0042] A storage equipment is further provided in the
embodiments of the present invention. The storage
equipment includes a host, an interface control unit, a
storage unit and a protection unit, wherein the interface
control unit is respectively connected to the host, the stor-
age unit and the protection unit, and the interface control
unit includes the data protection device mentioned
above.
[0043] The interface control unit may be composed of
a programmable logic device (PLD) or an ASIC chip.
[0044] Conventional storage equipment protection is
generally implemented by the solution of combing soft-
ware with hardware; on one hand, the cost is relatively
high, and what is most critical is that the solution should
be supported by special software, so that a particular
requirement is proposed for the development of conven-
tional products; and the above-mentioned storage equip-
ment provided in the embodiments of the present inven-
tion is applicable to an embedded system or other small
and medium-sized equipments, is simple to implement,
has no particular requirements on driving and application
software, and is completely implemented by hardware,
and system operation efficiency thereof is very high.
[0045] What is described above is an implementation
of the embodiments of the present invention. It is to be
noted that the person skilled in the art may make several
improvements and polishment without departing from the
principle of the embodiments of the present invention,
and these improvements and polishment should also be
regarded as being within the scope of protection of the
embodiments of the present invention.

Industrial Applicability

[0046] In the technical solution provided by the present
invention, protection data corresponding to data to be
stored is written into a protection unit, and when a cor-
responding read command is received, recovery data of
the data to be stored is determined according to the data
stored in the protection unit and a storage unit, and is
taken as response data of the read command, thereby
realizing efficient storage equipment data protection.
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Claims

1. A method of data protection, characterized by com-
prising:

when receiving from a host a write command
carrying an address and data to be stored, writ-
ing the data to be stored into a first storage
space, which corresponds to the address, in a
storage unit;
writing protection data corresponding the data
to be stored into a second storage space, which
corresponds to the address, in a protection unit;
when receiving from the host a read command
carrying the address, determining recovery data
of the data to be stored according to the data
stored in the first storage space and the data
stored in the second storage space; and
taking the recovery data as response data for
the read command.

2. The method according to claim 1, characterized in
that the protection unit comprises at least two pro-
tection sub-units, and the second storage space
comprises respective storage sub-spaces, which
correspond to the address, in the at least two pro-
tection sub-units;
writing the protection data corresponding the data to
be stored into the second storage space, which cor-
responds to the address, in the protection unit com-
prises:

respectively writing the protection data into the
respective storage sub-spaces, which corre-
spond to the address, in the at least two protec-
tion sub-units; and
determining the recovery data of the data to be
stored according to the data stored in the first
storage space and the data stored in the second
storage space comprises:

determining the recovery data according to
the data stored in the first storage space
and the data stored in each storage sub-
space of the second storage space.

3. The method according to claim 2, characterized in
that the method further comprises:

performing conversion processing on the data
to be stored according to a data conversion
mode to obtain the protection data; and
determining the recovery data according to the
data stored in the first storage space and the
data stored in each storage sub-space of the
second storage space comprises:

according to the data conversion mode, per-

forming inverse conversion processing cor-
responding to the conversion processing on
the data stored in a first storage sub-space
of the second storage space to obtain first
inverse conversion processed data;
judging whether the data stored in the first
storage space is consistent with the inverse
conversion processed data corresponding
to the first storage sub-space to obtain a
first judgement result;
when the first judgement result is that the
data stored in the first storage space is con-
sistent with the inverse conversion proc-
essed data corresponding to the first stor-
age sub-space, determining the data stored
in the first storage space to be the recovery
data; and
when the first judgement result is that data
stored in the first storage space is inconsist-
ent with the inverse conversion processed
data corresponding to the first storage sub-
space, performing inverse conversion
processing corresponding to the conver-
sion processing on the data stored in a sec-
ond storage sub-space of the second stor-
age space to obtain second inverse conver-
sion processed data, and determining the
recovery data according to the data stored
in the first storage space, the first inverse
conversion processed data and the second
inverse conversion processed data.

4. The method according to claim 3, characterized in
that determining the recovery data according to the
data stored in the first storage space, the first inverse
conversion processed data and the second inverse
conversion processed data comprises:

judging whether the first inverse conversion
processed data is consistent with the second
inverse conversion processed data to obtain a
second judgement result;
when the second judgement result is that the
first inverse conversion processed data is con-
sistent with the second inverse conversion proc-
essed data, determining any one of the first in-
verse conversion processed data and the sec-
ond inverse conversion processed data to be
the recovery data; and
when the second judgement result is that the
first inverse conversion processed data is incon-
sistent with the second inverse conversion proc-
essed data, determining the data stored in the
first storage space to be the recovery data.

5. The method according to claim 3, characterized in
that the data conversion mode is configured by the
host.
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6. A device of data protection, characterized by com-
prising:

a write component configured to, when receiving
from a host a write command, carrying an ad-
dress and data to be stored write the data to be
stored into a first storage space, which corre-
sponds to the address, in a storage unit and write
protection data corresponding the data to be
stored into a second storage space, which cor-
responds to the address, in a protection unit;
a determination component configured to, when
receiving from the host a read command carry-
ing the address, determine recovery data of the
data to be stored according to the data stored
in the first storage space and the data stored in
the second storage space; and
a response component configured to take the
recovery data as response data for the read
command.

7. The device according to claim 6, characterized in
that the protection unit comprises at least two pro-
tection sub-units, and the second storage space
comprises respective storage sub-spaces, which
correspond to the address, in the at least two pro-
tection sub-units;
the write component comprises:

a write element configured to, when receiving
from the host the write command carrying the
address and the data to be stored, write the data
to be stored into the first storage space, which
corresponds to the address, in the storage unit,
and respectively write the protection data into
the respective storage sub-spaces, which cor-
respond to the address, in the at least two pro-
tection sub-units; and
the determination component comprises:

a determination element configured to,
when receiving from the host the read com-
mand carrying the address, determine the
recovery data according to the data stored
in the first storage space and the data stored
in each storage sub-space of the second
storage space.

8. The device according to claim 7, characterized in
that the device further comprises:

a conversion component configured to perform
conversion processing on the data to be stored
according to a data conversion mode to obtain
the protection data; and
the determination element comprises:

a conversion sub-element configured to

perform inverse conversion processing cor-
responding to the conversion processing on
the data stored in a first storage sub-space
of the second storage space according to
the data conversion mode to obtain first in-
verse conversion processed data;
a first judgement sub-element configured to
judge whether the data stored in the first
storage space is consistent with inverse
conversion processed data corresponding
to the first storage sub-space to obtain a
first judgement result;
a first determination sub-element config-
ured to, when the first judgement result is
that the data stored in the first storage space
is consistent with the inverse conversion
processed data corresponding to the first
storage sub-space, determine the data
stored in the first storage space to be the
recovery data; and
a second determination sub-element con-
figured to, when the first judgement result
is that data stored in the first storage space
is inconsistent with the inverse conversion
processed data corresponding to the first
storage sub-space, perform inverse con-
version processing corresponding to the
conversion processing on the data stored
in a second storage sub-space of the sec-
ond storage space to obtain second inverse
conversion processed data, and determine
the recovery data according to the data
stored in the first storage space, the first in-
verse conversion processed data and the
second inverse conversion processed data.

9. The device according to claim 8, characterized in
that the second determination sub-element compris-
es:

a second judgement sub-element configured to
judge whether the first inverse conversion proc-
essed data is consistent with the second inverse
conversion processed data to obtain a second
judgement result;
a third determination sub-element configured to,
when the second judgement result is that the
first inverse conversion processed data is con-
sistent with the second inverse conversion proc-
essed data, determine any one of the first in-
verse conversion processed data and the sec-
ond inverse conversion processed data to be
the recovery data; and
a fourth determination sub-element configured
to, when the second judgement result is that the
first inverse conversion processed data is incon-
sistent with the second inverse conversion proc-
essed data, determine the data stored in the first
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storage space to be the recovery data.

10. A storage equipment, characterized by comprising:
a host, an interface control unit, a storage unit and
a protection unit, wherein the interface control unit
is respectively connected to the host, the storage
unit and the protection unit, and the interface control
unit comprises the data protection device as claimed
in any one of claims 6-9.
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