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Description

FIELD OF THE DISCLOSURE

[0001] This disclosure relates generally to mobile de-
vice monitoring, and, more particularly, to methods and
apparatus to associate a mobile device with a panelist
profile.

BACKGROUND

[0002] In recent years, mobile applications (sometimes
referred to as "apps") have become a ubiquitous aspect
of mobile devices, such as wireless telephones. Wireless
service providers, wireless device manufacturers, and/or
others may develop and/or distribute mobile applications
to facilitate one or more features for users of the mobile
devices. Additionally, one or more third parties may de-
velop and/or distribute mobile applications to operate on
mobile devices that provide one or more services and/or
functions.
[0003] Services and/or functions facilitated by the mo-
bile applications may include, but are not limited to en-
tertainment (e.g., games, movies), banking (e.g., bal-
ance management, money transfers), navigation (e.g.,
maps, directions), photography, and/or social media. An
operating system of the mobile device may execute the
mobile application and permit access to one or more na-
tive functions of the mobile device. Native functions of
the mobile device may include, but are not limited to,
wireless radios for transmitting and receiving broadcast
radio, voice information and/or data information, global
positioning satellite functions to identify the location of
the mobile device, camera hardware to facilitate photog-
raphy and/or video recording, light sensor(s), speakers
and/or headphones to facilitate audio output, and/or mi-
crophones to facilitate audio capture.
[0004] In some examples, the mobile applications pro-
vided by wireless service providers, wireless device man-
ufacturers and/or other parties are distributed to consum-
ers through a wireless application market. For example,
the Android operating system includes an application
market accessible to users of Android® devices to allow
for searching, reviewing, rating, purchasing, and/or in-
stalling of mobile applications. In another example, wire-
less devices manufactured by Apple® route users to an
AppStore through an interface named iTunes® and/or
facilitate an AppStore interface on the device to allow for
sending, receiving, rating, purchasing and/or installing
applications.. In still other examples, other parties may
provide users of mobile devices a uniform resource iden-
tifier (URI) to which the mobile device may navigate and
install one or more mobile applications.
[0005] US 2007/0282959 describes an alert system in
which a message is used to send an alert to a commu-
nications computing device.

SUMMARY OF THE INVENTION

[0006] The present invention is defined in the inde-
pendent claims. Preferred embodiments are defined in
the dependent claims.
[0007] Methods and apparatus are disclosed to asso-
ciate a mobile device with a panelist profile. Some dis-
closed example methods to conditionally enable a me-
tering application on a mobile device include initializing
a metering application on the mobile device to operate
with partial functionality, parsing a message log with the
metering application to identify an installation message,
extracting a telephone number from the installation mes-
sage and saving to a memory of the mobile device, send-
ing an initialization message based on the extracted tel-
ephone number to prompt an authorization message,
and enabling full functionality of the metering application
in response to receiving the authorization message. In
some example methods, the message log includes at
least one of a text message history log and an email
history log. In some example methods, sensor recordings
are disabled when the partial functionality is enabled.
Other example methods further include sensor record-
ings including at least one of microphone recording, im-
age recording, global positioning satellite recording,
compass recording, or accelerometer recording. In some
example methods, sensor recordings are enabled when
the full functionality is enabled. In other example meth-
ods, the metering application is downloaded to the mobile
device from at least one of an application repository or a
website uniform resource locator.
[0008] Example methods to conditionally authorize a
metering application on a mobile device include sending
an installation message in response to receiving demo-
graphics information and a first telephone number from
a candidate panelist, the installation message addressed
to the first telephone number, detecting an initialization
message indicative of successful installation of the me-
tering application, and sending an authorization mes-
sage to the first telephone number in response to detect-
ing the initialization message, the authorization message
to cause the metering application to begin collecting mon-
itoring data. In some example methods, the method fur-
ther includes monitoring for an acknowledgement mes-
sage in response to sending the authorization message.
Other example methods further include promoting the
candidate panelist to a confirmed panelist in response to
receiving the acknowledgement message. Other exam-
ple methods include sending an email message to the
candidate panelist when the acknowledgment message
is not received with a threshold period of time. In some
example methods, the email message includes an indi-
cation of failure to authorize the metering application.
Other example methods further include obtaining caller
identification information associated with a second tele-
phone number associated with receipt of the installation
message when the acknowledgment message is not re-
ceived with a threshold of time. Other example methods

1 2 



EP 2 528 359 B1

3

5

10

15

20

25

30

35

40

45

50

55

further include comparing the first telephone number, and
generating an invitation message to the second tele-
phone number when the first and second telephone num-
bers do not match. Other example methods further in-
clude identifying a compromised installation message
when the first and second telephone numbers do not
match.
[0009] Example tangible machine accessible medium
having instructions stored thereon that, when executed,
cause a machine to, at least initialize a metering appli-
cation on the mobile device to operate with partial func-
tionality, parse a message log with the metering applica-
tion to identify an installation message, extract a tele-
phone number from the installation message and save
to a memory of the mobile device, send an initialization
message based on the extracted telephone number to
prompt an authorization message, and enable full func-
tionality of the metering application in response to receiv-
ing the authorization message. In some example articles
of manufacture, the instructions, when executed, cause
the machine to disable sensor recordings when the par-
tial functionality is enabled. In other example articles of
manufacture, the instructions, when executed, cause the
machine to enable sensor recordings when the full func-
tionality is enabled. In other example articles of manu-
facture, the instructions, when executed, cause the ma-
chine to download the metering application to the mobile
device from at least one of an application repository or a
website uniform resource locator.
[0010] Example tangible machine accessible medium
having instructions stored thereon that, when executed,
cause a machine to, at least send an installation message
in response to receiving demographics information and
a first telephone number from a candidate panelist, the
installation message addressed to the first telephone
number, detect an initialization message indicative of
successful installation of the metering application, and
send an authorization message to the first telephone
number in response to detecting the initialization mes-
sage, the authorization message to cause the metering
application to begin collecting monitoring data. In some
example articles of manufacture, the instructions, when
executed, cause the machine to monitor for an acknowl-
edgement message in response to sending the authori-
zation message. In other example articles of manufac-
ture, the instructions, when executed, cause the machine
to promote the candidate panelist to a confirmed panelist
in response to receiving the acknowledgement message.
In other articles of manufacture, the instructions, when
executed, cause the machine to send an email message
to the candidate panelist when the acknowledgement
message is not received with a threshold period of time.
In other articles of manufacture, the instructions, when
executed, cause the machine to obtain caller identifica-
tion information associated with a second telephone
number associated with receipt of the installation mes-
sage when the acknowledgement message is not re-
ceived with a threshold period of time. In some articles

of manufacture, the instructions, when executed, cause
the machine to compare the first telephone number and
the second telephone number, and generate an invitation
message to the second telephone number when the first
and second telephone numbers do not match.
[0011] Example apparatus to conditionally enable a
metering application on a mobile device include a meter-
ing application on the mobile device to initialize with par-
tial functionality, an installation message parser to iden-
tify an installation message and extract a telephone
number from the installation message, and a mobile mes-
sage generator to send an initialization message based
on the extracted telephone number to prompt an author-
ization message that enables full functionality of the me-
tering application. In some example apparatus, the mo-
bile device comprises at least one of a text message his-
tory log to be parsed by the installation message parser.
Other example apparatus include a mobile uniform re-
source identifier generator to generate the initialization
message.
[0012] Example apparatus to conditionally authorize a
metering application on a mobile device include a regis-
tration server to send an installation message in re-
sponse to receiving demographics information and a first
telephone number from a candidate panelist, the instal-
lation message addressed to the first telephone number,
a metering server manager to detect an initialization mes-
sage indicative of successful installation of the metering
application, and a server authorization message gener-
ator to send an authorization message to the first tele-
phone number in response to detecting the initialization
message, the authorization message to cause the me-
tering application to begin collecting monitoring data.
Some example apparatus further include a short mes-
sage service generator to generate the installation mes-
sage. Other example apparatus further include a uniform
resource identifier generator to generate an HTTP re-
quest message in response to an indication that the in-
stallation message was unsuccessful.

BRIEF DESCRIPTION OF THE DRAWINGS

[0013] FIG. 1 is a schematic illustration of an example
mobile device having hardware and an operating system.
[0014] FIG. 2 is a schematic illustration of an example
system to facilitate associating a mobile device with a
panelist profile.
[0015] FIGS. 3 and 4 are message diagrams repre-
sentative of example communications between elements
of the example system shown in FIG. 2.
[0016] FIGS. 5-8 are flowcharts representative of ex-
ample machine readable instructions that may be exe-
cuted by the example system shown in FIG. 2.
[0017] FIG. 9 is a schematic illustration of an example
processor platform that may execute the instructions of
FIGS. 5-8 to implement any or all of the example meth-
ods, systems, and/or apparatus described herein.
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DETAILED DESCRIPTION

[0018] Methods and apparatus are disclosed to asso-
ciate a mobile device with a panelist profile. An example
method includes initializing a metering application on the
mobile device to operate with partial functionality, parsing
a message log with the metering application to identify
an installation message, extracting a telephone number
from the installation message and saving to a memory
of the mobile device, sending an initialization message
based on the extracted telephone number to prompt an
authorization message, and enabling full functionality of
the metering application in response to receiving the au-
thorization message.
[0019] Some mobile applications have been devel-
oped to perform on-device metering (ODM) that uses one
or more facilities of the mobile device to detect and/or
record panelist activity. In some disclosed examples, the
ODM employs global positioning satellite (GPS) func-
tions to identify where the panelist is located and/or em-
ploys a microphone of the mobile device to sample audio
information to which the panelist is exposed. In other dis-
closed examples, the ODM monitors how the panelist
interacts with the mobile device, such as monitoring
which web sites the panelist visits, time-of-day usage,
key presses, mobile device functions (e.g., placing/re-
ceiving calls, text messages, etc.), collection of environ-
mental details (e.g., local lighting conditions, local audio
conditions, current speed, audio volumes, audio sam-
ples, etc.), and/or accessing one or more sensors of the
mobile device to record environmental details. Market
researchers and/or other parties/entities that seek pan-
elist behavior information cooperate with willing partici-
pants that agree to be monitored with an ODM applica-
tion. The information collected by the market researchers
can be used to, in part, project (e.g., extrapolate using
statistical method(s)) usage and/or media exposure be-
haviors detected in the monitored panelist demographic
onto a larger population of interest.
[0020] However, to develop such statistical projec-
tions, the participating panelists should be correctly and
conveniently identified. If the candidate panelist finds the
data entry too cumbersome, the opportunity to convert
that candidate panelist to a confirmed (participating) pan-
elist may be lost. As a result, persons are recruited to
participate in a panel. Such persons ("candidate pan-
elists") are asked to register with a monitoring system.
As part of that process, the candidate panelist may be
asked to provide demographics information (e.g., in-
come, gender, race, etc.) and/or other identification in-
formation (name, e-mail, etc.). For example, the pan-
elist’s mobile device needs to be associated with some
identifier so that the collected data from the ODM appli-
cation can be associated with the proper panelist. Thus,
the process of attempting to recruit a panelist (e.g., con-
vert a candidate panelist to a participating panelist) typ-
ically involves collection of a significant amount of data.
Moreover, some of the data to be collected may not be

easily obtained or immediately known by the candidate
panelist. For example, the mobile device might be iden-
tified by an international mobile equipment identity (IMEI)
number, an electronic serial number (ESN), an interna-
tional mobile subscriber identity (IMSI) number, etc. not
readily known by the candidate panelist. Participation in
the panel by the candidate panelist may be thwarted by
a lack of interest to take extra steps to identify and/or
otherwise locate any such numeric and/or alphanumeric
values deemed cumbersome, lengthy or unknown to the
candidate panelist. For example, participation may be
thwarted because the information to be entered by the
candidate panelist is lengthy and/or difficult to obtain
(e.g., powering off the phone and removing the battery
cover to identify the IMEI number). Active requirements
imposed upon a candidate panelist tends to decrease
panelist participation due to, in part, adversity to becom-
ing encumbered with configuration tasks.
[0021] Example methods, apparatus and/or articles of
manufacture disclosure herein overcome such problems
by allowing a panelist to provide commonly known device
information and then using an application to automatical-
ly retrieve less commonly known information such as a
phone number or an IMEI number. In such such exam-
ples, during the candidate panelist information entry
(e.g., via their home PC), the panelist provides the phone
number (e.g., commonly known information) associated
with their mobile device. After such entry, an example
ODM server forwards, for example, a short message
service (SMS) message to the corresponding mobile de-
vice using the provided phone number. The SMS (text)
message of such examples includes a link which may be
selected to download an ODM application. In examples
disclosed herein, to associate a mobile device with a pan-
elist profile, the ODM application transmits a user iden-
tifier with the mobile device telephone number back to
the ODM server. However, in some circumstances the
ODM application operating on the mobile device is at
least initially unaware of the telephone number of the
mobile device. For example, the mobile device may limit
the access of applications to one or more resources of
the operating system and/or hardware that do not reveal
the telephone number of the mobile device. In some cir-
cumstances, one or more security policies of the mobile
device limit the ability of the application to access one or
more portions of the mobile device, the OS and/or the
features thereof. In still other circumstances, the mobile
device itself may have no need to have access and/or
knowledge of its own phone number because the wire-
less service provider translates all communication
to/from the mobile device using an alternate identifier,
such as an IMEI number. In other words, while a mobile
device, such as a wireless telephone, is typically asso-
ciated with a telephone number to allow others to call the
mobile device, the association between the telephone
number and the number that causes the mobile device
to ring may occur within the infrastructure of the wireless
service provider. As such, the mobile device and/or the
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application(s) executing on the mobile device may not
have access to or knowledge of the telephone number
associated with the mobile device.
[0022] FIG. 1 is a schematic illustration of an example
mobile device 100 that includes hardware 102, an oper-
ating system (OS) 104, one or more core layers 106, and
one or more public layers 108. The example hardware
102 of the mobile device 100 may include, but is not lim-
ited to, transmitters and receivers to operate within, for
example, a general packet radio service (GPRS) net-
work, antenna elements(s), processor(s), sim card(s),
digital signal processor(s) (DSPs), memor(ies) (e.g., ran-
dom access memory, flash memory, etc.), input/output
device(s), etc. The example OS 104 of FIG. 1 establishes
or enables one or more access policies that allow the
example core layer(s) 106 and/or public layer(s) 108 ac-
cess to the hardware 102 and/or access to function(s)
associated with the OS 104. For example, the core lay-
er(s) 106 may have unfettered access to the hardware
102 and/or the OS 104, but the public layer(s) 108 may
be limited to a subset of the hardware 102 and/or portions
of the OS 104. In some examples, access for the public
layer(s) 108 is facilitated by an application programming
interface (API) and/or a software development kit (SDK)
that provides a user/programmer with function calls. Un-
fettered access to the hardware 102 and/or OS 104 may
be prevented by the manufacturer of the mobile device
100 and/or the service provider for a variety of reasons,
such as, for example, maintaining privacy of other data
stored on the mobile device 100.
[0023] In other examples, the core layer(s) 106 may
have access to the telephone associated with the mobile
device 100 for the purpose of displaying the telephone
number on a display of the mobile device 100. However,
the example mobile device 100 may have no other need
or utility for the telephone number because, for example,
the mobile device 100 and the network on which it oper-
ates employs the IMEI number of the mobile device 100
to send and/or receive calls and/or text messages. Caller
identification translation (e.g., from phone number to IM-
EI number) occurs, in some examples, by way of one or
more IMEI lookup tables maintained and/or otherwise
operated by the service provider of the mobile device 100.
[0024] Example methods, apparatus and/or articles of
manufacture disclosed herein may be used to cause an
ODM application executing on a mobile device to obtain
and/or otherwise become aware of the phone number
associated with the mobile device. In some examples,
after the ODM application obtains and/or otherwise iden-
tifies the phone number, the ODM application operating
on the mobile device may register with the ODM server
without requiring the panelist to perform any further ac-
tion(s) during an ODM application registration process
that associates a user of the mobile device with a panelist
profile (e.g., completing the conversion of a candidate
panelist to a panelist). In other words, example methods,
apparatus and/or articles of manufacture disclosed here-
in automatically register a mobile device with the ODM

server without requiring the panelist to manually identify
one or more less commonly known numbers associated
with the mobile device that can identify an association
between the panelist, the mobile device and/or the infor-
mation associated with the panelist and mobile device.
As described above, while the mobile device has a unique
IMEI number and/or an ESN, such example less com-
monly known numbers are typically unfamiliar to users
and/or are relatively lengthy when compared to common-
ly known seven to ten digit telephone numbers.
[0025] FIG. 2 is a schematic illustration of an example
system 200 to facilitate associating a mobile device with
a panelist profile. In the illustrated example of FIG. 2, the
system 200 includes an ODM server 202 communica-
tively connected to a network 204, such as an intranet or
the Internet. In the illustrated example, the network 204
is shown coupled to a wireless infrastructure 206 that is
associated with one or more wireless service providers.
The example of FIG. 2 also includes a mobile device 208
communicatively connected to the wireless infrastructure
206. While, for simplicity of illustration, the illustrated ex-
ample of FIG. 2 includes a single mobile device 208 and
wireless infrastructure 206, any number of mobile devic-
es and/or any number of wireless infrastructure compo-
nents may operate in the example system 200.
[0026] In some examples, the ODM server 202 hosts
a web presence (e.g., a web site) via a registration server
210 (which may be separate from the ODM server 202)
to collect information from a candidate panelist. Informa-
tion collected via the example registration server 210 of
FIG. 2 includes, but is not limited to, name, address, gen-
der, income, ethnicity, household size (e.g., marital sta-
tus, number of children, number of pets, etc.), phone
number, e-mail address and/or occupation. In the exam-
ple of FIG. 2, an ODM server manager 212 presents the
candidate panelist with instructions, a privacy agree-
ment, a membership agreement, a terms of service
agreement and/or other information via the registration
server 210. Such information may be related to duties,
expectations and/or rewards of participating as a pan-
elist. The example ODM server manager 212 of FIG. 2
may invoke an identification (ID) generator 214 to gen-
erate a unique panelist identifier that is associated with
the candidate panelist after sufficient relevant informa-
tion is entered at one or more web pages via the regis-
tration server 210, and after an indication of agreement
to the privacy, terms of service and/or membership
agreement has been received (e.g., an indication that
the candidate panelist has clicked on an "agree" button
of a web site). As described in further detail below, the
ODM application of the illustrated example is only pro-
vided to candidate panelists and/or panelists that have
agreed to a privacy, terms of service and/or a member-
ship agreement (sometimes referred to herein as "con-
firmed panelist").
[0027] In the illustrated example, a server URI gener-
ator 216 generates a custom uniform resource identifier
(URI) that includes the panelist phone number entered
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by the candidate panelist via the registration server 210,
and the unique panelist identifier generated by the ex-
ample ID generator 214. Additionally, a server SMS gen-
erator 218 of the illustrated example generates an instal-
lation SMS message including the custom URI and a text
instruction for transmission to the phone number provid-
ed by the panelist. The example server SMS generator
218 of FIG. 2 sends the installation SMS to the mobile
device 208 via the network 204 and/or the wireless infra-
structure 206.
[0028] As described in further detail below, the instal-
lation SMS message is generated by the example server
SMS generator 218 of the ODM server 202 to include a
phone number of the mobile device 208 that was previ-
ously provided by the candidate panelist when providing
information via the web site facilitated by the example
registration server 210 of the ODM server 202 (e.g., in-
formation provided by the panelist via their home com-
puter during registration). When the candidate panelist
receives the installation SMS message at their mobile
device, the candidate panelist is presented with the URI
that can be selected to initiate a download operation of
the ODM application. An example SMS message includ-
ing an example text instruction and corresponding URI is:

"Please click the link to download the application.
http://odm.companyxyz.com/en-
roll/GetApp?pn=4142825176&id=98787253."

In the above example installation SMS message, the
phone number of the panelist (i.e., "4142825176") is em-
bedded into the URI and the unique panelist identifier
(i.e., "98787253") is embedded into the URI. As used
herein, the term URI and URL are interchangeable. In
some examples, the unique panelist identifier may be
generated as a unique value by the example ID generator
214 before, during or after the candidate panelist enters
their information into the web site managed by the reg-
istration server 210. In other examples, the ODM server
manager 212 invokes an e-mail generator 220 to embed
the custom URI generated by the server URI generator
216 and an instruction message in an e-mail message
addressed to the candidate panelist. For example, in the
event that attempts to transmit SMS messages are un-
successful or are not deemed reliable, providing an in-
stallation e-mail rather than (or in addition to) the instal-
lation SMS (text) message may result in a successful
installation of the ODM application. As used herein, the
term "installation message" includes (e.g., is generic to)
an installation SMS message and/or an installation e-
mail message.
[0029] In response to the candidate panelist selecting
the received URI in the installation message via the mo-
bile device 208, an ODM application 222 is downloaded
from the ODM server 202 or any other server referred to
by the installation message (e.g., a server referenced by
the aforementioned example URI). The example appli-
cation 222 of the illustrated example is installed on the

mobile device 208 and includes an installation message
parser 224, a browser manager 226, a mobile message
generator 228, and a mobile URI generator 230. The ex-
ample application 222 of the illustrated example invokes
the installation message parser 224 to parse the received
installation message and extract the phone number
and/or the unique panelist identifier. In some examples,
the installation message parser 224 identifies an SMS
log of the mobile device 208 to retrieve the installation
message. In other examples a browser manager 226
identifies a browser history log and/or an email message
list of the mobile device 208 to retrieve the installation
message. The SMS log may store a historical and/or
chronological list of text messages received by the ex-
ample mobile device 208. Similarly, the browser and/or
email list may store a historical and/or chronological list
of web site links and/or sent/received e-mail messages.
As described above, because some mobile devices do
not permit applications to access one or more portions
of the operating system and/or hardware that may reveal
a phone number that corresponds to the mobile device
208, the example application 222 of FIG. 2 makes one
or more alternate attempts to identify a phone number
associated with the mobile device 208. While some mo-
bile device operating systems include an Application Pro-
gramming Interface (API), such APIs may reveal a limited
set of function calls for an application that do not permit
complete access to mobile device hardware and/or other
information related to the mobile device. For example,
the Symbian® mobile phone operating system does not
permit third party applications to acquire the phone
number of the mobile device.
[0030] In some examples, the API or other manner of
access reveals an International Mobile Equipment Iden-
tifier (IMEI) number, which is unique to each phone. How-
ever, IMEI numbers are not readily identified by and/or
familiar to many candidate panelists. Thus, it is burden-
some to request the IMEI number(s) from such candidate
panelist(s) at the web site when soliciting other registra-
tion, demographic and/or personal information. Even if
the IMEI and/or ESN were readily available to the can-
didate panelist, such identifiers are lengthy and prone to
entry error. Additionally, in the event that a panelist ob-
tains a different mobile device at a later date, a telephone
number of that panelist is likely to follow them on the
subsequent (e.g., new) mobile device, but the IMEI
number will not. Thus, it is advantageous to match the
telephone number of the panelist to the panelist in the
records of the monitoring entity (e.g., the entity supplying
the ODM and/or collecting the monitoring data).
[0031] In response to the example application 222
identifying the telephone number of the mobile device
208 (e.g., by parsing the SMS message log, by parsing
the browser history log, etc.), the example mobile mes-
sage generator 228 generates an initialization message
to be transmitted to the example ODM server 202. As
used herein, the initialization message may include an
initialization SMS message, an e-mail, an HTTP request,
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and/or an initialization URI. For example, in response to
the mobile message generator 228 sending an initializa-
tion message (e.g., an SMS text message), if the ODM
application 222 does not receive acknowledgment from
the ODM server manager 212 within a threshold period
of time, then the initialization message is deemed lost
and/or otherwise unsuccessful. As such, the example
mobile URI generator 230 may make one or more addi-
tional attempts to send an initialization message (e.g.,
by sending a URI via e-mail or HTTP, which provides an
indication of transmission success). The initialization
message may include a text message to the ODM server
202, which includes the unique panelist identifier and/or
the identified telephone number of the mobile device 208
as part of the text. However, even if the example mobile
message generator 228 did not include a text message
tailored to include the identified telephone number, the
example ODM server 202 could, upon receiving the ini-
tialization SMS message from the mobile device 208,
identify the mobile telephone number via, for example,
caller ID information resolved by the wireless infrastruc-
ture 206 based on the IME number of the sending mobile
device 208. As described above, even if the application
does not have privileged access to or if the mobile device
208 itself does not contain, cannot access, and/or does
not otherwise know its own mobile telephone number,
the wireless infrastructure may use the IMEI number or
other identifier to determine a corresponding wireless tel-
ephone number that is associated with the mobile device
208. In some examples, the wireless infrastructure may
employ a lookup table to reconcile IMEI numbers with
corresponding mobile telephone numbers. When such
initialization SMS messages reach the ODM server 202,
they may be accompanied by the wireless telephone
number of the sending mobile device 208.
[0032] In operation, upon receipt of the initialization
message, the received telephone number information
and the received unique panelist identifier are compared
with the telephone number entered by the candidate pan-
elist via the registration server 210 and the unique pan-
elist identifier generated by the ID generator 214. As de-
scribed above, the example ID generator 214 generates
the unique panelist identifier after the candidate panelist
enters and/or otherwise provides adequate demograph-
ics information and agrees to the membership and/or pri-
vacy agreement(s). If the corresponding information
matches, then the sender of the initialization message is
deemed to be authorized to use the ODM application
222. Additionally, matching information serves as confir-
mation that the sender/user is the same user that agreed
to the privacy, terms of service and/or membership
agreement(s).
[0033] However, in other circumstances, an individual
that has not provided personal and/or demographics in-
formation may obtain access to the ODM application
and/or the ODM SMS invitation. Such unauthorized ac-
cess may occur when an authorized user (i.e., a candi-
date panelist that has provided personal and/or demo-

graphic information and agreed to the membership,
terms of service and/or privacy agreement(s)) shares
their SMS message and/or e-mail invitation with some-
one else. In such circumstances, the ODM application is
not authorized to execute on the mobile device 208 of
the unauthorized individual, as described in further detail
below. On the other hand, the unauthorized user may be
provided with an invitation to access an on-line website
(e.g., via the registration server 210) in response to a
failed match.
[0034] For circumstances in which transmission and/or
reception of SMS messages is not reliable and/or
deemed trustworthy, the example mobile URI generator
230 may generate an initialization HTTP request ad-
dressed to an initialization URI. The initialization request
may include embedded information indicative of the iden-
tified telephone number of the mobile device 208 and/or
the unique panelist identifier associated with the panelist.
Rather than sending an initialization message via an
SMS message, the example mobile message generator
228 may navigate to the address provided by the example
mobile URI generator 230 using a hypertext transfer pro-
tocol (HTTP). At least one benefit of employing HTTP (or
a secure version (HTTPS)) rather than sending an initial-
ization message via an SMS message is that HTTP in-
cludes handshaking. In other words, when an SMS mes-
sage is transmitted, no feedback occurs to indicate suc-
cess of the sender. However, HTTP requests invoke a
corresponding response that may include information re-
lated to completion.
[0035] In response to receipt of the initialization mes-
sage, either via the initialization SMS message or e-mail
or an HTTP request, the example ODM server manager
212 determines whether the received telephone number
matches the correct unique panelist identifier, both of
which were transmitted in the initialization message. If a
candidate panelist enters an incorrect phone number via
the registration server 210, or if the candidate panelist
shares the installation message with someone else (e.g.,
a third party), then the user attempting to use the installed
application 222 is not authorized to do so and/or has not
agreed to the privacy, terms of service and/or member-
ship agreement(s). For example, if the candidate panelist
provides demographic information and the phone mobile
number 414-542-6609 in an effort to qualify as a panelist
(e.g., in response to one or more participation incentives),
the example ID generator 214 generates a unique pan-
elist identifier to associate with the provided mobile
phone number (i.e., 414-542-6609) resulting in a
matched candidate identification pair.
[0036] The first matched candidate identification pair
is stored by the ODM server 202 for later comparison.
After the mobile device 208 receives the installation mes-
sage (including the first matched candidate identification
pair) from the ODM server 202, the mobile device 208
extracts the identification pair from the installation mes-
sage and stores the telephone number in a memory of
the mobile device 208. During data collection, the ODM
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application 222 associates the collected data with the
extracted phone number before sending the collected
data back to the ODM server. To provide the ODM server
202 with an indication that the installation message was
successfully received, the ODM application 222 forwards
the extracted identification pair back to the ODM server
202.
[0037] In many cases, the extracted telephone number
correctly identifies the mobile device that is associated
with the candidate panelist that previously provided the
demographic information (e.g., via a webpage facilitated
by the example registration server 210) and corresponds
to the same candidate panelist that agreed to the terms
of service, membership agreement and/or privacy agree-
ment(s). On the other hand, in the event that the candi-
date panelist forwarded their installation message (e.g.,
installation SMS message, installation e-mail message,
etc.) to an alternate user (e.g., a friend, a family member,
etc.), then the ODM application should not be allowed to
operate on the mobile device associated with the alter-
nate user. For example, if the candidate panelist shares
the installation message with the alternate user, then the
alternate user also receives the embedded telephone
number and unique panelist identifier associated with the
candidate panelist. To verify that the telephone number
in the installation message matches the mobile device,
the ODM application sends the extracted telephone
number and unique panelist identifier to the ODM server
202 via the wireless infrastructure 206. The ODM server
202 compares the received telephone number from the
installation message with the telephone number derived
from caller ID information provided by the wireless infra-
structure 206. If the telephone numbers match, then the
candidate panelist is deemed to be correctly associated
with the mobile device 208 and has successfully installed
the ODM application 222. An activation message is then
forwarded from the ODM server 202 to the telephone
number associated with the candidate panelist to, for ex-
ample, unlock the ODM application 222 and/or permit full
functionality of the ODM application 222. However, if the
telephone numbers do not match, then the ODM server
202 identifies an indication of candidate panelist mis-
match, which may be due to data entry error(s) or sharing
of the installation message. In such circumstances, the
ODM server 202 does not send an activation message,
but rather, sends an SMS message to the telephone
number associated with the caller ID information, which
includes an invitation to the user to visit an ODM regis-
tration website (e.g., via the registration server 210) and
participate in market research.
[0038] In some circumstances, the example ODM
server 202 may not need to rely upon caller ID information
provided by the example wireless infrastructure 206 to
verify that the telephone number in the installation mes-
sage matches the mobile device. Consider an example
where the alternate user receives the installation mes-
sage from the candidate user, the alternate user down-
loads the ODM application 222, which parses the instal-

lation message to extract the telephone number embed-
ded therein. Furthermore, after the example ODM appli-
cation 222 parses the installation message and extracts
the telephone number embedded therein, the ODM ap-
plication 222 sends the extracted telephone number to
the ODM server 202 to confirm that the installation has
occurred. Instead of employing caller ID information as-
sociated with the sender of the extracted telephone
number that is received from the wireless infrastructure
206, the ODM server 202 transmits an authorization mes-
sage to the extracted telephone number. If the original
installation message was shared by the candidate pan-
elist with an alternate user, then the authorization mes-
sage sent by the ODM server 202 is received by a differ-
ent wireless device (i.e., the wireless device associated
with the proper candidate panelist), which does not have
the ODM application 222 installed thereon. As a result,
the authorization message sent by the ODM server 202
will not be acknowledged. In some examples, if the ac-
knowledgement message is not received within a thresh-
old period of time, the ODM server 202 will consider the
candidate panelist as invalid and/or contact the candidate
panelist via e-mail to communicate the failure. The failure
e-mail may also include instructions to assist the candi-
date panelist with ODM application set-up and/or data
entry checking.
[0039] FIG. 3 illustrates an example message diagram
300 illustrating example communications involving a
browser 302, the ODM server 202, the wireless network
206 and/or the mobile device 208. In operation, the
browser 302 communicatively connects to the ODM serv-
er 202 via one or more web pages hosted by the example
registration server 210. Via the browser 302, which is
separate from the mobile device 208 and which may be
implemented on, for example, a PC with a full size key-
board and/or display, the candidate panelist provides de-
mographic and/or personal information 304 to the ODM
server 202. In the illustrated example, the personal infor-
mation provided by the candidate panelist includes the
phone number of their mobile device 208. The ODM serv-
er 202 of the illustrated example invokes the server SMS
generator 218 to generate and send an installation SMS
message (306), using the provided telephone number,
to the wireless network 206. As described above, be-
cause the mobile device 208 may not know and/or may
not have access to its own phone number, communica-
tion services for the mobile device 208 operated via the
example wireless network 206 translate the telephone
number into a suitable identifier (e.g., an IMEI number)
that causes delivery of the installation SMS message to
the mobile device 208 and forwards (308) the SMS mes-
sage.
[0040] After subsequent installation of the example ap-
plication 222 on the mobile device 208, the application
222 determines whether to transmit the initialization mes-
sage as an initialization SMS, an initialization e-mail, or
an initialization HTTP request. In some examples, the
application 222 reviews an SMS log of the mobile device
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208 for the received installation SMS message, extracts
the phone number included with the installation SMS
message (312), and sends back an initialization SMS
message to the wireless network 206 having the extract-
ed telephone number embedded therein. The initializa-
tion SMS message (312) is forwarded from the wireless
network 206 to the ODM server 202. The ODM server
202 confirms registration of the panelist and correspond-
ing mobile device 208 (314).
[0041] As described above, the example ODM server
202 and/or example application 222 operating on the mo-
bile device 208 may employ HTTP (or HTTPS) rather
than register the panelist and mobile device 208 via SMS
messages. While the illustrated example of FIG. 3 illus-
trates that the installation message occurs via an instal-
lation SMS message, the ODM server 202 may, without
limitation, send the installation message via HTTP and/or
an e-mail message having the installation URI embedded
therein. In other examples (illustrated by the break in FIG.
3), the application 222 reviews the SMS log of the mobile
device 208 for the received installation SMS message,
extracts the phone number included with (embedded in)
the installation SMS message, and generates an initial-
ization HTTP request (316). The initialization request is
forwarded to the example wireless network 206, which
routes the request 316 to the ODM server 202 to com-
plete registration (320).
[0042] FIG. 4 illustrates a message diagram 400 show-
ing communication between a browser 402, a wireless
device associated with a candidate panelist device ("De-
vice A") 404, a wireless device associated with an alter-
nate user device ("Device B") 406, and the ODM server
102. The message diagram 400 of FIG. 4 illustrates an
example circumstance in which the candidate panelist
successfully associates their wireless device with their
profile information and installs the ODM application. The
example message diagram 400 of FIG. 4 also includes
an example circumstance in which the candidate panelist
shares their installation message with the alternate user,
and how example methods and apparatus disclosed
herein prevent the unauthorized alternate user from us-
ing the ODM application.
[0043] In operation, the candidate panelist provides in-
formation to the ODM server 202 via, for example, the
registration server 210 (408). The provided information
may include demographic information and a telephone
number associated with Device A 404. After providing a
sufficient amount of information and a corresponding
wireless device telephone number, the ID generator 214
of the ODM server 202 generates a unique panelist iden-
tifier for the candidate panelist (410). The candidate pan-
elist will be promoted to a confirmed panelist if sufficient
demographic information is provided and the ODM ap-
plication is successfully installed and associated with De-
vice A 404.
[0044] The example ODM server 202 of FIG. 4 sends
an installation message (e.g., an SMS message, an e-
mail message containing a custom URI, etc.) embedded

with the telephone number provided by the candidate
panelist and the unique panelist identifier (412). The com-
bined telephone number and unique panelist identifier
sent by the ODM server 202 are referred to herein as a
first ID pair 411. Upon receipt of the installation message,
an affirmative indication from the candidate panelist
causes the ODM application to be downloaded and in-
stalled (414). After installation, the ODM application pars-
es the received installation message, which may have
been stored by Device A 404 in an SMS message log or
an e-mail message (416). The installation message pars-
ing extracts the telephone number and unique panelist
identifier embedded within the installation message, and
the ODM application causes the extracted information to
be stored on a memory of Device A 404 (416). The ex-
tracted information is further sent back to the ODM server
202 as a second ID pair 418.
[0045] The example ODM server 202 compares the
first ID pair 411 with the second ID pair 418 to confirm
whether they are the same or different (420). If the first
and second ID pair 411, 418 are the same, then the ex-
ample ODM server 202 sends an authorization message
using the extracted telephone number (422). When De-
vice A 404 receives the authorization message, the ODM
application becomes fully enabled to operate as an on
device meter and send collected data back to the ODM
server 202. To allow the ODM server 202 to learn that
the ODM application has been successfully enabled to
operate as an on device meter, the ODM application
sends an acknowledgement message to the ODM server
(424). Upon receipt of the acknowledgement message,
the example ODM server 202 promotes the candidate
panelist to a confirmed panelist (426).
[0046] On the other hand, the lower portion of FIG. 4
shows an alternative example where the candidate pan-
elist provided the installation message to one or more
alternate user(s) (e.g., interested friends, family mem-
bers, etc.). In such circumstances, apparatus, methods
and/or articles of manufacture disclosed herein identify
that such alternate user(s) are not authorized to use the
ODM application on their device(s). For example, if the
installation message is shared after it is sent to Device
A 404 (see point 428), then the messages of example
FIG. 4 operate as described above until the ODM server
202 sends the authorization message using the extracted
telephone number (422). In that case, Device B 406,
which has a telephone number different than the tele-
phone number embedded in the installation message,
never receives the authorization message (422). Instead,
Device A 404, which responds to the telephone number
extracted from the installation message, receives an
SMS message or e-mail message with the authorization
message. However, because Device A 404 does not
have the ODM application installed, Device A 404 does
not process the authorization message and the ODM
server 202 identifies a timeout period in which no ac-
knowledgement message is received (438). The candi-
date panelist may be notified of the failure via an e-mail
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message from the ODM server 202. Additionally, the ex-
ample ODM server 202 may identify the installation mes-
sage as being compromised.
[0047] On the other hand, although the alternate user
associated with Device B 406 is not a candidate panelist
and has, thus, not provided demographic information and
a telephone number associated with Device B 406, the
attempt to install and/or use the ODM application sug-
gests a willingness to participate as a panelist. The meth-
ods, apparatus and/or articles of manufacture disclosed
herein take advantage of the opportunity to obtain anoth-
er panelist by, in part, sending the alternate user an in-
vitation to become a candidate user. In response to a
failure to receive an acknowledgement from an authori-
zation message, the ODM server 202 obtains caller ID
information associated with receipt of the initialization
message (416). If available caller ID information illus-
trates a telephone number different from the extracted
telephone number in the initialization message, then the
ODM server 202 forwards an invitation message to the
different number. The invitation may, for example, direct
the recipient to the website facilitated by the example
registration server 210, thereby allowing the alternate us-
er to provide sufficient demographics information and a
telephone number associated with their wireless device
to be used in on device metering market activity.
[0048] While an example manner of implementing the
system 200 to facilitate registering a mobile device has
been illustrated in FIG. 2, one or more of the elements,
processes and/or devices illustrated in FIG. 2 may be
combined, divided, re-arranged, omitted, eliminated
and/or implemented in any other way. Further, the ex-
ample ODM server 202, the example registration server
210, the example server-side manager 212, the example
ID generator 214, the example server URI generator 216,
the example server SMS generator 218, the example e-
mail generator 220, the example application 222, the ex-
ample installation message parser 224, the example
browser manager 226, the example mobile message
generator 228 and/or the example mobile URI generator
230 of FIG. 2 may be implemented by hardware, soft-
ware, firmware and/or any combination of hardware, soft-
ware and/or firmware. Thus, for example, any of the ex-
ample ODM server 202, the example registration server
210, the example server-side manager 212, the example
ID generator 214, the example server URI generator 216,
the example server SMS generator 218, the example e-
mail generator 220, the example installation message
parser 224, the example browser manager 226, the ex-
ample mobile message generator 228 and/or the exam-
ple mobile URI generator 230 of FIG. 1 could be imple-
mented by one or more circuit(s), programmable proc-
essor(s), application specific integrated circuit(s)
(ASIC(s)), programmable logic device(s) (PLD(s)) and/or
field programmable logic device(s) (FPLD(s)), etc. When
any of the apparatus claims of the patent are read to
cover a purely software and/or firmware implementation,
at least one of the example, ODM server 202, the exam-

ple registration server 210, the example server-side man-
ager 212, the example ID generator 214, the example
server URI generator 216, the example server SMS gen-
erator 218, the example e-mail generator 220, the exam-
ple application 222, the example installation message
parser 224, the example browser manager 226, the ex-
ample mobile message generator 228 and/or the exam-
ple mobile URI generator 230 of FIG. 2 are hereby ex-
pressly defined to include a tangible computer readable
medium such as a memory, DVD, CD, etc. storing the
software and/or firmware. Further still, the example sys-
tem 200 of FIG. 2 may include one or more elements,
processes and/or devices in addition to, or instead of,
those illustrated in FIG. 2, and/or may include more than
one of any or all of the illustrated elements, processes
and devices.
[0049] Flowcharts representative of example machine
readable instructions for implementing the system 200
of FIG. 2 and/or the example message diagrams of FIGS.
3 and 4 are shown in FIGS. 5-8. In these examples, the
machine readable instructions comprise a program for
execution by a processor such as the processor P105
shown in the example computer P100 discussed below
in connection with FIG. 9. The program may be embodied
in software stored on a tangible computer readable me-
dium such as a CD-ROM, a floppy disk, a hard drive, a
digital versatile disk (DVD), or a memory associated with
the processor P105, but the entire program and/or parts
thereof could alternatively be executed by a device other
than the processor P105 and/or embodied in firmware or
dedicated hardware. Further, although the example pro-
gram is described with reference to the flowcharts illus-
trated in FIGS. 5-8, many other methods of implementing
the example system 200 may alternatively be used. For
example, the order of execution of the blocks may be
changed, and/or some of the blocks described may be
changed, eliminated, or combined.
[0050] As mentioned above, the example processes
of FIGS. 5-8 may be implemented using coded instruc-
tions (e.g., computer readable instructions) stored on a
tangible computer readable medium such as a hard disk
drive, a flash memory, a read-only memory (ROM), a
compact disk (CD), a digital versatile disk (DVD), a cache,
a random-access memory (RAM) and/or any other stor-
age media in which information is stored for any duration
(e.g., for extended time periods, permanently, brief in-
stances, for temporarily buffering, and/or for caching of
the information). As used herein, the term tangible com-
puter readable medium is expressly defined to include
any type of computer readable storage and to exclude
propagating signals. Additionally or alternatively, the ex-
ample processes of FIGS. 5-8 may be implemented using
coded instructions (e.g., computer readable instructions)
stored on a non-transitory computer readable medium
such as a hard disk drive, a flash memory, a read-only
memory, a compact disk, a digital versatile disk, a cache,
a random-access memory and/or any other storage me-
dia in which information is stored for any duration (e.g.,
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for extended time periods, permanently, brief instances,
for temporarily buffering, and/or for caching of the infor-
mation). As used herein, the term non-transitory compu-
ter readable medium is expressly defined to include any
type of computer readable medium and to exclude prop-
agating signals.
[0051] The program 500 of FIG. 5 begins at block 502
where the example registration server 210 of the ODM
server 202 receives demographics and/or personal in-
formation from candidate panelists. Demographics infor-
mation may include, but is not limited to race, national
origin, household address, household income, personal
income, age, gender, marital status and/or number of
children. Additionally, personal information may include
a name, preferred sports, hobbies, number and/or type(s)
of computers, preferred media genres, wireless device
telephone number, etc. The example registration server
210 may facilitate one or more web pages having forms
that allow the candidate panelist to enter personal and/or
demographic information. After the candidate panelist
completes entering the personal and/or demographic in-
formation, the example ID generator 214 generates a
unique identification number (e.g., a numeric or alpha-
numeric value) to associate with the candidate panelist
(block 504). As described in further detail below, the ex-
ample server-side registration manager may look for a
return of the unique identification number and the tele-
phone number of the mobile device 208 to confirm reg-
istration was successful.
[0052] The example server-side registration manager
212 invokes the server SMS generator 218 or the server
URI generator 216 to generate an installation message
(block 506). As described above, example methods, ap-
paratus, systems and/or articles of manufacture de-
scribed herein may employ SMS messaging techniques,
e-mail techniques and/or HTTP techniques and/or any
other communication protocols when communicating be-
tween the ODM server 202 and the mobile device 208.
When the installation message is generated (block 506),
the example SMS generator 218 or the example server
URI generator 216 include the mobile telephone number
provided by the candidate panelist, the unique identifica-
tion number generated by the example ID generator 214,
and a URI to allow the candidate panelist to download
and install the example application 222. The URI may be
further tailored as a custom URI having the application
download source location, the unique identification
number and the telephone number embedded therein as
a string (block 508). For example, the example server
URI generator 216 may generate the following example
string:

http://odm.comuanvxvz.com/en-
roll/GetApp?pn=4142825176&id=98787253. in
which the embedded phone number is preceded by
"pn=" and the embedded identification number is
preceded by "id=."

[0053] The installation message is sent by the example
ODM server 202 as an SMS message using the tele-
phone number, and/or as an e-mail message using an
e-mail address (block 510). The example ODM server
202 monitors for an indication that the candidate panelist
has installed the example application 222 on the mobile
device 208 (block 512) and if not, the ODM server 202
determines whether a timeout period has expired (block
514). A timeout period may be set for any amount, such
as a number of minutes, hours, days, weeks or months.
In some examples, the installation message sent by the
example ODM server 202 includes an indication of how
long the candidate panelist may wait before the invitation
to register expires. For example, the ODM server 202
may include the language "Please click on this link to
install the metering application within one week. ht-
tp://odm.companyxvz.com/en-
roll/GetApp?pn=4142825176&id=98787253" If the ex-
ample timeout period has not expired (block 514), control
returns to block 512 to continue to wait, otherwise the
example ODM server 202 deems that the candidate pan-
elist is not willing to participate and further attempts end.
[0054] On the other hand, if an indication of initializa-
tion is received (block 512), the example server-side reg-
istration manager 212 determines whether the indication
of initialization includes the telephone number and the
unique identification number associated with the candi-
date panelist (block 516). If not, then the attempt to reg-
ister the candidate panelist and their corresponding mo-
bile device 208 was not successful and the process 500
ends. However, if a match occurs, then an authorization
message is sent to the telephone number from the ini-
tialization message to fully enable the ODM application
to function as an on device meter (block 518). The ODM
server manager 212 waits for an acknowledgement mes-
sage from the mobile device 208 (block 520).
[0055] In the event that the ODM server manager 212
does not receive the acknowledgement message (e.g.,
after a threshold period of time) (block 520), then the
ODM server manager 212 considers the candidate pan-
elist profile information (e.g., demographic information)
invalid and sends an email message to the candidate
panelist regarding the failure to associate their mobile
device with the ODM server 202 (block 522). The e-mail
message may allow, for example, the candidate panelist
to re-attempt efforts to participate as an on device me-
tering panelist in case the failure was not due to a lack
of interest. However, in the event that the failure is caused
by an alternate user attempting to use the ODM applica-
tion without having first provided sufficient demographics
information, then the example ODM server manager 212
determines whether caller ID information is available
(block 524). If not, the example program 500 ends, oth-
erwise the ODM server manager 212 determines wheth-
er the caller ID information and the telephone number
from the initialization message match (block 526). If so,
then the example program 500 ends, otherwise an invi-
tation to participate in on device metering is sent to the
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telephone number associated with the caller ID informa-
tion (block 528).
[0056] The program 600 of FIG. 6 begins at block 602
where the example mobile device 208 monitors for re-
ceipt of the installation message. If it is not received, then
the example program 600 continues to wait, otherwise
the example mobile device 208 installs the example ap-
plication 222 (block 604) after the installation message
is received and the candidate panelist clicks on a corre-
sponding URI embedded within the installation message.
As described above, the installation message may be
received by the example mobile device 208 as an SMS
message or as an e-mail message. In either case, the
received installation message includes the telephone
number of the mobile device 208 and a unique identifi-
cation number associated with the candidate panelist and
the mobile device 208, both of which were sent by the
example ODM server 202.
[0057] The example application 222 invokes the ex-
ample installation message parser 224 to parse-out the
telephone number and unique identification number em-
bedded within the received installation message (block
606). In some examples, the installation message parser
224 obtains the received installation message from an
SMS log of the mobile device 208 and parses the re-
ceived SMS messages for the telephone number and
unique identification number (block 608). In other exam-
ples, the installation message parser 224 invokes the
browser manager 226 to search a browsing history of the
mobile device 208, which reveals the custom URI that
was embedded within the installation message. For ex-
ample, if the user received the custom URI via an SMS
message or an e-mail message, the candidate panelist
act of clicking on the URI causes a browser of the mobile
device 208 to navigate to the download location for the
application 222. Accordingly, the example installation
message parser 224 may parse the custom URI in the
browsing history for characters indicative of a phone
number (e.g., "pn=") and/or characters indicative of a
unique identification number (e.g., "id=").
[0058] While the operating system and/or API of the
mobile device 208 may not permit access to the phone
number of the mobile device 208, because the applica-
tion 222 extracts such information from the received in-
stallation message the application 222 has the ability to
store the telephone number in a memory. Typically, the
operating system and/or API of the mobile device 208
provides access to some memory, which can be ac-
cessed when the application 222 operates on the mobile
device 208. Accordingly, because the application 222
now has the phone number of the mobile device 208 in
an accessible memory, subsequent metering data col-
lected by the example application can be sent to the ODM
server in connection with the telephone number to iden-
tify the mobile device and its corresponding panelist.
[0059] To provide the example ODM server 202 with
an indication that the application 222 is successfully in-
stalled and operating, the example mobile message gen-

erator 228 invokes the mobile URI generator 230 to gen-
erate a custom SMS or a custom URI directed to the
ODM server 202 (block 610). In the event that the indi-
cation occurs via SMS messaging, the example mobile
message generator 228 generates an SMS message di-
rected to a phone number associated with the ODM serv-
er 202 and generates text having the phone number of
the mobile device 208 and the unique identification
number. In the event that the indication occurs via HTTP,
the example mobile message generator 228 invokes the
mobile URI generator 230 to generate a custom URI di-
rected to an HTTP address of the ODM server 202, and
embeds the phone number of the mobile device 208 and
the unique identification number therein. Regardless of
whether the indication occurs via SMS messaging or HT-
TP, the example application 222 sends the indication to
the ODM server 202 to associate the mobile device 208
with the candidate panelist (the initialization message)
(block 612).
[0060] The ODM application 222 has limited function-
ality after it is initially installed on the example mobile
device 208. For example, the ODM application 222 may
be initially limited to functions associated with identifying
the telephone number of the mobile device 208, but func-
tions associated with on device metering activities (e.g.,
audio recording, GPS data sampling, device activity re-
cording, etc.) may be disabled until the candidate panelist
is confirmed to have correctly installed the ODM appli-
cation 222 on the correct mobile device 208. To that end,
the example ODM application 222 monitors for an au-
thorization message from the ODM server 202 in re-
sponse to sending the initialization message (block 614).
If a threshold time to wait for the authorization message
has not expired (block 616), then control returns to block
614, otherwise the example program 600 ends. A failure
to receive the authorization message may be due to, for
example, a lack of interest in the candidate panelist to
participate, or a circumstance in which the installation
message of the candidate panelist was shared and/or
otherwise provided to an alternate user that has not pro-
vided sufficient demographics information and/or agreed
to the terms of service agreement(s). On the other hand,
if the example ODM application 222 receives the author-
ization message from the ODM server 202 before the
threshold expires (block 614), then the ODM application
222 fully enables itself to perform on device metering
(e.g., by permitting full access to on-board sensors of the
mobile device such as, but not limited to, microphones,
global positioning satellite sensors, compass sensors,
accelerometers, etc.) and forwards an acknowledgement
message to the ODM server 202 (block 618). In other
words, the ODM application 222 is conditionally enabled
in response to receiving the authorization message.
[0061] In still further circumstances, a user will down-
load the ODM application 222 from a hosted application
repository (e.g., Android Market, Apple AppStore,
iTunes, etc.), a website and/or other location. Some us-
ers that install the ODM application 222 may be existing

21 22 



EP 2 528 359 B1

13

5

10

15

20

25

30

35

40

45

50

55

users, such as confirmed panelists that have a new mo-
bile device, confirmed panelists that have a replacement
mobile device after losing a previous mobile device
and/or confirmed panelists that have intentionally or in-
advertently uninstalled a fully enabled ODM application
222. Other users that install the ODM application 222
may be new users that are interested in participating in
on device metering activities (e.g., in response to promo-
tions, incentives, curiosity, etc.). The example methods,
apparatus and/or articles of manufacture disclosed here-
in identify circumstances of returning confirmed panelists
and new users (e.g., candidate panelists) that have in-
stalled the example ODM application 222.
[0062] The program 700 of FIG. 7 begins at block 702
where the example ODM application 222 is selected
(e.g., from the Android Market), downloaded to the mo-
bile device 208, and installed. As described above, the
example ODM application 222 is initially installed with
limited (e.g., partial) functionality until it can be confirmed
that the candidate panelist has provided sufficient demo-
graphic information, agreed to the membership agree-
ment, the terms of service agreement and/or the privacy
agreement, and the correct mobile device 208 associated
with the candidate panelist is confirmed. Partial function-
ality may include, but is not limited to disabled access to
one or more sensors of the example mobile device 208.
Sensors may include, but are not limited to global posi-
tioning satellite sensors, microphones, light sensors,
compass and/or magnetic sensors, and/or accelerome-
ters. The example ODM application 222 prompts the new
user to confirm whether they are a new user or an existing
user (block 704), such as by way of a button press and/or
user interface input on a touch sensitive display of the
example mobile device 208. If the user indicates (e.g.,
via user interface selection) that they are a new user,
then the example ODM application 222 prompts the new
user to visit the data entry website (e.g., a website hosted
by the example registration server 210) to begin associ-
ation of user demographics information with the ODM
application 222 and associated mobile device 208 (block
706).
[0063] If the user indicates that they are an existing
user (block 704), then the example ODM application 222
searches for a previously received installation message
(block 708). If the previously received installation mes-
sage is found (block 708), control advances to block 608
of FIG. 6. However, if a substantial amount of time has
elapsed, a previously received installation message was
erased (e.g., an SMS message log was cleared) or if an
installation message was not previously received by the
example mobile device 208, then the example ODM ap-
plication 222 sends a recovery request message to the
example ODM server 202 (block 710). The example
ODM application 222 determines whether a correspond-
ing installation message is received (block 712) and, if
not, determines whether a time-out period (e.g., a thresh-
old duration of time to wait for the installation message)
has occurred and/or whether the ODM server 202 returns

an indication of no matching user profile (block 714). In
the event of a time-out and/or indication of no user match
(block 714), the ODM application 222 prompts the new
user to visit the data entry website (e.g., a website hosted
by the example registration server 210) to begin associ-
ation of user demographics information with the ODM
application 222 and associated mobile device 208 (block
706). On the other hand, if the example ODM application
222 receives the installation message from the ODM
server 202 (block 712), then control advances to block
608 of FIG. 6.
[0064] The program 800 of FIG. 8 begins at block 802
where the example ODM server 202 monitors for an in-
dication of the recovery request message. Upon receiv-
ing an indication of the recovery request message (block
802), the example ODM server 202 searches the profile
database 221 for a telephone number associated with
caller ID information received with the recovery request
message (block 804). For example, in the event that the
user installing the ODM application 222 was previously
a confirmed panelist, then their profile information (e.g.,
demographic information, phone number associated with
their mobile device 208, etc.) will be stored in the profile
database 221 of the ODM server 202. In the event a
match is not found (block 806), then an message indic-
ative of a non-match is forwarded to the telephone
number associated with caller ID information (block 808),
which causes the ODM application 222 to prompt the
user to visit a data entry website for candidate panelist
data entry. On the other hand, in the event a match is
found (block 806), then the ODM server 202 sends an
installation message to the telephone number associated
with the received caller ID information (block 810), and
control advances to block 520 of FIG. 5.
[0065] FIG. 9 is a block diagram of an example com-
puter P100 capable of executing the instructions of FIGS.
5-8 to implement the apparatus of FIG. 2 and/or the ex-
ample message diagrams of FIGS. 3 and 4. The compu-
ter P100 can be, for example, a server, a personal com-
puter, a mobile phone (e.g., a cell phone). a personal
digital assistant (PDA), an Internet appliance, or any oth-
er type of computing device.
[0066] The system P100 of the instant example in-
cludes a processor P105. For example, the processor
P105 can be implemented by one or more Intel® micro-
processors. Of course, other processors from other fam-
ilies are also appropriate.
[0067] The processor P105 is in communication with
a main memory including a volatile memory P115 and a
non-volatile memory P120 via a bus P125. The volatile
memory P115 may be implemented by Synchronous Dy-
namic Random Access Memory (SDRAM), Dynamic
Random Access Memory (DRAM), RAMBUS Dynamic
Random Access Memory (RDRAM) and/or any other
type of random access memory device. The non-volatile
memory P120 may be implemented by flash memory
and/or any other desired type of memory device. Access
to the main memory P115, P120 is typically controlled
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by a memory controller.
[0068] The computer P100 also includes an interface
circuit P130. The interface circuit P130 may be imple-
mented by any type of interface standard, such as an
Ethernet interface, a universal serial bus (USB), and/or
a PCI express interface.
[0069] One or more input devices P135 are connected
to the interface circuit P130. The input device(s) P135
permit a user to enter data and commands into the proc-
essor P105. The input device(s) can be implemented by,
for example, a keyboard, a mouse, a touchscreen, a
track-pad, a trackball, isopoint and/or a voice recognition
system.
[0070] One or more output devices P140 are also con-
nected to the interface circuit P130. The output devices
P140 can be implemented, for example, by display de-
vices (e.g., a liquid crystal display, and/or a cathode ray
tube display (CRT)). The interface circuit P130, thus, typ-
ically includes a graphics driver card.
[0071] The interface circuit P130 also includes a com-
munication device, such as a modem or network interface
card to facilitate exchange of data with external comput-
ers via a network (e.g., an Ethernet connection, a digital
subscriber line (DSL), a telephone line, coaxial cable, a
cellular telephone system, etc.).
[0072] The computer P100 also includes one or more
mass storage devices P150 for storing software and data.
Examples of such mass storage devices P150 include
floppy disk drives, hard drive disks, compact disk drives
and digital versatile disk (DVD) drives.
[0073] The coded instructions of FIGS. 5-8 may be
stored in the mass storage device P150, in the volatile
memory P110, in the non-volatile memory P112, and/or
on a removable storage medium such as a CD or DVD.
[0074] From the foregoing, it will be appreciated that
disclosed methods, apparatus, systems and/or articles
of manufacture allow a mobile device to determine its
own phone number, which is information readily available
to a candidate panelist when providing personal and de-
mographic information via a web site hosted by a meter-
ing organization. While other unique identification num-
bers of the mobile device may be available, such as the
IMEI number or an ESN, such identification numbers are
cumbersome to obtain manually from the candidate pan-
elist, and do not follow the panelist in the event a new
and/or alternate mobile device is obtained at a later time.
[0075] Although certain example methods, apparatus
and articles of manufacture have been described herein,
the scope of coverage of this patent is not limited thereto.
On the contrary, this patent covers all methods, appara-
tus and articles of manufacture fairly falling within the
scope of the claims of this patent.

Claims

1. A method to authorize a metering application on a
mobile device (208), comprising:

sending, with a registration server (210), an in-
stallation message in response to receiving de-
mographics information and a first telephone
number associated with a candidate panelist,
the installation message identifying the first tel-
ephone number and a unique identifier, the in-
stallation message to cause the metering appli-
cation to enter a partial operating mode;
detecting an initialization message indicative of
successful installation of the metering applica-
tion, the installation message comprising a sec-
ond telephone number and the unique identifier;
and
sending, with a server authorization message
generator, the authorization message to the first
telephone number in response to detecting a
match between the first and second telephone
numbers, the authorization message to cause
the metering application to exit the partial oper-
ating mode and enter a full operating mode, and
to begin collecting monitoring data.

2. A method as described in claim 1, further comprising
monitoring for an acknowledgement message in re-
sponse to sending the authorization message.

3. A method as described in claim 2, further comprising
promoting the candidate panelist to a confirmed pan-
elist in response to receiving the acknowledgement
message.

4. A method as described in claim 2, further comprising
sending an e-mail message to the candidate panelist
when the acknowledgement message is not re-
ceived with a threshold period of time.

5. A method as described in claim 4, wherein the e-mail
message comprises an indication of failure to au-
thorize the metering application.

6. A method as described in claim 2, further comprising
obtaining caller identification information associated
with the second telephone number associated with
receipt of the installation message when the ac-
knowledgement message is not received with a
threshold period of time.

7. A method as described in claim 6, further comprising:

comparing the first telephone number and the
second telephone number; and
generating an invitation message to the second
telephone number when the first and second tel-
ephone numbers do not match.

8. A method as described in claim 7, further comprising
identifying the installation message as compromised
when the first and second telephone numbers do not
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match.

9. An apparatus to enable a metering application on a
mobile device (208), comprising:

a metering application on the mobile device to
initialize with partial functionality;
an installation message parser (224) to identify
an installation message and extract a telephone
number from the installation message; and
a mobile message generator (228) to send the
initialization message based on the extracted
telephone number to prompt the authorization
message that enables full functionality of the
metering application.

10. An apparatus as described in claim 9, wherein the
mobile device (208) comprises at least one of a text
message history log and an e-mail history log to be
parsed by the installation message parser (224).

11. An apparatus as described in claim 9, further com-
prising a mobile uniform resource identifier genera-
tor (230) to generate the initialization message.

Patentansprüche

1. Verfahren zum Autorisieren einer Messanwendung
auf einem mobilen Gerät (208), umfassend:

Senden, mit einem Registrierungsserver (210),
einer Installationsnachricht in Antwort auf das
Empfangen von demographischer Information
und einer ersten Telefonnummer, die mit einem
Kandidaten-Teilnehmer verknüpft, wobei die In-
stallationsnachricht die erste Telefonnummer
und einen eindeutigen Identifikator identifiziert,
wobei die Installationsnachricht vorgesehen ist,
die Messanwendung zu veranlassen, einen
Teilbetriebsmodus anzunehmen;
Feststellen einer Initialisierungsnachricht, die
auf die erfolgreiche Installation der Messanwen-
dung hinweist, wobei die Installationsnachricht
eine zweite Telefonnummer und den eindeuti-
gen Identifikator umfasst; und
Senden, mit einem Serverautorisierungsnach-
richtengenerator, der Autorisierungsnachricht
zu der ersten Telefonnummer in Antwort auf das
Feststellen einer Übereinstimmung zwischen
der ersten und zweiten Telefonnummer, wobei
die Autorisierungsnachricht vorgesehen ist, die
Messanwendung zu veranlassen, den Teilbe-
triebsmodus zu verlassen und einen Vollbe-
triebsmodus anzunehmen und zu beginnen,
Überwachungsdaten zu sammeln.

2. Verfahren gemäß Anspruch 1, das zudem Überwa-

chen auf eine Bestätigungsnachricht in Antwort auf
das Senden der Autorisierungsnachricht umfasst.

3. Verfahren gemäß Anspruch 2, das zudem Befördern
des Kandidaten-Teilnehmers zu einem bestätigten
Teilnehmer in Antwort auf das Empfangen der Be-
stätigungsnachricht umfasst.

4. Verfahren gemäß Anspruch 2, das zudem Senden
einer Email-Nachricht an den Kandidaten-Teilneh-
mer, wenn die Bestätigungsnachricht nicht innerhalb
einer Schwellwertzeitspanne empfangen wird, um-
fasst.

5. Verfahren gemäß Anspruch 4, wobei die Email-
Nachricht einen Hinweis auf das Scheitern, die Mes-
sanwendung zu autorisieren, umfasst.

6. Verfahren gemäß Anspruch 2, das zudem Beziehen
von Anruferidentifikationsinformation, die mit der
zweiten Telefonnummer verknüpft ist, die verknüpft
ist mit dem Empfang der Installationsnachricht,
wenn die Bestätigungsnachricht nicht innerhalb der
Schwellwertzeitspanne empfangen wird, umfasst.

7. Verfahren gemäß Anspruch 6, das zudem umfasst:

Vergleichen der ersten Telefonnummer und der
zweiten Telefonnummer; und
Generieren einer Einladungsnachricht an die
zweite Telefonnummer, wenn die erste und
zweite Telefonnummer nicht übereinstimmen.

8. Verfahren gemäß Anspruch 7, das zudem Identifi-
zieren der Installationsnachricht als kompromittiert,
wenn die erste und zweite Telefonnummer nicht
übereinstimmen, umfasst.

9. Vorrichtung um eine Messanwendung auf einem
mobilen Gerät (208) zu ermöglichen, umfassend:

eine Messanwendung auf dem mobilen Gerät,
um mit Teilfunktionalität zu initialisieren;
ein Installationsnachrichtenparser (224), um ei-
ne Installationsnachricht zu identifizieren und ei-
ne Telefonnummer von der Installationsnach-
richt zu extrahieren; und
ein Mobilnachrichtengenerator (228), um die In-
itialisierungsnachricht, die auf der extrahierten
Telefonnummer basiert, zu senden, um die Au-
torisierungsnachricht zu veranlassen, die volle
Funktionalität der Messanwendung ermöglicht.

10. Vorrichtung gemäß Anspruch 9, wobei das mobile
Gerät (208) zumindest eines von einem Textnach-
richtenverlaufsprotokoll und einem Email-Verlauf-
sprotokoll umfasst, um von dem Installationsnach-
richtenparser (224) geparst zu werden.
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11. Vorrichtung gemäß Anspruch 9, die zudem einen
Mobile-gleichförmige-Ressourcen-Identifikator-Ge-
nerator (230) umfasst, um die Initialisierungsnach-
richt zu generieren.

Revendications

1. Procédé pour autoriser une application de comptage
sur un dispositif mobile (208), comprenant :

l’envoi, avec un serveur d’enregistrement (210),
d’un message d’installation en réponse à la ré-
ception d’informations démographiques et d’un
premier numéro de téléphone associé à un pa-
néliste candidat, le message d’installation iden-
tifiant le premier numéro de téléphone et un
identificateur unique, le message d’installation
destiné à amener l’application de comptage à
entrer dans un mode de fonctionnement partiel ;
la détection d’un message d’initialisation indica-
tif de l’installation réussie de l’application de
comptage, le message d’installation compre-
nant un second numéro de téléphone et l’iden-
tificateur unique ; et
l’envoi, avec un générateur de message d’auto-
risation de serveur, du message d’autorisation
au premier numéro de téléphone en réponse à
la détection d’une concordance entre les pre-
mier et second numéros de téléphone, le mes-
sage d’autorisation destiné à amener l’applica-
tion de comptage à sortir du mode de fonction-
nement partiel et entrer dans un mode de fonc-
tionnement complet, et à commencer la collecte
de données de surveillance.

2. Procédé selon la revendication 1, comprenant en
outre la surveillance d’un message d’accusé de ré-
ception en réponse à l’envoi du message d’autori-
sation.

3. Procédé selon la revendication 2, comprenant en
outre la promotion du panéliste candidat à un pané-
liste confirmé en réponse à la réception du message
d’accusé de réception.

4. Procédé selon la revendication 2, comprenant en
outre l’envoi d’un message de courriel au panéliste
candidat lorsque le message d’accusé de réception
n’est pas reçu avec une période de temps seuil.

5. Procédé selon la revendication 4, dans lequel le
message de courriel comprend une indication de
l’échec de l’autorisation de l’application de compta-
ge.

6. Procédé selon la revendication 2, comprenant en
outre l’obtention d’informations d’identification d’ap-

pelant associées au second numéro de téléphone
associé à la réception du message d’installation lors-
que le message d’accusé de réception n’est pas reçu
avec une période de temps seuil.

7. Procédé selon la revendication 6, comprenant en
outre :

la comparaison du premier numéro de télépho-
ne et du second numéro de téléphone ; et
la génération d’un message d’invitation pour le
second numéro de téléphone lorsque les pre-
mier et second numéros de téléphone ne con-
cordent pas.

8. Procédé selon la revendication 7, comprenant en
outre l’identification du message d’installation com-
me compromise lorsque les premier et second nu-
méros de téléphone ne concordent pas.

9. Appareil pour permettre une application de compta-
ge sur un dispositif mobile (208), comprenant :

une application de comptage sur le dispositif
mobile pour initialiser avec une fonctionnalité
partielle ;
un analyseur de message d’installation (224)
pour identifier un message d’installation et ex-
traire un numéro de téléphone du message
d’installation ; et
un générateur de message mobile (228) pour
envoyer le message d’initialisation sur la base
du numéro de téléphone extrait pour demander
le message d’autorisation qui permet une fonc-
tionnalité complète de l’application de compta-
ge.

10. Appareil selon la revendication 9, dans lequel le dis-
positif mobile (208) comprend au moins un d’un jour-
nal historique de messages textes et d’un journal
historique de courriels devant être analysé par l’ana-
lyseur de message d’installation (224).

11. Appareil selon la revendication 9, comprenant en
outre un générateur d’identificateur de ressource
uniforme mobile (230) pour générer le message d’ini-
tialisation.
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