
Printed by Jouve, 75001 PARIS (FR)

(19)
E

P
2 

77
9 

01
1

A
1

TEPZZ 779Z__A_T
(11) EP 2 779 011 A1

(12) EUROPEAN PATENT APPLICATION

(43) Date of publication: 
17.09.2014 Bulletin 2014/38

(21) Application number: 14159407.7

(22) Date of filing: 13.03.2014

(51) Int Cl.:
G06F 21/31 (2013.01)

(84) Designated Contracting States: 
AL AT BE BG CH CY CZ DE DK EE ES FI FR GB 
GR HR HU IE IS IT LI LT LU LV MC MK MT NL NO 
PL PT RO RS SE SI SK SM TR
Designated Extension States: 
BA ME

(30) Priority: 14.03.2013 US 201361785152 P

(71) Applicant: Credibility Corp.
Malibu, CA 90265 (US)

(72) Inventors:  
• Stibel, Jeffrey

Malibu
California 90265 (US)

• Buechler, Chad
Malibu
California 90265 (US)

• Landgraf, Raymond
Malibu
California 90265 (US)

• Delgrosso, Peter
Malibu
California 90265 (US)

• Stibel, Aaron
Malibu
California 90265 (US)

(74) Representative: Stuttard, Garry Philip
Urquhart-Dykes & Lord LLP 
Tower North Central 
Merrion Way
Leeds LS2 8PA (GB)

(54) Single system for authenticating entities across different third party platforms

(57) Some embodiments provide an independent au-
thentication system for authenticating entities that have
registered accounts across different online service pro-
viders on behalf of the service providers. The authenti-
cation system maintains a database of previously verified
entity information. A service provider requests authenti-
cation by providing the authentication system with unver-
ified and basic identifying information used by an entity
when registering with the service provider. The authen-
tication system attempts to match the registration infor-
mation against previously verified information for a
known entity. When a match is found, the authentication
system generates a series of challenge questions. The
questions are submitted to the entity through the service
provider and answers are processed in order to authen-
ticate the entity. Authentication is thus provided on behalf
of the service provider without the service provider ac-
cessing the previously verified information and without
the service provider independently verifying the informa-
tion within the generated challenge questions.
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Description

[0001] The present invention pertains to identity veri-
fication and authentication.
[0002] Today, a majority of accounts registered with
online service providers are not authenticated. Any entity
can access an online service provider site and create an
account thereon based on whatever information is pro-
vided by the entity. The provided information can accu-
rately represent who the entity is when the entity regis-
trant is truthful during account registration. However, the
provided information can also be falsified such that the
account appears to be registered to someone other than
the true registrant. For example, anyone can create a
Facebook® account claiming to be a celebrity, politician,
or other prominent figurehead and then begin dissemi-
nating information on behalf of that entity. In other words,
it is relatively easy to hijack the account of another, pro-
vide falsified information that misleads others, or commit
fraud.
[0003] For these reasons, there is a push to authenti-
cate entities online. Different online service providers
have tried various authentication methodologies. How-
ever, some of these methodologies fail to curb fraud and
falsified account registration because the information
used for the authentication is obtained from a source that
is itself subject to fraud or falsified information. For in-
stance, some online service providers rely on linking a
registered account with another existing account at an-
other service provider. For example, in order to create
an account at a first online service provider, a registrant
may be required to provide an address for an email ac-
count that is registered with a second online service pro-
vider. The first online service provider then sends an ac-
tivation email to the email account and the account is
only activated when the registrant invokes a link in the
activation email or returns a verification code from the
activation email to authenticate that the registrant has
access to the email account. This methodology does little
to prevent fraudulent registration of accounts as the
linked account can be falsified just as easy as the account
being registered.
[0004] Some online service providers store confiden-
tial information about an entity as part of an account reg-
istered by that entity. The confidential information is then
used to generate a series of challenge questions that are
presented to an entity claiming to have forgotten or lost
a username, password, or other access credentials to
the registered account. While this methodology prevents
others from accessing an account of another once that
account has been registered, the methodology does little
to prevent an entity from creating a fake account or from
registering an account that hijacks the identity of another.
Also, the provided information is typically limited such
that only a few challenge questions can be generated.
With such a small set of challenge questions, a perpe-
trator can discover the right answer by guessing or by
obtaining the answers from other sources.

[0005] Some online service providers perform their
own independent authentication. The independent au-
thentication can occur by way of a telephone contact or
by requiring the registrant to submit identification infor-
mation that confirms the information used in registering
an account with the online service provider. While effec-
tive, this methodology is expensive to deploy in terms of
cost and time. Many potential registrants may be dis-
suaded by the extra effort needed to submit the supple-
mental authenticating information and may therefore look
to competing online service providers that provide a sim-
pler registration process.
[0006] Accordingly, there is need to provide effective,
comprehensive, and unobtrusive authentication for enti-
ties registering or using unauthenticated accounts at dif-
ferent online service providers. There is a need for the
registration to occur using verified information without
the inconvenience of acquiring the verified information
from the registrant whenever the registrant attempts to
register a new account. Accordingly, there is a need to
provide a single system with which to authenticate an
entity across different platforms of various online service
providers.
[0007] Some embodiments provide an independent
authentication system for authenticating entities that
have registered accounts across different online service
providers on behalf of the online service providers. The
authentication system communicably couples to multiple
online service providers and provides an interface with
which any online service provider can request to authen-
ticate any entity that has registered or is attempting to
register an account with that online service provider. En-
tities are then authenticated on behalf of the online serv-
ice providers using a database of previously verified en-
tity information.
[0008] According to a first aspect of the invention there
is provided, for an authentication system comprising at
least one server device, a computer-implemented meth-
od for authenticating entities across a plurality of online
service providers, the computer-implemented method
comprising: receiving from an online service provider of
the plurality of online service providers, an authentication
request for authenticating on behalf of the online service
provider, whether an entity purchasing a good or service
of the online service provider using a code is eligible to
a promotion associated with the code, the authentication
request providing identifying information used by the en-
tity when purchasing the good or service; obtaining at
least one eligibility requirement that any entity must sat-
isfy in order to redeem the promotion using the code;
querying a database using the identifying information,
the database comprising a plurality of entity records,
each entity record of the plurality of entity records con-
taining previously verified information about a different
entity, wherein the previously verified information is ver-
ified independent of any information provided by the plu-
rality of online of service providers; selecting a particular
entity record from the plurality of entity records containing
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previously verified information that is a match for the iden-
tifying information used by the entity; generating a series
of challenge questions from the previously verified infor-
mation of the particular entity record, each challenge
question from the series of challenge questions asking
a question directed to some previously verified informa-
tion of the particular entity record that does not overlap
with the identifying information used by the entity in reg-
istering for the service of the online service provider; sub-
mitting the series of challenge questions from the authen-
tication system to the online service provider for presen-
tation to the entity through an interface of the online serv-
ice provider, wherein the online service provider is not
provided access to the previously verified information of
the particular entity record from which the series of chal-
lenge questions are generated; receiving from the online
service provider, a set of answers provided by the entity
that are responsive to the series of challenge questions;
and authenticating by the authentication system on be-
half of the online service provider, that the entity is eligible
for the promotion associated with the code when the set
of answers correctly answer a specified number of the
series of challenge questions and when the previously
verified information from the particular entity record sat-
isfies the at least one eligibility requirement.
[0009] The identifying information may comprise a
name that the entity uses in registering for the service of
the online service provider.
[0010] The method may further comprise performing
an alternative authentication of the entity when the set
of answers fail to correctly answer the specified number
of the series of challenge questions.
[0011] Performing the alternative authentication may
comprise receiving official documentation from the entity
with geolocation information identifying a location from
which the official documentation is transmitted. Perform-
ing the alternative authentication may also further com-
prise authenticating the entity when address information
in the official documentation matches to the location iden-
tified from the geolocation information.
[0012] In accordance with another aspect of the inven-
tion, there is provided, for an authentication system, a
computer-implemented method for authenticating enti-
ties across a plurality of online service providers, the com-
puter-implemented method comprising:

managing a database with a plurality of entity
records, each entity record of the plurality of entity
records storing information about a different entity
that has been previously verified;
receiving (i) first registration information identifying
a first entity and at least a first eligibility requirement
that is associated with a first code that the first entity
provides in order to redeem a first promotion from a
first online service provider of the plurality of online
service providers and (ii) second registration infor-
mation identifying a second entity that is different
than the first entity and at least a second eligibility

requirement that is associated with a second code
that the second entity provides in order to redeem a
second promotion from a second online service pro-
vider of the plurality of online service providers;
retrieving from the database (i) a first entity record
of the plurality of entity records storing previously
verified information that is a match for the first reg-
istration information and (ii) a second entity record
of the plurality of entity records storing previously
verified information that is a match for the second
registration information;
generating (i) a first series of challenge questions
from other previously verified information of the first
entity record that is different than the first registration
information and (ii) a second series of challenge
questions from other previously verified information
of the second entity record that is different than the
second registration information; and
authenticating (i) that the first entity is eligible for the
first promotion from the first online service provider
when a specified number of responses provided by
the first entity correctly answer the first series of chal-
lenge questions and when the previously verified in-
formation from the first entity record satisfies the at
least first eligibility requirement and (ii) that the sec-
ond entity is eligible for the first promotion from the
second online service provider when a specified
number of the responses provided by the second
entity correctly answer the second series of chal-
lenge questions and when the previously verified in-
formation from the second entity record satisfies the
at least second eligibility requirement.

[0013] In accordance with yet another aspect of the
present invention, there is provided a non-transitory com-
puter-readable storage medium with an executable pro-
gram stored thereon, wherein the program instructs a
microprocessor to perform sets of instructions for: receiv-
ing from an online service provider of the plurality of on-
line service providers, an authentication request for au-
thenticating on behalf of the online service provider, an
entity that registers for a service of the online service
provider, the authentication request providing identifying
information used by the entity in registering for the service
of the online service provider; retrieving a particular entity
record from a plurality of entity records containing previ-
ously verified information that is a match for the identify-
ing information used by the entity, wherein each entity
record of the plurality of entity records contains previously
verified information about a different entity; generating a
series of challenge questions from the previously verified
information of the particular entity record, each challenge
question from the series of challenge questions being
derived from previously verified information of the partic-
ular entity record that does not overlap with the identifying
information used by the entity in registering for the service
of the online service provider; issuing the series of chal-
lenge questions; receiving a set of answers provided by
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the entity that are responsive to the series of challenge
questions; and notifying the online service provider that
the entity has been authenticated when the set of an-
swers correctly answer a specified number of the series
of challenge questions.
[0014] The program may further instruct the microproc-
essor to perform a set of instructions for receiving a plu-
rality of eligibility requirements from the online service
provider, wherein the plurality of eligibility requirements
specify qualifications for whether the entity can redeem
an incentive offered by the online service provider.
[0015] The program may further instruct the microproc-
essor to perform a set of instructions for determining from
the previously verified information of the particular entity
record whether the entity is eligible for the incentive.
[0016] The program may further instruct the microproc-
essor to perform a set of instructions for notifying the
online service provider to provide the incentive to the
entity when the previously verified information from the
particular entity record satisfies the plurality of eligibility
requirements.
[0017] The program may further instruct the microproc-
essor to perform a set of instructions for (i) retrieving a
plurality of marketing campaigns, each marketing cam-
paign of the plurality of marketing campaigns specifying
an eligibility requirement and (ii) presenting a set of the
plurality of marketing campaigns that the entity is eligible
for based on the previously verified information from the
particular entity record satisfying the eligibility require-
ment that is specified for each marketing campaign of
the set of marketing campaigns.
[0018] In accordance with a further aspect of the in-
vention, there is provided an authentication system com-
prising a server including a non-transitory computer-
readable medium and at least one processor, the non-
transitory computer-readable medium being configured
to store a computer program for execution by the at least
one processor for controlling operation of the authenti-
cation system, the server further including a database
configured to store a plurality of entity records each con-
taining previously verified information about an entity,
and an interface for enabling communication between a
plurality of online service provider systems and the au-
thentication system, the server being configured to: re-
ceive an authentication request, via the interface, from
one of the plurality of online service provider systems,
for authenticating an entity that registers for a service of
the one of the plurality of online service provider systems,
the authentication request providing identifying informa-
tion used by the entity in registering for the service of the
online service provider; retrieve a particular entity record
from one of the plurality of entity records containing pre-
viously verified information that is a match for the identi-
fying information used by the entity; generate a series of
queries from the previously verified information of the
particular entity record, each query from the series of
queries being derived from previously verified informa-
tion of the particular entity record that does not overlap

with the identifying information used by the entity in reg-
istering for the service of the online service provider;
transmit the series of queries to the one of the plurality
of online service provider systems via the interface; re-
ceive a set of responses provided by the entity that are
responsive to the series of queries; and transmit a noti-
fication to the plurality of online service provider systems
via the interface that the entity has been authenticated
when the set of responses correctly match a specified
number of the series of queries.
[0019] The server may be further configured to: receive
(i) first registration information identifying a first entity and
at least a first eligibility requirement that is associated
with a first code that the first entity provides in order to
redeem a first promotion from a first online service pro-
vider of the plurality of online service providers and (ii)
second registration information identifying a second en-
tity that is different than the first entity and at least a sec-
ond eligibility requirement that is associated with a sec-
ond code that the second entity provides in order to re-
deem a second promotion from a second online service
provider of the plurality of online service providers; re-
trieve from the database (i) a first entity record of the
plurality of entity records storing previously verified infor-
mation that is a match for the first registration information
and (ii) a second entity record of the plurality of entity
records storing previously verified information that is a
match for the second registration information; generate
(i) a first series of queries from other previously verified
information of the first entity record that is different than
the first registration information and (ii) a second series
of queries from other previously verified information of
the second entity record that is different than the second
registration information; and authenticate (i) that the first
entity is eligible for the first promotion from the first online
service provider when a specified number of responses
provided by the first entity correctly answer the first series
of challenge questions and when the previously verified
information from the first entity record satisfies the at least
first eligibility requirement and (ii) that the second entity
is eligible for the first promotion from the second online
service provider when a specified number of the respons-
es provided by the second entity correctly answer the
second series of challenge questions and when the pre-
viously verified information from the second entity record
satisfies the at least second eligibility requirement.
[0020] The first online service provider may operate
independent of the second online service provider and
registrations with the first online service provider are un-
available to the second online service provider.
[0021] The server may be further configured to notify
the first online service provider that the first entity has
fraudulently registered with the first online service pro-
vider when a specified number of responses provided by
the first entity do not correctly answer the first series of
challenge questions.
[0022] The server may be further configured to notify
an entity other than the first entity using previously veri-
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fied contact information of the first entity record when a
specified number of responses provided by the first entity
do not correctly answer the first series of challenge ques-
tions.
[0023] Advantages of the authentication system in-
clude allowing the online service providers to register ac-
counts without having to store confidential information
about the registering entities and without having to de-
velop and maintain an independent database of verified
information for each registered entity. Instead, the au-
thentication system maintains one such database for use
by any of the communicably coupled online service pro-
viders and in some embodiments, the verified information
within the database is not exposed to the online service
providers. Additionally, the online service providers can
authenticate an entity without any prior knowledge of that
entity by relying on the verified information maintained
by the authentication system. Also, the authentication
system provides a central system that can track which
accounts of a particular entity are successfully authenti-
cated and which accounts have failed authentication. Us-
ing this information, the authentication system can notify
an entity of potentially hijacked accounts or accounts that
have been registered in its name without its authorization
or knowledge. When operating as the central system, the
authentication system can also ensure the accuracy and
consistency of information about the entity that is pre-
sented across different online service providers where
the entity has been authenticated. In some such embod-
iments, the authentication system monitors any change
that occur with respect to information about a particular
entity at online service provider that has authenticated
the particular entity and the authentication system then
propagates those changes to other online service pro-
viders that have authenticated the particular entity using
the authentication system.
[0024] To conduct entity authentication, an online serv-
ice provider submits basic identification information
about the unauthenticated entity to the authentication
system over the provided interface. The basic identifica-
tion information can include a name, street address, tel-
ephone number, email address, or some combination
thereof as some examples. Using the basic identification
information, the authentication system identifies an entity
record from the database of previously verified entity in-
formation.
[0025] When the basic identification information
matches to the previously verified information in the entity
record by a requisite amount, the authentication system
parses the entity record to generate a series of challenge
questions based on other verified information about the
entity that is stored to the entity record. Due to the quantity
of verified information in the entity record, the challenge
questions can be different for each authentication itera-
tion. The authentication system passes the challenge
questions over the interface to the online service provider
which then presents the challenge questions to the un-
authenticated entity. The entity provides his or her an-

swers to the challenge questions. The answers are com-
municated from the online service provider to the authen-
tication system. The authentication system verifies the
answers. If the provided answers match to the verified
information in the entity record by a certain degree, the
authentication system authenticates the entity and noti-
fies the online service provider accordingly.
[0026] When the entity record does not match to the
previously verified entity information by the requisite
amount, the authentication system may request addition-
al identifying information about the entity from the online
service provider. If no additional identifying information
is provided, the authentication system can perform an
alternate authentication. In some embodiments, the al-
ternate authentication involves receiving documentation
or photographic evidence with geolocation information
from the unauthenticated entity. The authentication sys-
tem then determines whether the geolocation information
coincides with a discoverable address for the entity and
confirms that the received evidence further coincides with
other discoverable information for the entity, wherein the
discoverable information can be obtained from the enti-
ty’s own website or other sites containing information
about the entity.
[0027] In some embodiments, the authentication sys-
tem enables an ecommerce site to issue codes for use
by a targeted demographic, wherein the codes can be
redeemed for discounts, offers, or other benefits. Spe-
cifically, the ecommerce site specifies one or more eligi-
bility requirements that qualify which entities can use the
code. When an entity transacts with the ecommerce site
and attempts to use the code for a good or service offered
by the ecommerce site, the ecommerce site sends the
entity’s identifying information and the eligibility require-
ments to the authentication system. The authentication
system retrieves the entity record for the entity from the
database. The authentication system then determines if
the entity satisfies the eligibility requirements based on
the previously verified information contained within the
entity record. When the entity does not satisfy the eligi-
bility requirements, the authentication system notifies the
ecommerce site that the entity cannot redeem the dis-
count, offer, or benefit provided by the code. When the
entity does satisfy the eligibility requirements, the authen-
tication system then attempts to authenticate the entity
to ensure that the entity is who he claims to be and is not
falsely representing himself as another in order to meet
the eligibility requirements. To do so, the authentication
system generates a series of challenge questions that
are presented to the entity. When the entity successfully
answers some number of the challenge questions, the
authentication system notifies the ecommerce site that
the entity is approved to use the code. Otherwise, the
authentication system notifies the ecommerce site that
the entity is denied from using the code.
[0028] In some embodiments, the authentication sys-
tem acts as a central repository for coupon codes and
other promotions that an entity is eligible for. In some
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such embodiments, ecommerce partners upload their
codes and promotions in conjunction with the eligibility
requirements to the authentication system. The authen-
tication system then identifies which codes and promo-
tions different entities are eligible for upon authenticating
those entities. The eligible codes and promotions are
stored to a "passport" that an entity can access at any
time.
[0029] In order to achieve a better understanding of
the nature of the present invention a preferred embodi-
ment of the authentication system will now be described,
by way of example only, with reference to the accompa-
nying drawings in which:

Figure 1 illustrates components of the authentication
system and an operating environment for the authen-
tication system in accordance with some embodi-
ments.
Figure 2 presents a process performed by the au-
thentication system for authenticating entities in ac-
cordance with some embodiments.
Figure 3 presents a series of challenge questions
that can be used to authenticate a business entity
and that are derived from an entity record for that
business entity in accordance with some embodi-
ments.
Figure 4 presents a process for performing alterna-
tive authentication in accordance with some embod-
iments.
Figure 5 conceptually illustrates a parent entity iden-
tifying a business and child entities that are agents
or representatives of the parent entity.
Figure 6 presents a process for notifying entities of
potentially fraudulently registered or hijacked ac-
counts in accordance with some embodiments.
Figure 7 presents a message exchange by which
the authentication system of some embodiments
pre-screens candidates that meet eligibility require-
ments specified by an ecommerce site or other on-
line marketer.
Figure 8 presents an alternate message exchange
by which the authentication system post-screens
candidates that are eligible to redeem a discount,
offer, or other benefit disseminated by an ecom-
merce site or other third party marketer in accord-
ance with some embodiments.
Figure 9 illustrates leveraging the authentication
system as a lead generation platform in accordance
with some embodiments.
Figure 10 presents a process in accordance with
some embodiments for enabling the authentication
system to serve as a central repository for promo-
tions and coupon codes that various entities are el-
igible for.
Figure 11 illustrates a computer system with which
some embodiments are implemented.

[0030] In the following detailed description, numerous

details, examples, and embodiments of an authentication
system are set forth and described. As one skilled in the
art would understand in light of the present description,
the authentication system is not limited to the embodi-
ments set forth, and the authentication system may be
practiced without some of the specific details and exam-
ples discussed. Also, reference is made to the accom-
panying figures, which illustrate specific embodiments in
which the authentication system can be practiced. It is
to be understood that other embodiments can be used
and structural changes can be made without departing
from the scope of the embodiments herein described.
[0031] To facilitate the discussion that is to follow, an
entity is defined to include individuals (i.e., persons) and
businesses, wherein a business can be represented by
its agents or representatives. An online service provider
includes any website operator that requires some form
of registration by entities seeking access to goods or
services offered by that online service provider. Social
media websites, such as Facebook, Twitter®, and Goog-
le+™, are examples of online service providers that stand
to benefit the most from the services of the authentication
system of some embodiments. However, e-commerce
websites and informational websites (e.g., blogs) are ex-
amples of some other online service providers that stand
to similarly benefit from the authentication system serv-
ices. Registration can include creation of an account or
profile with the online service provider. Moreover, in cre-
ating the account or profile, the registrant provides basic
identification information. The basic identification infor-
mation is associated with the registered account or profile
and can be used in identifying the account or profile. In
some embodiments, the basic identifying information in-
cludes a username, actual name of the entity, and email
address as some examples. The basic identification in-
formation can also include other information, such as a
telephone number or street address.
[0032] Figure 1 illustrates components of the authen-
tication system 110 and an operating environment for the
authentication system 110 in accordance with some em-
bodiments. As shown, the authentication system 110 is
comprised of front-end 120, back-end 130, and database
140. The operating environment includes a plurality of
online service providers 150 that are communicably cou-
pled to the authentication system 110 and access serv-
ices of the authentication system 110 through the front-
end 120. Each online service provider 150 provides some
good or service through an online interface to users that
are registered with that online service provider.
[0033] In some embodiments, the front-end 120, back-
end 130, and database 140 are hosted on one or more
physical servers or virtual servers (running on special
purposed hardware devices) that collectively form the
authentication system 110. The servers may be collocat-
ed or dispersed across different geographic regions. In
any configuration, the authentication system 110 servers
are separate and distinct from the online service provider
servers. In other words, the authentication system 110
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is operated independent of any online service provider.
[0034] Each authentication system 110 server in-
cludes at least a non-transitory computer-readable me-
dium and one or more processors. The non-transitory
computer-readable medium stores a computer program
for execution by the processors. Each server further in-
cludes a network interface for communicating with other
servers of the authentication system 110, the database
140, and the plurality of online service providers 150.
Additional components of each server are provided with
reference to Figure 11 below. Each of the front-end 120
and back-end 130 are components that execute on the
server resources. These components 120 and 130 trans-
form the servers and their general computing resources
into specialized machines with particularized functional-
ity for performing entity authentication in accordance with
the embodiments presented herein.
[0035] In some embodiments, the front-end 120 pro-
vides an application programming interface (API) that is
exposed to the plurality of online service providers 150
via a network interface. The API exposes a set of function
calls and messaging constructs with which the plurality
of online service providers 150 communicate with the
authentication system 110. Specifically, the front-end
120 exposes the functionality with which the online serv-
ice providers 150 request entity authentication and sub-
mit responses to queries in the form of challenge ques-
tions posed by the authentication system 110. Addition-
ally, the front-end 120 provides the interface from which
the challenge questions and authentication messages
are communicated to the online service providers 150.
Communication over the network interface can be con-
ducted using Internet Protocol (IP) based messaging or
any other network messaging protocols.
[0036] In some embodiments, the back-end 130 is the
component of the authentication system 110 authenti-
cating entities using the verified information contained
within the database 140. Generally, the back-end 130
identifies entity records from the database 140 that per-
tain to different unauthenticated entities, parses verified
information from the entity records to generate challenge
questions, and processes entity responses to ascertain
whether to authenticate those entities.
[0037] The database 140 stores entity records with
each entity record containing previously verified informa-
tion about a particular entity. The database 140 can be
maintained by the authentication system 110 or can be
maintained by another who provides the authentication
system 110 access to the entity records. The information
within the entity records can be verified using a variety
of means. For example, verified information can be ob-
tained from government records, bank records, and bill-
ing records. Information can also be verified via tele-
phone conversations conducted with the entity. In some
embodiments, the authentication system 110 is provided
access to verified entity databases of third parties which
contain several million records with each record contain-
ing verified information about a particular business entity.

The authentication system 110 leverages the extensive
pool of verified information within the database 140 to
provide authentication services for the different online
service providers. In so doing, the online service provid-
ers can authenticate entities without the need to collect,
manage, and store verified information about the entities
and without the need to each derive independent forms
of authentication.
[0038] Figure 2 presents a process 200 performed by
the authentication system for authenticating entities in
accordance with some embodiments. The process com-
mences when the authentication system receives (at
210) from an online service provider, basic identification
information identifying an unauthenticated entity. The ba-
sic identification information includes the identifying in-
formation that the online service provider acquires from
the unauthenticated entity when the entity registers for
an account with the online service provider. Typically,
the basic identification information includes a username,
an actual name, and/or an email address of the entity.
However, other information such as a street address, tel-
ephone number, and URL to the entity’s website can also
be included as part of the basic identification information.
The basic identification information does not include var-
ious confidential information of the entity, such as school-
ing history, income level, occupation, etc. for an individual
as some examples and years in operation, number of
employees, number of locations, etc. for a business as
some examples.
[0039] Process 200 is not limited to accounts that are
undergoing registration. Process 200 can also be applied
to authenticate entities that have previously registered
accounts with the online service provider. In such cases,
the basic identification information will already be asso-
ciated with the previously registered account and the on-
line service provider forwards the information to the au-
thentication system. The basic identifying information is
encapsulated in a datagram that is formatted according
to the front-end API specifications.
[0040] The process queries (at 220) the entity data-
base using the basic identifying information. The query
identifies any entity records from the database that con-
tain some percentage of the basic identifying information.
The greater the overlap between information in an entity
record and the basic identification information received
from the online service provider, the higher the probability
that the entity record is a match for the unauthenticated
entity.
[0041] The process next determines (at 230) whether
a definite, probable, or no match is made between the
verified information contained within an entity record and
the basic identifying information that is obtained from the
unauthenticated entity. In some embodiments, a definite
match is made when there are three or more matching
core data elements between the verified information in
an entity record and the basic identifying information. The
core data elements can include any combination of
name, address, telephone number, email address, etc.
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In some embodiments, a probable match is made when
there are at least two matching core data elements be-
tween the verified information in an entity record and the
basic identifying information. If no definite or probable
match can be made, the process determines that there
is no match.
[0042] When a definite match is made, the process
parses (at 240) the verified information from the definite
matching entity record. The process generates (at 245)
a series of challenge questions from the entity record
verified information. Each challenge question can be for-
matted as an open ended question or as a multiple choice
question in which the actual answer is intermixed with a
set of incorrect answers. The challenge questions are
randomly selected from the large pool of verified infor-
mation recorded in the entity record. The series of chal-
lenge questions ask the unauthenticated entity to confirm
various verified information that is ordinarily confidential
and contained within the entity record. Figure 3 presents
a series of challenge questions that can be used to au-
thenticate a business entity and that are derived from an
entity record for that business entity in accordance with
some embodiments.
[0043] The process transmits (at 250) the series of
challenge questions to the online service provider for
subsequent presentation to the unauthenticated entity.
The series of challenge questions can be submitted to-
gether with the online service provider presenting one
question and withholding the next question in the series
until an answer is provided or with the online service pro-
vider presenting the series of challenge questions in a
single online interface. Alternatively, the process can
transmit a single question to the online service provider
and await a response before transmitting the next ques-
tion to the online service provider. The online service
provider can present the challenge questions in an email
to the unauthenticated entity or via an online interface,
such as the interface used by the entity to register an
account with the online service provider.
[0044] The process receives (at 255) responses in the
form of answers to the series of challenge questions. The
process then determines (at 260) whether to authenticate
the entity based on the received answers. The process
authenticates the entity when a sufficient number of the
received answers are correct and confirm verified confi-
dential information within the entity record. When authen-
ticated, the process submits (at 265) an authentication
confirmation to the online service provider. The online
service provider can then indicate that the entity is au-
thenticated by providing an authentication badge or other
identifier in conjunction with the account of the entity.
Otherwise, the process performs (at 290) an alternative
authentication of the entity.
[0045] When one or more probable matching entity
records are identified as a result of the query performed
at 220, the process requests (at 270) additional identify-
ing information about the entity being authenticated. If
the additional information is provided (at 275), the proc-

ess reverts to step 220 and queries the database using
the newly acquired information. Otherwise, the process
presents (at 280) the probable matches in a listing for
the unauthenticated entity to select the correct match.
The listing may include presenting a name and an ad-
dress or other identifying information from each entity
record that is a probable match. Once a user selection
is received (at 285), the proceeds to step 240 where the
entity record for the user selection is parsed in order to
generate the series of challenge questions.
[0046] When no match is made, the process performs
(at 290) an alternative authentication of the entity. Figure
4 presents a process 400 for performing alternative au-
thentication in accordance with some embodiments.
[0047] The process 400 commences upon receiving
(at 410) official documentation with geolocation informa-
tion from the unauthenticated entity. Suitable official doc-
umentation includes (1) documentation that is issued by
a trusted or official source and (2) documentation that
contains information identifying the unauthenticated en-
tity and a location of the unauthenticated entity or infor-
mation from which the identity and location of the unau-
thenticated entity can be discovered. For example, the
location can be a street address or a landline telephone
number that can be tracked to a street address. The of-
ficial documentation is a critical first component for the
alternative authentication, because access to the docu-
ment is restricted to the entity that is identified in the doc-
ument. Examples of official documentation acceptable
for the alternative authentication include a driver’s li-
cense, utility bill, or credit card statement. Each of these
documents specifies an entity name and a location for
the entity. These documents represent official docu-
ments, because each is issued from a trusted or official
source that has previously verified the informational con-
tents therein with the unauthorized entity. For instance,
a credit card is issued to an entity that has a valid social
security number and the credit card statement is issued
to an address at which the entity resides or the entity has
access to. The official documentation can be submitted
as an image or scan of the actual document. The geolo-
cation information identifies a location from where the
official document is transmitted. Smartphones, tablets,
and other global positioning satellite (GPS) enabled de-
vices can embed the geolocation information with the
transmission of the official documentation.
[0048] Next, the process analyzes (at 420) the official
documentation to identify an address for the entity. The
address can be discoverable from the official documen-
tation itself. For example, an address for the entity can
be extracted from a digital copy of the entity’s driver’s
license. Additionally, the address can be discoverable
from querying the entity database using other information
appearing in the official documentation. For example, the
name and telephone number of the unauthenticated en-
tity can be obtained from the official documentation and
used to query the database in order to discover an ad-
dress that is associated with the name and telephone
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number.
[0049] The process compares (at 430) the identified
address with the provided geolocation information. If the
two match, the entity is authenticated (at 440). In some
embodiments, the alternative authentication confirms
that the unauthenticated entity has access to an address
associated with the official documentation. More specif-
ically, if the geolocation information establishes that the
entity has access to a particular office building and the
official document establishes the entity at that particular
office building, then the process can authenticate the en-
tity. Otherwise, the authentication fails (at 450) and other
alternative authentication can be attempted if desired.
[0050] In some embodiments, the alternative authen-
tication involves the authentication system receiving of-
ficial documentation that contains at least a name of the
entity being authenticated and a verifiable method of con-
tacting that entity. The verifiable method of contacting
the entity can include a telephone number. Therefore,
when the entity submits the official documentation using
a smartphone or other network enabled device having
the specified telephone number, the authentication sys-
tem can verify that the entity submitting the official doc-
umentation is in fact the entity identified in the official
documentation. Other means of performing the alterna-
tive authentication include voice verification via a tele-
phone call or in person verification by visiting the entity.
These alternative authentication procedures conform to
well established verification practices of some credit rat-
ing companies.
[0051] Another supported method of alternative au-
thentication is performing authentication based on ge-
olocation information that is determined from the Internet
Protocol (IP) address of the machine with which an entity
attempts authentication. For example, a business entity
may be authenticated using a machine within the busi-
ness entity’s network, wherein the authentication system
can verify whether the machine’s IP address matches to
one or more IP addresses associated with the business
entity. In some such embodiments, the authentication
system maintains a mapping of IP addresses to various
entities (e.g., enterprises or other business entities). The
mapping of IP addresses to the entities can be construct-
ed over time based on prior entity authentications. For
example, a first employee of a business entity may be
authenticated from a machine within the business entity’s
network. The authentication system can store the IP ad-
dress used by the first employee and use that IP address
(or IP subnet) as a basis for authenticating other employ-
ees of that same business entity by determining whether
the other employees attempt authentication from ma-
chines having the same or similar IP address.
[0052] For individual or small business entities, the au-
thentication system will likely be unable to store the IP
address that is allocated to each such entity. In such cas-
es, the authentication system will instead map the entity’s
IP address to a geographic region. The geographic re-
gion is then compared against a regional identifier within

the record of verified information for the entity to deter-
mine whether the entity should be allowed to continue
the authentication. For example, when an entity attempts
authentication using an IP address that is mapped to a
geographic region in China and the record of verified in-
formation obtained for that entity reveals that the entity
resides or operates in Japan, the authentication system
can deny the authentication attempt. The geographic re-
gion information obtained from the IP addressing can be
more granular than per country. For instance, IP address-
es can be used to identify entity location to states or cities.
Accordingly, when an entity is known to reside or operate
in Los Angeles, but the authentication attempt comes
from an IP address in San Francisco, the authentication
system can deny the authentication attempt.
[0053] Still another supported method of alternative
authentication includes authenticating entities using ver-
ified information provided by a transaction partner of the
authentication system. For example, an online service
provider may acquire credit card payment information
from an unverified entity. The online service provider pro-
vides that payment information to a credit card payment
processor. When the credit card payment processor is a
partner of the authentication system, the authentication
system may obtain a verified billing address for the un-
verified entity from the credit card payment processor.
Using the verified billing address, the authentication sys-
tem can then authenticate the unverified entity by re-
questing the entity to provide the billing address or a
statement demonstrating the billing address to ensure
the addressing matches.
[0054] Thusfar, the authentication system has been
described with reference to single entity authentication.
However, some entities have a parent-child organization,
whereby the child entities act or operate on behalf of the
parent entity. This is often the case for a business entity,
wherein the business is the parent entity and the agents
or representatives of that business (e.g., employees, ex-
ecutives, directors, principals, etc.) are the child entities.
In such cases, it may be necessary to authenticate the
child entities of the parent entity and associate the child
entities to the parent entity.
[0055] As one example, LinkedIn (www.linkedin.com)
is an online service provider that includes businesses as
parent entities and individuals (i.e., employees) associ-
ated with those businesses as child entities. Yet, anyone
can create an account for any business without any au-
thentication as to whether or not that account actually
represents the business. Furthermore, anyone can cre-
ate employee accounts and list themselves as employ-
ees or child entities of a business without any authenti-
cation. By leveraging the authentication system, such an
online service provider could authenticate the parent en-
tity by ensuring that only someone with in-depth knowl-
edge about the business can create the parent entity,
thereby preventing others from falsely or fraudulently cre-
ating the parent entity. Moreover, the authentication sys-
tem can prevent false or fraudulent child entities from
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being associated with that parent entity by also authen-
ticating the employees to in fact be child entities of the
parent entity.
[0056] In some embodiments, authenticating a child
entity for a parent entity is a two stage process. The first
stage involves authenticating the child entity to be who
it claims to be. The second stage involves authenticating
that the child entity is an authorized representative or
agent of the parent entity.
[0057] In some embodiments, the first stage involves
generating a first series of challenge questions that are
directed to the child entity. The challenge questions can
be derived from verified information in an entity record
of the child entity.
[0058] In some embodiments, the second stage in-
volves generating a second series of challenge questions
that are directed to the parent entity, wherein these chal-
lenge questions are derived from verified information ob-
tained for the parent entity from the database. The sec-
ond series of challenge questions are then presented to
the child entity. The second stage can also be completed
using one of the above described alternative authentica-
tion methods. For example, the child entity can be au-
thenticated for a parent entity when the child entity per-
forms the authentication using a machine having an IP
address that can be mapped to the parent entity.
[0059] When the two-stage authentication is complet-
ed, the child entity can be assigned a role under the par-
ent entity. The role can be an identifier as to the child
entity’s function under the parent entity. Alternatively, the
role can specify certain rights or permissions available
to the child entity when acting on behalf of the parent
entity.
[0060] To simplify the authentication of child entities,
some embodiments designate one or more entities in the
parent-child organization as an "ambassador". Once the
ambassador is authenticated and associated with the
particular parent entity, the ambassador can act as an
internal authentication source for the particular parent
entity. In its role, the ambassador can provide the au-
thentication system with a list of child entities that are
then automatically authenticated for the particular parent
entity. Alternatively, the ambassador can provide the
names of the child entities and the child entities still have
to perform one stage of the two-stage authentication
process in order to be included as child entities of the
specified parent entity. In any case, the ambassador can
prepopulate the authentication system with a list of
known child entities.
[0061] The ambassador is typically an authoritative fig-
ure associated with the parent entity. For example, the
ambassador may be the CEO or other executive asso-
ciated with the parent entity. In some embodiments, the
ambassador is whoever authenticates the parent entity,
wherein the authentication may be initiated in response
to registering an account for the parent entity at an online
service provider that leverages services of the authenti-
cation system.

[0062] Figure 5 conceptually illustrates a parent entity
510 identifying a business and child entities 520, 530,
and 540 that are agents or representatives of the parent
entity 510. Each child entity is assigned a role identifying
the function of the child entity and rights for the child entity
to act or operate on behalf of the parent entity 510. For
example, child entity 520 is identified as the CEO and
has all rights, whereas child entity 530 is identified as the
CFO and is restricted to purchasing rights when acting
or operating on behalf of the parent entity 510. The par-
ent-child organization can also be leveraged for targeted
marketing purposes as will be discussed below.
[0063] The authentication system provides several ad-
vantages to authentication methodologies currently
available in the prior art. First, the authentication system
is a shared solution in which any online service provider
can authenticate its users by simply requesting the au-
thentication service from the authentication system. Con-
sequently, authentication can be conducted on behalf of
an online service provider without the online service pro-
vider having any prior knowledge or information about
the entity being verified. The online service provider can
instead rely on the database maintained by the authen-
tication system for the previously verified information that
is needed to complete the authentication. This frees the
online service provider from having to collect, manage,
and store confidential information about the entity and
also frees the online service provider from having to in-
dependently verify the collected information. The data-
base compiled by the authentication system of some em-
bodiments is comprehensive, allowing different chal-
lenge questions to be presented whenever the authenti-
cation procedure is restarted for the same entity at the
same or different online service provider.
[0064] Some embodiments provide universal access
credentials to an entity once that entity is authenticated
with a first online service provider. The universal access
credentials can then be used to login or automatically
create an account for the entity at other online service
providers that partner with the authentication system
without the entity having to re-specify the basic identifying
information or other information when registering with
other online service providers.
[0065] When the entity provides the universal login cre-
dentials to an online service provider partner, the partner
will first determine whether the access credentials log
the entity into an account that is registered with that online
service provider partner. If not, the partner then provides
the access credentials to the authentication system. The
authentication system then determines whether or not
the entity has been previously authenticated. If not, the
entity is prevented from accessing services of the online
service provider partner. Otherwise, the authentication
system provides authenticated information back to the
online service provider partner. The information can be
used to automatically create and populate an account for
the entity at the online service provider partner. Alterna-
tively, the information can be used to identify the entity
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and its authentication status to the online service provider
partner and the entity can then continue accessing goods
and services of the partner through an authenticated
guest account.
[0066] In some embodiments, the shared solution of-
fered by the authentication system is leveraged to notify
an authenticated entity of accounts fraudulently regis-
tered to the entity or that have been hijacked. Figure 6
presents a process 600 for notifying entities of potentially
fraudulently registered or hijacked accounts in accord-
ance with some embodiments.
[0067] Process 600 commences by tracking (at 610)
one or more accounts that are registered to a particular
entity and that have been successfully authenticated by
way of process 200 above or a similar process that is
performed by the authentication system. Specifically,
whenever an online service provider requests authenti-
cation for an account that is registered to the particular
entity, the authentication system records the registration
and successful authentication of the account at the online
service provider to the database.
[0068] Next, the process identifies (at 620) an account
that is registered to the particular entity, but that has failed
authentication. The failed authentication can be indica-
tive of another that is attempting to register and use an
account representing the particular entity. Accordingly,
the process retrieves (at 630) verified contact information
for the particular entity from the database. The verified
contact information is stored as part of the entity record
containing verified information of the particular entity. The
verified contact information can include any of an email
address, street address, telephone number, chat user-
name, or social media username as some examples. The
process then sends (at 640) a message to the particular
entity using the verified contact information, wherein the
message notifies the particular entity of a failed authen-
tication attempt with an identifier identifying the account
that failed the authentication and the online service pro-
vider at which the account is registered.
[0069] Once the particular entity is made aware of the
failed authentication attempt, the particular entity can
confirm that he/she was responsible for the failed authen-
tication attempt and therefore discard the notification. Al-
ternatively, the notification can serve to identify a previ-
ously unknown account that is registered to the particular
entity. The particular entity can then claim the account
for itself or contact the online service provider to dereg-
ister the account on the premise that the account was
fraudulently registered in the name of the particular entity
without the particular entity’s knowledge or consent.
[0070] Such functionality is unavailable when the on-
line service providers independently perform their own
authentication. In such scenarios, there is no single sys-
tem that tracks the accounts of a particular entity that are
successfully and unsuccessfully authenticated. As such,
the particular entity cannot be made aware of accounts
that are registered in the name of the particular entity
without the consent of the particular entity. However, the

authentication system of some embodiments offers a
shared solution that any online service provider can use.
A byproduct of this shared solution is that the authenti-
cation system can track the status of multiple accounts
registered to a particular entity across various online
service providers. In so doing, the authentication system
can notify the particular entity when an authentication
attempt on an account of the particular entity fails. This
allows the particular entity to take action, if needed, to
prevent others from falsely representing themselves as
the particular entity online.
[0071] This functionality can also be used to monitor
the online presence of an entity across different online
service providers. When the entity is authenticated with
a first online service provider and with a second online
service provider, the authentication system becomes
aware of the accounts registered by the entity at the first
and second online service providers. The authentication
system can then monitor those accounts looking for any
changes that occur to one account, but not the other. In
such cases, the authentication system can then propa-
gate the change across the other accounts registered at
the other online service providers, thereby ensuring that
information about the entity presented on the online serv-
ice providers is kept up-to-date and is consistent across
the online service providers. In some embodiments, an
online service provider may query the authentication sys-
tem for any monitored changes to a particular entity’s
account at other online service providers and the authen-
tication system can provide any detected changes to the
online service provider for it to use in updating the par-
ticular entity’s account registered thereon.
[0072] The shared authentication service provided by
the authentication system of some embodiments also
has application for online marketers and sites involved
in some form of ecommerce, whether in the sale of a
good or service. To attract repeat customers or new cus-
tomers, these ecommerce sites distribute online coupon
codes that can be redeemed for a discount on the goods
or services that are offered by the ecommerce sites. Oth-
ers distribute offers or other benefits in the form of a code
that can be redeemed for upgrades, free trials, free gifts,
alternate goods and services, etc.
[0073] Though these codes are effective in attracting
clientele, they are usually ineffective in attracting the right
clientele. Once a code for a discount, offer, or other ben-
efit is made available to any one entity, that entity can
redistribute the same code for others to use. In fact, sev-
eral websites exist for this purpose of collecting online
codes and making these codes available for others to
use. These codes therefore attract bargain hunters. Bar-
gain hunters merely look to capitalize on a onetime deal
with no intention to buy other goods or to return as a
repeat customer.
[0074] Instead, the ecommerce site would prefer to at-
tract its primary demographic of customers which in-
cludes those entities that are interested in other goods
and services offered by the ecommerce site besides the
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discounted or promotional goods and services. The pri-
mary demographic is also more likely to revisit and pur-
chase other goods and services without a discount, offer,
or other benefit inducing that purchase.
[0075] Ecommerce sites are limited in their ability to
combat the undesired effects of online code marketing.
They can attempt to tie the use of a code to a specific
customer account such that only one particular customer
can use that code. However, this restricts the marketing
effort only to preexisting customers or those customers
that have registered an account with the ecommerce site.
Using this solution, the ecommerce site will be unable to
disseminate codes to potential customers that have not
yet registered with the ecommerce site.
[0076] The authentication system provides various so-
lutions to this and other related issues by allowing the
ecommerce sites the ability to perform a marketing cam-
paign that is restricted to customers that meet the eligi-
bility requirements defined by the ecommerce site for the
marketing campaign.
[0077] In some embodiments, the authentication sys-
tem provides an ecommerce site or other marketer a pre-
screened list of candidates that meet eligibility require-
ments specified by the ecommerce site or other marketer.
The ecommerce site can then perform a targeted mar-
keting campaign to the pre-screened list of candidates
knowing that the candidates meet eligibility requirements
that the ecommerce site has identified for its primary de-
mographic of customers. Figure 7 presents a message
exchange by which the authentication system 710 of
some embodiments pre-screens candidates 730 that
meet eligibility requirements specified by an ecommerce
site 720 or other online marketer.
[0078] The message exchange commences by the
ecommerce site 720 providing (at 740) the authentication
system 710 with a list of eligibility requirements for a de-
sired set of candidates that the ecommerce site 720 wish-
es to market to. The ecommerce site 720 can identify its
primary demographic of customers using the eligibility
requirements, whether or not any of the primary demo-
graphic of customers have had any prior engagement
with the ecommerce site 720.
[0079] The eligibility requirements can include any pa-
rameters that are included in the data structure for any
entity record that is stored to the entity database of the
authentication system. For instance, the entity data may
include the number of years in operation, annual reve-
nue, and street address as some parameters that can be
specified as part of the eligibility requirements. It should
be apparent to one of ordinary skill in the art that the
entity database will include tens or hundreds of such pa-
rameters per entity record. The ecommerce site 720 can
mix and match any of these parameters when specifying
the eligibility requirements. The eligibility requirements
may be specified using a graphical interface that is pro-
vided by the authentication system 710.
[0080] Upon receiving the eligibility requirements, the
authentication system 710 then searches (at 745) the

entity database in order to identify and extract a list of
candidates that meet the eligibility requirements. The list
of candidates is passed (at 750) to the ecommerce site
720. In some embodiments, the authentication system
710 passes complete information for each candidate in
the list of candidates, including identifying information
and contact information for each candidate. In some oth-
er embodiments, the authentication system 710 protects
the identity or other confidences of the candidates by
passing only contact information (e.g., email address,
online handle, mailing address, or telephone address) of
the candidates to the ecommerce site 720 such that the
ecommerce site 720 is never provided the names or other
identifying information of the candidates.
[0081] The ecommerce site 720 then performs (at 760)
a targeted marketing campaign to the identified listing of
candidates, wherein the identified listing of candidates
includes entities that the ecommerce site 720 has iden-
tified as desired candidates (e.g., primary demographic
of customers). This leads to a more effective marketing
campaign and better conversion rates for the ecommerce
site 720. The marketing campaign can include providing
a coupon code that any of receiving candidates can use
to discount any goods and services purchased from the
ecommerce site 720. The marketing campaign can also
include providing promotional materials, informational
materials, other benefits, or offers to the pre-screened
listing of candidates. The marketing campaign can be
performed by emailing, physical mailing, instant messag-
ing, online messaging, or telephone contacting the can-
didates with the code, promotion, etc.
[0082] While the process presented through the mes-
sage exchange of Figure 7 provides the ecommerce site
with a pre-screened listing of candidates that meet eligi-
bility requirements and allows the ecommerce site to per-
form a targeted marketing campaign, the recipients can
nevertheless circumvent the intentions of the ecom-
merce site by forwarding the marketing campaigns to oth-
ers or by publishing the marketing campaigns online for
anyone to see. The authentication system of some em-
bodiments can combat such behavior by restricting the
marketing campaign only to those candidates that were
designated to receive the marketing campaign as a result
of meeting the eligibility requirements of the ecommerce
site.
[0083] In some embodiments, the authentication sys-
tem tracks an identity for each eligible candidate that it
provides to the ecommerce site. When a customer then
attempts to redeem a discount, offer, or other benefit with
the ecommerce site using a code or by other means, the
ecommerce site can provide the identity of the customer
to the authentication system. The customer’s identity is
obtained from a shipping address or payment information
that is provided by the customer. The authentication sys-
tem then notifies the ecommerce site whether that cus-
tomer was one of the eligible candidates that should be
allowed to redeem the discount, offer, or other benefit.
[0084] Alternatively, when providing the list of eligible
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candidates to the ecommerce site, the authentication
system may additionally provide one item of identifying
information for each eligible candidate. The ecommerce
site can then verify usage of an online code by comparing
the identifying information provided by the customer us-
ing the online code against the identifying information
provided by the authentication system for the eligible can-
didates. In such scenarios, the authentication system can
still hide the identity of the eligible candidates from the
ecommerce site by providing only partial identifying in-
formation, such as a street number rather than an entire
address or the last four digits of a telephone number rath-
er than an entire telephone number.
[0085] Figure 8 presents an alternate message ex-
change by which the authentication system post-screens
candidates in order to determine if the candidates are
eligible to redeem a discount, offer, or other benefit dis-
seminated by an ecommerce site or other third party mar-
keter in accordance with some embodiments. The figure
illustrates the messages that are exchanged between
the authentication system 810 of some embodiments,
ecommerce site 820, and customer 830.
[0086] The exchange begins with the ecommerce site
820 performing a marketing campaign. In this figure, the
marketing campaign involves disseminating (at 840) a
coupon code with various eligibility requirements speci-
fied for redeeming the coupon code. For example, a cou-
pon code may recite "small businesses in Los Angeles
with less than 100 employees can receive a 10% discount
by entering coupon code ’SMB’". Unlike the pre-screened
methodology above, the ecommerce site 820 does not
disseminate the coupon code with the eligibility require-
ments to a pre-screened list of candidates that are known
to be eligible to redeem the discount offered by the cou-
pon code. Instead, the ecommerce site 820 publicly dis-
seminates the coupon code or disseminates the code to
potential customers without knowing whether the poten-
tial customers are eligible to redeem the discount asso-
ciated with the coupon code. In other words, in this sce-
nario, the ecommerce site 820 is unconcerned with who
the recipients of the marketing campaign are. Instead,
the ecommerce site 820 desires that the marketing cam-
paign reach the broadest audience possible. In some em-
bodiments, the ecommerce site 820 directly dissemi-
nates the coupon code to customer 830 and other entities
by emailing the coupon code with the eligibility require-
ments. In some other embodiments, the ecommerce site
820 indirectly disseminates the coupon code to customer
830 and other entities by posting the coupon code and
the eligibility requirements to a publicly accessible site
where it is freely accessible to anyone with Internet ac-
cess.
[0087] The ecommerce site 820 partners with the au-
thentication system 810 and relies upon the authentica-
tion service of the authentication system 810 to ensure
that entities attempting to redeem the disseminated cou-
pon code meet the eligibility requirements that are spec-
ified for the coupon code. Accordingly, when customer

830 attempts to complete (at 845) a purchase from the
ecommerce site 820 using the disseminated coupon
code, the ecommerce site 820 passes (at 850) basic iden-
tifying information about the customer 830 to the authen-
tication system 810. The basic identifying information can
include information that the customer 830 provides the
ecommerce site 820 when registering an account with
the ecommerce site 820. Alternatively, the basic identi-
fying information can include the billing information or
shipping information that the customer 830 provides to
complete the purchase. In some embodiments, the
ecommerce site 820 additionally relays the eligibility re-
quirements specified for the coupon code to the authen-
tication system 810.
[0088] Using the basic identifying information, the au-
thentication system 810 retrieves (at 855) an entity record
from the database that contains previously verified infor-
mation about the customer 830. As before, the authen-
tication system 810 can make a definite or probable
match of the entity record using the basic identifying in-
formation. When the probable match is made, the set of
probable matching entity records are presented to the
customer 830 for selection of the correct entity record.
[0089] The authentication system 810 then determines
if the previously verified information in the entity record
for the customer 830 satisfies the eligibility requirements
specified for the coupon code. If not, the authentication
system 810 notifies (shown as optional step 860) the
ecommerce site 820 that the customer 830 does not meet
the eligibility requirements. On the other hand, when the
customer 830 satisfies the eligibility requirements, the
authentication system 810 next authenticates the cus-
tomer 830 to ensure that the customer 830 is who he
claims to be and is not falsely representing himself as
another in order to meet the eligibility requirements.
[0090] To authenticate the customer 830, the authen-
tication system 810 generates a series of challenge ques-
tions from the previously verified information within the
entity record and passes (at 865) the series of challenge
questions to the ecommerce site 820. The ecommerce
site 820 presents (at 870) the series of challenge ques-
tions to the customer 830, receives (at 875) the custom-
er’s responses to the challenge questions, and submits
(at 880) the responses to the authentication system 810.
The authentication system 810 then attempts to authen-
ticate the customer 830 based on whether the customer
830 provided responses that match with the previously
verified information in the entity record.
[0091] When the customer 830 fails the authentication
as a result of incorrectly answering some number of the
series of challenge questions, the ecommerce site 820
will not apply (not shown) the coupon code discount to
the customer’s transaction. When the customer 830 is
properly authenticated, as a result of correctly answering
some number of the series of challenge questions, the
ecommerce site 820 applies the coupon code discount
to the customer’s transaction.
[0092] In this figure, the customer 830 correctly an-
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swers the required number of challenge questions. Ac-
cordingly, the authentication system 810 notifies (at 885)
the ecommerce site 820 that the customer 830 has been
authenticated and that the customer 830 satisfies the el-
igibility requirements that have been specified for using
the code. In turn, the ecommerce site applies (at 890)
the coupon code discount to the transaction of the cus-
tomer 830.
[0093] In some embodiments, the customer 830 may
login to the ecommerce site 820 using the universal ac-
cess credentials described above. In such instances, the
ecommerce site 820 forwards the universal access cre-
dentials to the authentication system 810 instead of the
basic identifying information. Using the universal access
credentials, the authentication system 810 retrieves the
proper entity record. The authentication system 810 then
determines whether or not the entity meets the eligibility
requirements specified for the code based on the verified
information from within the entity record. Additionally, the
entity logging in with the universal access credentials can
avoid having to answer challenge questions when re-
deeming a code, because the universal access creden-
tials result from a prior successful authentication of an
entity.
[0094] It should be noted that in some embodiments,
the challenge question authentication is optional. In other
words, should the entity record for the customer 830 con-
firm the customer’s 830 eligibility to redeem the coupon
code discount, the authentication system 810 notifies the
ecommerce site 820 to apply the discount at that stage
in the message exchange.
[0095] Besides redeeming a discount by way of a cou-
pon code, the various pre-screening and post-screening
methodologies described above can be adapted for any
marketing campaign that provides other offers or benefits
to the eligible customers. These offers or benefits can
include free trial memberships, bonus gifts, offers to serv-
ices of another, informational materials, service up-
grades, etc., wherein such offers or benefits are redeem-
able using an online code. The online code can be any
of a numeric, alphanumeric, or symbolic code. Addition-
ally, the online code can be a graphic, image, bar code,
or QR code that can be submitted to the ecommerce site.
[0096] In addition to or besides the specification of el-
igibility requirements, some embodiments allow the mar-
keting campaigns to be targeted based on a child entity’s
role under a parent entity. As was noted above, when
entities are authenticated in a parent-child organization,
the child entities can be provided a role under the parent
entity. For example, a first set of child entities can be
authenticated as managers of a parent entity and a sec-
ond set of child entities can be authenticated as engi-
neers of the parent entity. Continuing with the example,
an online marketing campaign can be specified to apply
to the first set of child entities, but not the second set of
child entities. The child entity roles can be combined with
any other eligibility requirements specified using the ver-
ified information from the entity records of the database.

[0097] Along similar lines, the authentication system
can identify the linkages between a parent and its children
by retrieving traversing the entity record linkages for
each. For example, an ecommerce site may perform a
marketing campaign, whereby the ecommerce site dis-
seminates coupon code "SMB" that is redeemable for a
10% discount by any employee of a local corporation that
has existed less than 5 years with revenue less than 10
million. When a customer attempts to redeem the coupon
code with the ecommerce site, the ecommerce site will
pass the customer’s basic identifying information to the
authentication system. The authentication system will
then pull the customer’s entity record from the entity da-
tabase. From the customer’s entity record, the authenti-
cation system identifies the customer’s employer. Next,
the authentication system pulls the entity record for the
employer. From the employer’s entity record, the authen-
tication system can verify whether the customer meets
the eligibility requirements specified for the coupon code
as result of being an employee of a local corporation that
has existed less than 5 years with revenue less than 10
million. Should the customer meet the eligibility require-
ments, the authentication system notifies the ecommerce
site or alternatively performs the challenge question au-
thentication to verify the customer’s identity.
[0098] In these manners, the authentication system al-
lows online marketers and ecommerce sites the ability
to perform targeted online marketing campaigns. More
specifically, the authentication system allows the online
marketers and ecommerce sites to do so without the on-
line marketers and ecommerce sites having to identify
the entities that fall within the targeted demographic. In
other words, they can define the eligibility requirements
and/or child entity roles, distribute the coupon codes, of-
fers, or benefits with the eligibility requirements, and then
rely on the authentication services of the authentication
system to filter the entities that attempt to redeem the
code, offer, or benefit in order to determine which ones
meet the eligibility requirements and which ones do not.
Moreover, the online marketers and ecommerce sites
are able to perform the targeted marketing campaign
without having to independently manage and maintain
the verified information that is needed to authenticate the
entities responding to the marketing campaign. As such,
the authentication system of some embodiments can act
as back-end and offer this solution to any number of front-
end ecommerce sites, online marketers, or other
goods/service providers.
[0099] As a variant of the pre-screening methodology
above, the authentication system can also serve as a
lead generation platform for its various marketing and
ecommerce partners. In some such embodiments, the
partners submit their marketing campaigns (e.g., coupon
codes, promotional materials, incentives, etc.) to the au-
thentication system. The authentication system then se-
lectively disseminates those marketing campaigns to en-
tities that meet the eligibility requirements when those
entities are authenticated by the authentication system
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on behalf of another marketing and ecommerce partner.
[0100] Figure 9 illustrates leveraging the authentica-
tion system as a lead generation platform in accordance
with some embodiments. The figure illustrates the au-
thentication system 910 of some embodiments, a first
ecommerce partner 920, a second ecommerce partner
930, and customer 940.
[0101] The first ecommerce partner 920 uploads (at
950) its marketing campaign to the authentication system
910. The marketing campaign includes a coupon code
with eligibility requirements.
[0102] The second ecommerce partner 930 dissemi-
nates (at 955) its own marketing campaign comprising
of a coupon code and eligibility requirements to the cus-
tomer 940. In response, the customer 940 engages (at
960) the second ecommerce partner 930 in a transaction
with the desire to use the coupon code. To authenticate
that the customer 940 meets the eligibility requirements
specified by the second ecommerce partner 930, the sec-
ond ecommerce partner 930 utilizes the authentication
services of the authentication system 910. The second
ecommerce partner 930 provides (at 965) basic identify-
ing information about the customer 940 to the authenti-
cation system 910 along with the eligibility requirements.
The authentication system 910 then authenticates (at
970) the customer 940 based on the previously verified
information that is stored in the customer’s entity record.
The authentication system notifies (at 975) the second
ecommerce partner 930 that the customer 940 is authen-
ticated and meets the eligibility requirements and the sec-
ond ecommerce partner 930 applies (at 980) the coupon
code discount to the customer’s transaction.
[0103] The authentication system 910 also queries the
marketing campaigns uploaded by the first ecommerce
partner 920 and other partners to determine if the cus-
tomer 940 is eligible for any other coupon codes, promo-
tions, incentives, etc. specified as part of those other mar-
keting campaigns. Using the previously verified informa-
tion in the customer’s entity record, the authentication
system 910 determines (at 985) that the customer 940
is also eligible for the promotions of the first ecommerce
partner 920.
[0104] As shown in the message exchange of Figure
9, the authentication system 910 notifies (at 990) the cus-
tomer 940 that it is also eligible for the coupon code of
the first ecommerce partner 920. In some other embod-
iments, the authentication system 910 notifies the first
ecommerce partner 920 that the customer 940 is eligible
for its offered promotions. More specifically, the authen-
tication system 910 may provide the customer’s contact
information (e.g., email, telephone, address, etc.) to the
first ecommerce partner 920 so that the first ecommerce
partner 920 can disseminate its marketing promotion to
the eligible customer 940. In still some other embodi-
ments, the authentication system 910 notifies the second
ecommerce partner 930 that the customer 940 is eligible
for the promotions of the first ecommerce partner 920.
More specifically, the authentication system 910 pro-

vides the second ecommerce partner 930 with the cou-
pon code of the first ecommerce partner 920 so that the
second ecommerce partner 930 can offer the coupon
code or other promotion to the customer 940.
[0105] The authentication system may also serve as a
central repository for all promotions and coupon codes
that an entity is eligible for. Figure 10 presents a process
1000 in accordance with some embodiments for enabling
the authentication system to serve as a central repository
for promotions and coupon codes that various entities
are eligible for.
[0106] The process 1000 commences when the au-
thentication system receives (at 1010) coupon codes and
other promotions with the defined eligibility requirements
(i.e., marketing campaigns) from various ecommerce
partners. The authentication system stores these upload-
ed campaigns to the database.
[0107] Next, the process authenticates (at 1020) an
entity that wishes to access any coupon codes and other
promotions it is eligible for. The authentication system
authenticates the entity in the manner described above
with reference to Figure 2.
[0108] The process determines (at 1030) whether the
entity is properly authenticated. When the entity cannot
be authenticated, the process ends and the entity is not
deemed eligible for any of the uploaded marketing cam-
paigns. When the entity is authenticated, the process
queries (at 1040) the uploaded marketing campaigns us-
ing the verified information obtained from the entity
record for the authenticated entity to determine which
uploaded marketing campaigns the entity is eligible for.
The process then creates a "passport" for the entity and
populates (at 1050) the passport with the promotions and
coupon codes from the marketing campaigns that the
entity is eligible for. The passport is a profile or other data
record that is created within the authentication system
database. The passport is continually updated to link to
whatever uploaded marketing campaigns the entity is el-
igible for.
[0109] The process presents (at 1060) the passport
and all identified coupon codes and promotions to the
entity when the entity accesses the passport using a set
of access credentials. The set of access credentials can
include a username and password combination. The en-
tity can access the passport from any network enabled
device by directing the device, web browser, or applica-
tion thereon to a passport login interface of the authen-
tication system. In this manner, the entity is made aware
of the discounts and promotions that it is eligible for with-
out the entity having to actively search for and find these
discounts and promotions.
[0110] In some such embodiments, the authentication
system provides a shared authentication service to ben-
efit online service providers, online marketers, and ecom-
merce partners while also benefitting the entities that it
authenticates by providing those entities with the pass-
port that stores the coupon codes and other promotions
that the entity is deemed eligible for. The entities no long-
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er need to actively search different sites for those pro-
motions nor do the entities need to be spammed with
those promotions. Instead, whenever they choose to look
for a promotion, the entities access their passport and all
promotions that they are eligible for are listed therein.
Also, marketers and ecommerce partners can conduct
more effective marketing campaigns that target their pri-
mary demographic without even needing to know who
the entities that fall within that primary demographic are.
[0111] Many of the above-described processes and
components are implemented as software processes
that are specified as a set of instructions recorded on a
non-transitory computer-readable storage medium (also
referred to as computer-readable medium). When these
instructions are executed by one or more computational
element(s) (such as processors or other computational
elements like ASICs and FPGAs), they cause the com-
putational element(s) to perform the actions indicated in
the instructions. Computer and computer system are
meant in their broadest sense, and can include any elec-
tronic device with a processor including cellular tele-
phones, smartphones, portable digital assistants, tablet
devices, laptops, and servers. Examples of computer-
readable media include, but are not limited to, CD-ROMs,
flash drives, RAM chips, hard drives, EPROMs, etc.
[0112] Figure 11 illustrates a computer system with
which some embodiments are implemented. Such a
computer system includes various types of computer-
readable mediums and interfaces for various other types
of computer-readable mediums that implement the var-
ious processes, modules, and engines described above
for the authentication system. Computer system 1100
includes a bus 1105, a processor 1110, a system memory
1115, a read-only memory 1120, a permanent storage
device 1125, input devices 1130, and output devices
1135.
[0113] The bus 1105 collectively represents all system,
peripheral, and chipset buses that communicatively con-
nect the numerous internal devices of the computer sys-
tem 1100. For instance, the bus 1105 communicatively
connects the processor 1110 with the read-only memory
1120, the system memory 1115, and the permanent stor-
age device 1125. From these various memory units, the
processor 1110 retrieves instructions to execute and data
to process in order to execute the processes of the in-
vention. The processor 1110 is a processing device such
as a central processing unit, integrated circuit, graphical
processing unit, etc.
[0114] The read-only-memory (ROM) 1120 stores stat-
ic data and instructions that are needed by the processor
1110 and other modules of the computer system. The
permanent storage device 1125, on the other hand, is a
read-and-write memory device. This device is a non-vol-
atile memory unit that stores instructions and data even
when the computer system 1100 is off. Some embodi-
ments of the invention use a mass-storage device (such
as a magnetic or optical disk and its corresponding disk
drive) as the permanent storage device 1125.

[0115] Other embodiments use a removable storage
device (such as a flash drive) as the permanent storage
device. Like the permanent storage device 1125, the sys-
tem memory 1115 is a read-and-write memory device.
However, unlike storage device 1125, the system mem-
ory is a volatile read-and-write memory, such as random
access memory (RAM). The system memory stores
some of the instructions and data that the processor
needs at runtime. In some embodiments, the processes
are stored in the system memory 1115, the permanent
storage device 1125, and/or the read-only memory 1120.
[0116] The bus 1105 also connects to the input and
output devices 1130 and 1135. The input devices enable
the user to communicate information and select com-
mands to the computer system. The input devices 1130
include any of a capacitive touchscreen, resistive touch-
screen, any other touchscreen technology, a trackpad
that is part of the computing system 1100 or attached as
a peripheral, a set of touch sensitive buttons or touch
sensitive keys that are used to provide inputs to the com-
puting system 1100, or any other touch sensing hardware
that detects multiple touches and that is coupled to the
computing system 1100 or is attached as a peripheral.
The input device 1130 also include alphanumeric key-
pads (including physical keyboards and touchscreen
keyboards), pointing devices (also called "cursor control
devices"). The input devices 1130 also include audio in-
put devices (e.g., microphones, MIDI musical instru-
ments, etc.). The output devices 1135 display images
generated by the computer system. The output devices
include printers and display devices, such as cathode
ray tubes (CRT) or liquid crystal displays (LCD).
[0117] Finally, as shown in Figure 11, bus 1105 also
couples computer 1100 to a network 1165 through a net-
work adapter (not shown). In this manner, the computer
can be a part of a network of computers (such as a local
area network ("LAN"), a wide area network ("WAN"), or
an Intranet, or a network of networks, such as the internet.
For example, the computer 1100 may be coupled to a
web server (network 1165) so that a web browser exe-
cuting on the computer 1100 can interact with the web
server as a user interacts with a GUI that operates in the
web browser.
[0118] As mentioned above, the computer system
1100 may include one or more of a variety of different
computer-readable media. Some examples of such com-
puter-readable media include RAM, ROM, read-only
compact discs (CD-ROM), recordable compact discs
(CD-R), rewritable compact discs (CD-RW), read-only
digital versatile discs (e.g., DVD-ROM, dual-layer DVD-
ROM), a variety of recordable/rewritable DVDs (e.g.,
DVD-RAM, DVD-RW, DVD+RW, etc.), flash memory
(e.g., SD cards, mini-SD cards, micro-SD cards, etc.),
magnetic and/or solid state hard drives, ZIP® disks, read-
only and recordable blu-ray discs, any other optical or
magnetic media, and floppy disks.
[0119] While the invention has been described with ref-
erence to numerous specific details, one of ordinary skill
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in the art will recognize that the invention can be embod-
ied in other specific forms without departing from the spirit
of the invention. Thus, one of ordinary skill in the art would
understand that the invention is not to be limited by the
foregoing illustrative details, but rather is to be defined
by the appended claims.

Claims

1. For an authentication system comprising at least one
server device, a computer-implemented method for
authenticating entities across a plurality of online
service providers, the computer-implemented meth-
od comprising:

receiving from an online service provider of the
plurality of online service providers, an authen-
tication request for authenticating on behalf of
the online service provider, whether an entity
purchasing a good or service of the online serv-
ice provider using a code is eligible to a promo-
tion associated with the code, the authentication
request providing identifying information used
by the entity when purchasing the good or serv-
ice;
obtaining at least one eligibility requirement that
any entity must satisfy in order to redeem the
promotion using the code;
querying a database using the identifying infor-
mation, the database comprising a plurality of
entity records, each entity record of the plurality
of entity records containing previously verified
information about a different entity, wherein the
previously verified information is verified inde-
pendent of any information provided by the plu-
rality of online of service providers;
selecting a particular entity record from the plu-
rality of entity records containing previously ver-
ified information that is a match for the identifying
information used by the entity;
generating a series of challenge questions from
the previously verified information of the partic-
ular entity record, each challenge question from
the series of challenge questions asking a ques-
tion directed to some previously verified infor-
mation of the particular entity record that does
not overlap with the identifying information used
by the entity in registering for the service of the
online service provider;
submitting the series of challenge questions
from the authentication system to the online
service provider for presentation to the entity
through an interface of the online service pro-
vider, wherein the online service provider is not
provided access to the previously verified infor-
mation of the particular entity record from which
the series of challenge questions are generated;

receiving from the online service provider, a set
of answers provided by the entity that are re-
sponsive to the series of challenge questions;
and
authenticating by the authentication system on
behalf of the online service provider, that the en-
tity is eligible for the promotion associated with
the code when the set of answers correctly an-
swer a specified number of the series of chal-
lenge questions and when the previously veri-
fied information from the particular entity record
satisfies the at least one eligibility requirement.

2. The computer-implemented method of claim 1,
wherein the identifying information comprises a
name that the entity uses in registering for the service
of the online service provider.

3. The computer-implemented method of claim 1 fur-
ther comprising performing an alternative authenti-
cation of the entity when the set of answers fail to
correctly answer the specified number of the series
of challenge questions.

4. The computer-implemented method of claim 3,
wherein performing the alternative authentication
comprises receiving official documentation from the
entity with geolocation information identifying a lo-
cation from which the official documentation is trans-
mitted.

5. The computer-implemented method of claim 4,
wherein performing the alternative authentication
further comprises authenticating the entity when ad-
dress information in the official documentation
matches to the location identified from the geoloca-
tion information.

6. A non-transitory computer-readable storage medi-
um with an executable program stored thereon,
wherein the program instructs a microprocessor to
perform sets of instructions for:

receiving from an online service provider of the
plurality of online service providers, an authen-
tication request for authenticating on behalf of
the online service provider, an entity that regis-
ters for a service of the online service provider,
the authentication request providing identifying
information used by the entity in registering for
the service of the online service provider;
retrieving a particular entity record from a plu-
rality of entity records containing previously ver-
ified information that is a match for the identifying
information used by the entity, wherein each en-
tity record of the plurality of entity records con-
tains previously verified information about a dif-
ferent entity;
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generating a series of challenge questions from
the previously verified information of the partic-
ular entity record, each challenge question from
the series of challenge questions being derived
from previously verified information of the par-
ticular entity record that does not overlap with
the identifying information used by the entity in
registering for the service of the online service
provider;
issuing the series of challenge questions;
receiving a set of answers provided by the entity
that are responsive to the series of challenge
questions; and
notifying the online service provider that the en-
tity has been authenticated when the set of an-
swers correctly answer a specified number of
the series of challenge questions.

7. The non-transitory computer-readable storage me-
dium of claim 6, wherein the program further instructs
the microprocessor to perform a set of instructions
for receiving a plurality of eligibility requirements
from the online service provider, wherein the plurality
of eligibility requirements specify qualifications for
whether the entity can redeem an incentive offered
by the online service provider.

8. The non-transitory computer-readable storage me-
dium of claim 7, wherein the program further instructs
the microprocessor to perform a set of instructions
for determining from the previously verified informa-
tion of the particular entity record whether the entity
is eligible for the incentive.

9. The non-transitory computer-readable storage me-
dium of claim 7, wherein the program further instructs
the microprocessor to perform a set of instructions
for notifying the online service provider to provide
the incentive to the entity when the previously veri-
fied information from the particular entity record sat-
isfies the plurality of eligibility requirements.

10. The non-transitory computer-readable storage me-
dium of claim 6, wherein the program further instructs
the microprocessor to perform a set of instructions
for (i) retrieving a plurality of marketing campaigns,
each marketing campaign of the plurality of market-
ing campaigns specifying an eligibility requirement
and (ii) presenting a set of the plurality of marketing
campaigns that the entity is eligible for based on the
previously verified information from the particular en-
tity record satisfying the eligibility requirement that
is specified for each marketing campaign of the set
of marketing campaigns.

11. An authentication system comprising a server in-
cluding a non-transitory computer-readable medium
and at least one processor, the non-transitory com-

puter-readable medium being configured to store a
computer program for execution by the at least one
processor for controlling operation of the authenti-
cation system, the server further including a data-
base configured to store a plurality of entity records
each containing previously verified information
about an entity, and an interface for enabling com-
munication between a plurality of online service pro-
vider systems and the authentication system, the
server being configured to:

receive an authentication request, via the inter-
face, from one of the plurality of online service
provider systems, for authenticating an entity
that registers for a service of the one of the plu-
rality of online service provider systems, the au-
thentication request providing identifying infor-
mation used by the entity in registering for the
service of the online service provider;
retrieve a particular entity record from one of the
plurality of entity records containing previously
verified information that is a match for the iden-
tifying information used by the entity;
generate a series of queries from the previously
verified information of the particular entity
record, each query from the series of queries
being derived from previously verified informa-
tion of the particular entity record that does not
overlap with the identifying information used by
the entity in registering for the service of the on-
line service provider;
transmit the series of queries to the one of the
plurality of online service provider systems via
the interface;
receive a set of responses provided by the entity
that are responsive to the series of queries; and
transmit a notification to the plurality of online
service provider systems via the interface that
the entity has been authenticated when the set
of responses correctly match a specified
number of the series of queries.

12. An authentication system according to claim 1 l,
wherein the server is further configured to:

receive (i) first registration information identify-
ing a first entity and at least a first eligibility re-
quirement that is associated with a first code that
the first entity provides in order to redeem a first
promotion from a first online service provider of
the plurality of online service providers and (ii)
second registration information identifying a
second entity that is different than the first entity
and at least a second eligibility requirement that
is associated with a second code that the second
entity provides in order to redeem a second pro-
motion from a second online service provider of
the plurality of online service providers;
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retrieve from the database (i) a first entity record
of the plurality of entity records storing previous-
ly verified information that is a match for the first
registration information and (ii) a second entity
record of the plurality of entity records storing
previously verified information that is a match
for the second registration information;
generate (i) a first series of queries from other
previously verified information of the first entity
record that is different than the first registration
information and (ii) a second series of queries
from other previously verified information of the
second entity record that is different than the
second registration information; and
authenticate (i) that the first entity is eligible for
the first promotion from the first online service
provider when a specified number of responses
provided by the first entity correctly answer the
first series of challenge questions and when the
previously verified information from the first en-
tity record satisfies the at least first eligibility re-
quirement and (ii) that the second entity is eligi-
ble for the first promotion from the second online
service provider when a specified number of the
responses provided by the second entity cor-
rectly answer the second series of challenge
questions and when the previously verified in-
formation from the second entity record satisfies
the at least second eligibility requirement.

13. An authentication system according to claim 12
wherein the first online service provider operates in-
dependent of the second online service provider and
registrations with the first online service provider are
unavailable to the second online service provider.

14. An authentication system according to claim 12 or
claim 13, wherein the server is further configured to
notify the first online service provider that the first
entity has fraudulently registered with the first online
service provider when a specified number of re-
sponses provided by the first entity do not correctly
answer the first series of challenge questions.

15. An authentication system according to any of claims
12 to 14, wherein the server is further configured to
notify an entity other than the first entity using previ-
ously verified contact information of the first entity
record when a specified number of responses pro-
vided by the first entity do not correctly answer the
first series of challenge questions.
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