
Printed by Jouve, 75001 PARIS (FR)

(19)
E

P
2 

33
6 

88
4

A
1

��&�����������
(11) EP 2 336 884 A1

(12) EUROPEAN PATENT APPLICATION

(43) Date of publication: 
22.06.2011 Bulletin 2011/25

(21) Application number: 10190692.3

(22) Date of filing: 10.11.2010

(51) Int Cl.:
G06F 9/455 (2006.01) G06F 9/445 (2006.01)

(84) Designated Contracting States: 
AL AT BE BG CH CY CZ DE DK EE ES FI FR GB 
GR HR HU IE IS IT LI LT LU LV MC MK MT NL NO 
PL PT RO RS SE SI SK SM TR
Designated Extension States: 
BA ME

(30) Priority: 23.11.2009 US 624138

(71) Applicant: Novell, Inc.
Provo, Utah 84606-6169 (US)

(72) Inventor: Srinivasan, Kattiganehalli Y.
New Jersey 08550 (US)

(74) Representative: Hanna, Peter William Derek et al
Hanna Moore & Curley 
13 Lower Lad Lane
Dublin 2 (IE)

(54) Appliance maintenance in computing system environment

(57) Methods and apparatus involve maintaining
software appliances. An original appliance is created, in-
cluding partitioning the appliance binary into multiple
files. A kernel file is booted (410) by an appliance owner
(310) during instantiation. An identifier (2) of the appli-
ance is sent back to the creator (300) to determine wheth-
er an updated operating system image exists. If so, a
whole updated image (3) is delivered back to the owner
where it replaces the original image in persistent storage
(350). Pluralities of appliances are instantiated from the
updated image. In this manner, only a single act of main-
tenance occurs instead of multiple patches for many in-
stantiations of the image. If not, appliance boot sequence
continues (440), including applying application overlay
files (375). The overlays are obtained during appliance
shutdown by taking snapshots of application-specific
files and system files that the instantiated appliance may
have modified during execution. Other features contem-
plate computing systems and computer program prod-
ucts, to name a few.
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Description

[0001] Generally, the present invention relates to com-
puting devices and environments involving virtual ma-
chines. Particularly, although not exclusively, it relates
to software appliances in such environments and main-
taining them in situations requiring upgrades and/or
patching. Other embodiments contemplate computing
systems and computer program products, to name a few.

BACKGROUND OF THE INVENTION

[0002] Software appliances have for sometime been
positioned as a cost effective and simple way to deploy
applications. As is known, software appliances are single
images purpose built to run a single or a set of related
applications. They are pre-configured and pre-tuned to
undertake this role, which contrasts with the traditional
software deployment model requiring: installing a correct
operating system version based on the to-be-hosted ap-
plication; configuring and tuning the operating system for
optimal hosting; installing the application; and configur-
ing and tuning the application.
[0003] In an appliance, however, all of these steps can
be performed during appliance creation thereby relieving
the end-user of unnecessary complexity which is typically
error prone. Also, appliances can be targeted for hosting
on physical hardware or as virtual machines on a virtu-
alization host. Appliances hosted as virtual machines are
becoming popular as support for virtualization becomes
ubiquitous.
[0004] Notwithstanding appliance packaging address-
ing many of the installation, configuration and tuning is-
sues associated with software deployment, patch man-
agement remains a significant issue requiring address-
ing. Unfortunately, the current state of the art treats patch-
ing/updating appliances exactly the same as patching/
updating server and client machines. One problem with
this relates to the granularity of patches existing at the
package level, thereby bestowing responsibility of apply-
ing patches on the end-user or administrator. Also, once
a set of patches are applied, the system may not function
as expected because of the potential mismatch of the
various software components that together constitute the
system.
[0005] Another problem with the art relates to Amap-
ping@ between a software installation and a piece of
hardware. In traditional data centers with N servers, ad-
ministrators need to ensure N instances of operating sys-
tems being properly patched to an appropriate patch lev-
el. This one-to-one mapping persists even when the soft-
ware instance is not active.
[0006] With virtualized data centers, however, patch-
ing problems are exacerbated. That is, M workloads may
be concurrently executing on the N computing devices,
whereby M = K * N and K is an average consolidation
factor of virtual machines hosted on a server greater or
equal to one. Consider here the situation in which a AL-

A-M-P@ appliance is instantiated to concurrently run a
thousand instances on a much smaller number of servers
(e.g., one hundred servers). Using the traditional main-
tenance model, patching/updating is required one thou-
sand times for copies of the same image when in fact the
end-user may choose to keep in persistent store only one
image of the (LAMP) appliance. Additionally, there could
exist an arbitrary number of workload images, P, that
remain un-instantiated at any given point in time. Ulti-
mately, system administrators need to ensure that all the
workloads under management (M+P) have been appro-
priately patched.
[0007] In either traditional or virtualized environments,
opportunities to test the efficacy of the patches remains
with the end-users or administrators since they apply
them. Absent feedback, this prevents the patch provider
and/or appliance builder from knowing the effectiveness
of the patches relative to various problems. It also further
burdens the end users and administrators to communi-
cate their feed back.
[0008] Accordingly, a need exists in the art for better
appliance maintenance. The need further extends to at
least the following: exploiting special attributes of appli-
ances to simplify maintenance; avoiding treating appli-
ances as if they are traditional non-virtualized software
stacks; testing efficacy of patching; alleviating end user
and administrator burdens; considering how appliance
images are scalably managed in a data center, e.g., a
single image being used to instantiate a large number of
service instances; minimizing appliance maintenance
costs; and eliminating patch-related errors. Any improve-
ments along such lines should also contemplate good
engineering practices, such as simplicity, ease of imple-
mentation, unobtrusiveness, stability, etc.

SUMMARY OF THE INVENTION

[0009] By applying the principles and teachings asso-
ciated with software appliance maintenance in comput-
ing system environment, the foregoing and other prob-
lems become solved. Broadly, methods and apparatus
update original appliance images with single new images
in persistent storage. Only a single act of maintenance
occurs instead of multiple patches for many instantiations
of the same image. This keeps the appliance definition
as a fixed number of bits. It also facilitates instantiation
of multiple appliances from the single image.
[0010] During creation, an appliance binary of an orig-
inal appliance is partitioned into kernel files, application
overlay files and a configuration file. The kernel file en-
ables booting the operating system image as a stan-
dalone Apurpose built@ operating environment. Once
the operating environment is booted, the fully configured
(and tuned) application file is overlaid to create the ap-
pliance. The virtual machine configuration file is used to
spawn an appropriate virtual machine that is assigned
the requested resources (as specified in the configuration
file) in which the bootable OS image of the application is
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brought up.
[0011] Also, the kernel file is booted by an appliance
owner during instantiation. An identifier of the appliance
is sent back to the appliance creator to determine whether
an updated operating system image exists. If so, a whole
updated image is delivered back to the owner where it
replaces the original image in persistent storage. Plural-
ities of appliances are instantiated from the updated im-
age. If not, appliance boot sequence continues, including
applying application overlay files. The overlays are ob-
tained during appliance shutdown by taking snapshots
of application-specific files and system files that the in-
stantiated appliance may have modified during execu-
tion. Other features contemplate computing systems, ex-
ecutable instructions loaded on one or more computing
devices for undertaking the foregoing, and computer pro-
gram products available as a download or on a computer
readable medium. The computer program products are
available for installation on a network appliance or an
individual computing device.
[0012] Certain advantages realized by embodiments
of the invention include, but are not limited to: significantly
simplifying appliance maintenance, including minimizing
costs; maintaining appliance images, not patches; mini-
mizing or eliminating patch-related errors; managing ap-
pliances via the operating environment; and scalable so-
lutions that conserve network bandwidth.
[0013] These and other embodiments of the present
invention will be set forth in the description which follows,
and in part will become apparent to those of ordinary skill
in the art by reference to the following description of the
invention and referenced drawings or by practice of the
invention. The claims, however, indicate the particulari-
ties of the invention.

BRIEF DESCRIPTION OF THE DRAWINGS

[0014] The accompanying drawings incorporated in
and forming a part of the specification, illustrate several
aspects of the present invention, and together with the
description serve to explain the principles of the inven-
tion. In the drawings:

Figure 1 is a diagrammatic view in accordance with
the present invention of a basic computing device
hosting virtual machines;
Figure 2 is a combined diagrammatic view and flow
chart in accordance with the present invention for
appliance maintenance; and
Figures 3 and 4 are diagrams and flow charts of var-
ious detail in accordance with the present invention
for an embodiment of appliance maintenance con-
templated in Figure 2.

DETAILED DESCRIPTION OF THE ILLUSTRATED 
EMBODIMENTS

[0015] In the following detailed description of the illus-

trated embodiments, reference is made to the accompa-
nying drawings that form a part hereof, and in which is
shown by way of illustration, specific embodiments in
which the invention may be practiced. These embodi-
ments are described in sufficient detail to enable those
skilled in the art to practice the invention and like numer-
als represent like details in the various figures. Also, it is
to be understood that other embodiments may be utilized
and that process, mechanical, electrical, arrangement,
software and/or other changes may be made without de-
parting from the scope of the present invention. In ac-
cordance with the present invention, methods and appa-
ratus are hereinafter described for appliance mainte-
nance in a computing environment with virtual machines.
[0016] With reference to Figure 1, a computing system
environment 100 includes a computing device 120. Rep-
resentatively, the device is a general or special purpose
computer, a phone, a PDA, a server, a laptop, etc., having
a hardware platform 128. The hardware platform includes
physical I/O and platform devices, memory (M), proces-
sor (P), such as a physical CPU(s), USB or other inter-
faces (X), drivers (D), etc. In turn, the hardware platform
hosts one or more guest virtual machines in the form of
domains 130-1 (domain 0, or management domain),
130-2 (domain U1), ... 130-n (domain Un), each poten-
tially having its own guest operating system (O.S.) (e.g.,
Linux, Windows, Netware, Unix, etc.), applications
140-1, 140-2, ... 140-n, file systems, etc. The workloads
of each virtual machine also consume data stored on one
or more disks 121.
[0017] An intervening Xen, Hyper V, KVM, VmWare or
other hypervisor 150, also known as a Avirtual machine
monitor,@ or virtualization manager, serves as a virtual
interface to the hardware and virtualizes the hardware.
It is also the lowest and most privileged layer and per-
forms scheduling control between the virtual machines
as they task the resources of the hardware platform, e.g.,
memory, processor, storage, network (N) (by way of net-
work interface cards, for example), etc. The hypervisor
also manages conflicts, among other things, caused by
operating system access to privileged machine instruc-
tions. The hypervisor can also be type 1 (native) or type
2 (hosted). According to various partitions, the operating
systems, applications, application data, boot data, or oth-
er data, executable instructions, etc., of the machines
are virtually stored on the resources of the hardware plat-
form.
[0018] In use, the representative computing device
120 is arranged to communicate 180 with one or more
other computing devices or networks. In this regard, the
devices may use wired, wireless or combined connec-
tions to other devices/networks and may be direct or in-
direct connections. If direct, they typify connections within
physical or network proximity (e.g., intranet). If indirect,
they typify connections such as those found with the in-
ternet, satellites, radio transmissions, or the like. The
connections may also be local area networks (LAN), wide
area networks (WAN), metro area networks (MAN), etc.,
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that are presented by way of example and not limitation.
The topology is also any of a variety, such as ring, star,
bridged, cascaded, meshed, or other known or hereinaf-
ter invented arrangement.
[0019] As noted earlier, software appliances packaged
as virtual machines are becoming very popular and soon
may become the preferred manner for deploying appli-
cations. With reference to Figure 2, an appliance struc-
turing and boot sequencing is presented. An appliance
200 is structured as a set of files: a) bootable kernel file-
the bootable operating system (OS) image; b) application
overlay file -the installed application image; and c) the
virtual machine configuration (VM config) file. As this is
an appliance, no further configuration or tuning is re-
quired by appliance owners either for the operating sys-
tem or for the application (workload). Also, the tri-parti-
tioning 210 of the OS and the application is done by an
appliance creator in such a way that the operating system
image can be initially booted 220 as a standalone Apur-
pose built@ operating environment. Once this operating
environment is booted, the fully configured (and tuned)
application file is overlaid 230 to create the appliance.
The virtual machine configuration file is used to spawn
an appropriate virtual machine that is assigned the re-
quested resources (as specified in the VM config file) in
which the bootable OS image of the application is brought
up. When the appliance is shutdown, all application spe-
cific files as well as other system files that the running
application may have modified is snapshotted to gener-
ate the Aapplication overlay file@ that will be used for a
subsequent boot of the appliance. To ensure that the
application overlay is installed on the correct OS image,
both the OS and the application file will be appropriately
tagged with an appliance identifier.
[0020] With this structuring of the appliance 200, there
are various interesting techniques to maintain the boota-
ble OS image as it relates to update/patch maintenance.
Consider for instance a product SuSe Studio by the as-
signee of this invention (Novell, Inc.). SuSe Studio is a
hosted service that permits independent software ven-
dors (ISVs) to build or create appliances. Typically, these
appliances are built using SLES as the appliance OS.
One of the services offered with this is management of
the OS. Applied to this invention, Novell can now ensure
that the bootable operating system component of the ap-
pliance 200 is maintained by Novell. This will keep certain
that the operating system remains current regarding all
relevant patches. With reference to Figures 3 and 4, one
possible implementation of this Amanaged appliance@
service proceeds as follows:

In the appliance creation phase, the appliance binary
is partitioned as seen in Figure 2. It is delivered from
the appliance creator 300 to the appliance owner
310. Also, each appliance is associated with a per-
sistent and unique identifier or handle. In one in-
stance, it can be a raw data number large enough
to accommodate all possible appliances so that num-

bers are only used once. In other instances, the iden-
tifier can be a name or a list of (Red Hat Package
Manager) RPM=s, DLL=s (Dynamic Linked Librar-
ies), etc. that define the software thereof. Combina-
tions are also possible as are other identifiers readily
imagined by those skilled in the art.

[0021] At the appliance owner=s site, the kernel file is
booted for the appliance when the appliance is first in-
stantiated, step 410. This is seen as item 1 Aboot ker-
nel@ on a computing device 320 remote from the appli-
ance creator. Once the base system comes up, it com-
municates back to the appliance creator using the entity
handle described, item 2 and step 420. Upon receipt of
the handle, the appliance builder 300 determines wheth-
er an updated whole operating system image is available
for this appliance, step 430. It does this, in one instance,
by comparing (330) RPM=s or DLL=s of the original im-
age provided to the appliance owner against those of the
current image stored at 340. If the operating system im-
age at the appliance owner=s site is current, nothing
more needs to occur and the appliance boot sequence
continues at step 440.
[0022] If there is an updated operating system image,
on the other hand, the whole image is delivered from the
customer care center of the appliance building entity,
item 3. Upon receipt, this newly downloaded OS image
replaces in persistent storage 350 the OS component of
the application image at the customer site, step 450.
Thereafter, this newly downloaded OS image 355 is used
to instantiate appliances at step 460 on computing de-
vices 320, 360. It may also do so under the guidance of
an instantiation or deployment engine 370. Of course,
any application overlays 375 from earlier usage of the
appliances are also provided according to step 230 in
Figure 2.
[0023] As a result, the foregoing scheme ensures that
the customer always gets a fully patched bootable OS
image for each appliance under management. This
scheme fully automates patch management for the ap-
pliance user. Furthermore, the proposed protocol en-
sures that only one instance of the bootable OS image
is managed by the appliance vendor even though the
customer may have arbitrary number of instances of this
appliance on many virtual or physical computing devices.
This ensures scalability. Also, the customer can sign up
for this image maintenance at the time of initial creation,
thereby offloading patching responsibility from end-users
and administrators of the appliance owner to the vendor.
Furthermore, since the appliance creator has access to
all the components of the appliance, the updated OS can
be tested at the appliance creator=s site before posting
back the updated image for download by the customers.
This avoids patching related problems at the customer
site and alleviates maintenance obligations of the end
users and administrators. It should be also appreciated
that the foregoing eliminates pushing down of patches in
lieu of pushing down images. In turn, appliances are
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maintained as a fixed set of bits and considers how ap-
pliance images are managed in data centers, e.g., a sin-
gle image being used to instantiate a large number of
service instances.
[0024] In other embodiments, skilled artisans should
recognize that the foregoing schema can be applied to
the application stack as well as the operating system.
[0025] In still other embodiments, skilled artisans will
appreciate that enterprises can implement some or all of
the foregoing with the assistance of system administra-
tors acting on computing devices by way of executable
code. In turn, methods and apparatus of the invention
further contemplate computer executable instructions,
e.g., code or software, as part of computer program prod-
ucts on readable media, e.g., disks for insertion in a drive
of computing device, or available as downloads or direct
use from an upstream computing device. When de-
scribed in the context of such computer program prod-
ucts, it is denoted that items thereof, such as modules,
routines, programs, objects, components, data struc-
tures, etc., perform particular tasks or implement partic-
ular abstract data types within various structures of the
computing system which cause a certain function or
group of function, and such are well known in the art.
[0026] The foregoing has been described in terms of
specific embodiments, but one of ordinary skill in the art
will recognize that additional embodiments are possible
without departing from its teachings. This detailed de-
scription, therefore, and particularly the specific details
of the exemplary embodiments disclosed, is given pri-
marily for clarity of understanding, and no unnecessary
limitations are to be implied, for modifications will become
evident to those skilled in the art upon reading this dis-
closure and may be made without departing from the
scope of the invention. Relatively apparent modifications,
of course, include combining the various features of one
or more figures with the features of one or more of the
other figures.

Claims

1. A computer-implemented method of maintaining
computing appliances in a computing system envi-
ronment, comprising:

booting (220,410) a kernel (1) of an appliance
(210) on a processor of a computing device
(320);
sending (420) an identifier of the appliance to
another computing device (300);
receiving (450) a single whole updated image
(3) for the operating system of the appliance
based on the sent identifier (2); and
instantiating (460) pluralities of appliances (360)
from the received single whole updated image.

2. The method of claim 1, further including partitioning

the appliance (210) into pluralities of files (200) dur-
ing appliance creation, the kernel being one of the
files.

3. The method of claim 1, further including overlaying
(230,440) application specific files after the booting
the kernel.

4. The method of claim 1, further including determining
(430) at the another computing device whether the
single whole updated image is different than an orig-
inal image at the computing device.

5. The method of claim 1, further including using the
sent identifier (2) to ascertain a list of rpm=s used to
configure the appliance during appliance creation.

6. The method of claim 1, wherein the instantiating
(460) pluralities of appliances from the received sin-
gle whole updated image further includes instantiat-
ing the pluralities of appliances on still other comput-
ing devices upon a subsequent reboot of the still oth-
er computing devices.

7. The method of claim 1, further including shutting
down the appliance, including taking snapshots of
application specific files and other system files that
the appliance may have modified while executing.

8. The method of claim 7, upon a subsequent booting
of the kernel, instantiating the taken snapshots on
the computing device.

9. The method of claim 1, further including replacing in
persistent storage (350) an original image for the op-
erating system of the appliance with the single whole
updated image (355).

10. A computer-implemented method of maintaining ap-
pliances in a computing system environment, com-
prising:

creating an original appliance (210), including
partitioning an appliance binary (200) into a ker-
nel file, a virtual machine configuration file and
an application overlay file;
delivering (330) the original appliance to a re-
mote computing device (320,360);
receiving from the remote computing device an
identifier of the original appliance;
determining whether an original image for the
operating system of the original appliance is cur-
rent; and
if not, delivering to the remote computing device
a whole updated image (355) for the operating
system.

11. The method of claim 10, wherein the creating further
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includes creating the original appliance (210) in an
open virtualization format.

12. The method of claim 11, further including booting
(220,410) the kernel file at the remote computing de-
vice and thereafter delivering (330) the identifier of
the original appliance for said act of receiving.

13. A computer-implemented method of maintaining ap-
pliances in a computing system environment, com-
prising:

creating an original appliance (210), including
partitioning an appliance binary (200) into a ker-
nel file, a virtual machine configuration file and
an application overlay file;
booting (220) the kernel file on a remote com-
puting device;
sending an identifier of the original appliance to
another computing device where the original ap-
pliance was said created;
determining whether an original image for the
operating system of the original appliance is cur-
rent;
if not, delivering to the remote computing device
a whole updated image for the operating system;
and
instantiating pluralities of appliances from the re-
ceived whole updated image.

14. The method of claim 13, further including shutting
down the instantiated appliances, including taking
snapshots of application specific files and other sys-
tem files that the instantiated appliance may have
modified while executing, the taken snapshots de-
fining the application overlay file.

15. The method of claim 14, wherein the determining
whether the original image is current further includes
comparing a list of rpm=s of the original image to the
whole updated image.

9 10 



EP 2 336 884 A1

7



EP 2 336 884 A1

8



EP 2 336 884 A1

9



EP 2 336 884 A1

10



EP 2 336 884 A1

11



EP 2 336 884 A1

12



EP 2 336 884 A1

13


	bibliography
	description
	claims
	drawings
	search report

