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©  Verifiable  object  having  incremental  key. 

©  An  object  verification  system  generates  an  in- 
cremental  verification  key  which  can  be  carried  on 
the  object  co-extensive  with  the  region  of  the  asso- 
ciated  randomly  varying  characteristic.  The  incre- 
mental  key  can  be  formed  by  measuring  values  of 
the  characteristic  and  comparing  selected  pairs  of 
values.  The  algebraic  sign  of  the  comparison  can  be 
used  as  an  indicium  for  creating  a  verification  key 
distributable  across  the  region  of  the  object.  Al- 
ternately,  the  magnitude  of  the  difference  between 
the  selected  pairs  of  values  can  be  also  be  included 
in  some  or  all  of  the  indicia. 

Rank  Xerox  (UK)  Business  Services 



1 EP  0  490  083  A1 2 

This  is  a  continuation-in-part  of  Copella  United 
States  Patent  Application  Serial  No.  361,946  filed 
June  5,  1989  entitled  "Object  Verification  Appara- 
tus  and  Method"  and  incorporated  herein  by  refer- 
ence. 

Field  of  the  Invention 

The  invention  pertains  to  objects  whose  au- 
thenticity  can  be  verified.  More  particularly,  the 
invention  pertains  to  both  documents  and  other 
types  of  objects  which  carry  a  magnetic  region. 
The  magnetic  region  can  be  used  to  verify  the 
authenticity  of  the  document  or  other  object. 

Background  of  the  Invention 

Problems  associated  with  the  forgery  or  coun- 
terfeiting  of  various  types  of  documents  are  long 
standing  and  well  known.  For  example,  forgery  of 
transportation  tickets,  negotiable  instruments,  cur- 
rency  or  other  documents  of  value  is  a  continuing 
and  ongoing  problem  to  issuers  of  such  docu- 
ments. 

The  widespread  use  of  plastic  credit  or  debit 
cards  has  created,  yet,  another  set  of  authentica- 
tion  and  verification  problems.  It  is  very  common 
for  such  cards  to  include  pre-recorded  magnetic 
stripes  which  include  transaction  related  informa- 
tion.  This  information  can  include  account  numbers, 
credit  limits  and/or  personal  identification  codes. 

However,  such  cards  have  been  especially  sus- 
ceptible  to  forgery  in  view  of  the  fact  that  the 
magnetic  encoding  is  almost  always  based  on  one 
or  more  publicly  known  standards.  One  such  stan- 
dard,  ANSI  4.16-1983  is  utilized  in  connection  with 
many  pre-recorded  magnetic  stripes  associated 
with  such  cards. 

Multi-use  transportation  documents  present  yet 
another  type  of  authentication  problem.  Such  docu- 
ments  are  magnetically  alterable  at  the  time  of  use 
to  decrease  the  remaining  value  of  the  card.  How- 
ever,  if  an  original,  unused  document  can  be  both 
physically  and  magnetically  duplicated  to  create  a 
useable  counterfeit  document,  the  issuing  agency 
can  loose  substantial  proceeds. 

Various  systems  are  known  which  can  be  uti- 
lized  to  create  and  authenticate  verifiable  docu- 
ments  or  credit  cards.  Some  of  the  known  systems 
are  magnetically  based.  Other  are  optically  based. 

One  known  type  of  system  is  disclosed  in  U.S. 
Patent  No.  4,837,426  to  Pease  et  al.  entitled 
"Object  Verification  Apparatus  And  Method"  which 
is  assigned  to  the  Assignee  of  the  present  inven- 
tion.  The  disclosure  and  figures  of  the  Pease  et  al. 
patent  are  hereby  incorporated  herein  by  refer- 
ence. 

In  the  system  of  the  Pease  et  al.  patent,  a 

randomly  varying  magnetic  character  is  measured 
and  used  to  create  a  verification  key  which  can  be 
carried  on  the  document.  The  verification  key  of 
the  Pease  et  al.  system  is  a  result  of  processing 

5  sensed  values  of  the  random  magnetic  characteris- 
tic  and  creating  a  single  key  for  the  entire  docu- 
ment. 

A  different  magnetically  based  security  system 
is  disclosed  in  U.S.  Patent  No.  4,806,740  to  Gold  et 

io  al.  entitled  "Magnetic  Characteristic  Identification 
System".  As  in  the  case  of  the  Pease  et  al.  sys- 
tem,  the  system  of  the  Gold  et  al.  patent  creates  a 
verification  key  for  the  document  which  can  be 
carried  thereon. 

75  Optically  based  security  systems  are  disclosed 
in  U.S.  Patent  No.  4,423,415  to  Goldman  entitled 
"Non-counterfeitable  Document  System".  In  one 
embodiment  disclosed  in  the  Goldman  system,  the 
translucency  of  a  region  of  a  document  is  utilized 

20  as  the  measured  randomly  varying  characteristic. 
Alternately,  the  Goldman  patent  also  discloses  the 
use  of  reflectivity  for  the  same  purpose.  Whether 
translucency  or  reflectance  are  utilized,  the  system 
of  the  Goldman  patent  also  creates  a  single  ver- 

25  ification  key  for  a  given  document. 
While  known  systems  appear  to  be  effective 

with  respect  to  verification  of  certain  types  of  ob- 
jects,  in  each  instance,  the  verification  key  created 
for  an  object  is  the  result  of  processing  measured 

30  characteristic  values  over  a  region  of  the  object. 
From  these  measured  and  processed  characteristic 
values,  a  verification  key  is  generated  for  the  entire 
region  and  hence  the  object. 

There  are  times  where  it  would  be  desirable  to 
35  be  able  to  verify  the  authenticity  of  only  a  portion 

of  the  object.  The  known  systems,  need  to  have 
the  entire  region  of  the  random  characteristic  avail- 
able.  As  a  result,  the  known  systems  are  unable  to 
determine  if  a  portion  of  a  document  is  in  fact 

40  authentic. 
Hence,  there  continues  to  be  a  need  for 

authentication/verification  systems  of  more  general 
applicability  then  has  previously  been  known.  Pref- 
erably,  such  systems  would  be  usable  to  properly 

45  authenticate  a  portion  of  an  object.  In  addition, 
preferably  such  systems  would  be  readily  usable 
with  magnetically  based  randomly  varying  char- 
acteristics  as  well  as  optically  based  characteris- 
tics. 

50 
Summary  of  the  Invention 

Methods  and  devices  are  provided  for  creating 
and  verifying  objects  utilizing  a  randomly  varying 

55  characteristic  carried  thereon.  The  characteristic  it- 
self  can  take  a  variety  of  forms.  It  may  be  mag- 
netic,  it  may  be  the  translucency  of  a  region  of  the 
object  or  alternately,  reflectivity  of  a  region  of  the 
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object. 
The  values  of  a  parameter  of  the  random  char- 

acteristic  are  sensed.  The  sensed  values  are  then 
processed. 

The  processing  involves  comparing  or  subtrac- 
ting  pairs  of  parameter  values  and  determining  an 
algebraic  sign  of  the  result.  If  the  sign  is  positive, 
for  example,  an  indicium  thereof  can  be  recorded 
on  the  object.  Negative  signs  need  not  be  re- 
corded. 

The  process  can  then  be  repeated  for  the  next 
pair  of  parameter  values  until  the  region  of  the 
randomly  variable  characteristic  ends.  This  process 
forms  an  incremental  or  distributed  key. 

The  various  indicia  can  be  recorded  on  the 
object,  at  or  about  the  time  of  the  processing  step. 
Thus,  when  the  end  of  the  region  of  the  random 
characteristic  has  been  reached,  the  object  carries 
a  plurality  of  spaced-apart  indicia  which  represent 
an  incremental  profile  thereof. 

One  of  the  important  advantages  of  the  above- 
described  incremental  verification  profile  is  that  it 
can  be  used  to  verify  the  authenticity  of  a  portion 
of  an  object.  This  profile  or  key  is  carried  along  a 
region  of  the  object  which  can  be  coextensive  with 
the  region  of  the  randomly  variable  characteristic  of 
the  object. 

If  the  object  is  torn  into  two  pieces  such  that 
both  pieces  carry  a  part  of  the  random  characteris- 
tic  and  a  part  of  the  incremental  verification  key 
then  one  or  both  of  those  pieces  can  be  verified 
using  the  portion  of  the  region  and  the  key  carried 
thereon. 

As  an  alternate  to  merely  recording  the  al- 
gebraic  sign  of  the  results  of  a  comparison  or 
difference  between  the  two  parameter  values,  an 
indicium  of  the  magnitude  of  that  difference  can 
also  be  recorded  along  with  the  sign.  This  provides 
a  more  complex  incremental  verification  key  with  a 
resultant  higher  level  of  security. 

The  magnitude  of  the  difference  can  be  en- 
crypted  before  being  recorded  on  the  document. 
Alternately,  the  key  can  be  stored,  not  on  the 
object,  but  at  a  remote  location. 

An  apparatus  for  validating  an  object  which 
carries  an  incremental  verification  key  includes  a 
reader  or  sensor  for  sensing  the  values  of  a  param- 
eter  of  the  random  characteristic.  As  these  values 
are  sensed,  differences  between  pairs  of  values  are 
formed.  The  result  of  the  difference  can  be  a 
magnitude  along  with  an  algebraic  sign  or  only  the 
algebraic  sign  by  itself. 

Simultaneously,  the  indicia  corresponding  to 
the  incremental  key  are  also  being  sensed  or  read 
off  of  the  object  by  a  suitable  sensor  or  reader.  The 
apparatus  also  includes  control  circuitry  for  com- 
paring  the  newly  formed  incremental  indicium  with 
the  corresponding  incremental  indicium  read  off  of 

the  object. 
When  the  end  of  the  randomly  variable  char- 

acteristic  has  been  reached,  the  apparatus  will  con- 
tain  a  number  corresponding  to  the  number  of 

5  matches  which  have  been  detected  between  the 
newly  created  incremental  verification  key  and  the 
corresponding  indicia  carried  on  the  object.  The 
apparatus  will  also  contain  the  total  number  of 
newly  formed  elements  of  the  verification  key 

io  which  have  resulted  from  the  most  recent  pass  of 
the  document  over  the  read  heads  or  sensors. 

The  ratio  of  these  two  numbers  is  a  measure  of 
the  authenticity  of  the  document.  For  a  perfect 
document,  the  value  of  this  ratio  should  be  one. 

is  For  real  documents,  the  value  may  be  a  decimal 
less  than  one.  By  establishing  a  threshold,  the 
required  number  of  matches  to  arrive  a  decision 
that  the  document  is  authentic  can  be  increased  or 
decreased. 

20  In  one  embodiment  of  the  invention,  the  ran- 
dom  characteristic  can  be  that  of  a  magnetic  region 
carried  by  the  object.  To  enhance  the  readability  or 
detectability  of  values  of  the  random  characteristic 
of  the  magnetic  region,  a  discontinuous  electrical 

25  signal  can  be  saturation  recorded  thereon.  For  ex- 
ample,  a  square  wave  can  be  saturation  recorded 
onto  a  part  of  the  magnetic  region. 

The  flux  changes  associated  with  the  previous- 
ly  recorded  square  wave  when  passed  through  a 

30  readhead  and  converted  to  voltages  can  be  mea- 
sured.  Peak  values  can  be  used,  as  described 
previously,  to  form  pairs  of  amplitude  values  from 
which  amplitude  differences  can  be  formed. 

The  amplitude  differences  can  be  formed  using 
35  only  positive  going  pulses,  for  example.  The  nega- 

tive  going  pulses  can  be  used  as  clock  pulses  to 
determine  where  each  incremental  indicium,  cor- 
responding  to  a  difference  in  a  specific  pair  of 
amplitude  values,  should  be  recorded  on  the  ob- 

40  ject.  The  plurality  of  indicia  can  be  recorded  in  a 
portion  of  the  same  magnetic  region  or  it  can  be 
printed  on  the  object  and  read  optically. 

In  a  similar  fashion,  a  clock  track  can  be  cre- 
ated  on  a  magnetic  region  which  is  coextensive 

45  with  a  region  of  translucency  or  reflectivity  of  the 
object  for  the  purpose  of  measuring  an  optically 
based  random  characteristic. 

Each  of  the  incremental  verification  indicia  can 
be  recorded  on  the  object  displaced  from  a  respec- 

50  tive  base  line  an  amount  proportional  to  the  dif- 
ference  between  the  respective  pair  of  values  of 
the  random  characteristic.  The  direction  of  dis- 
placement  can  identify  whether  the  difference  has 
a  positive  or  a  negative  sign. 

55  In  alternate  embodiments,  the  random  char- 
acteristic  can  be  that  of  translucency  or  reflectance 
of  a  document  or  article.  The  particular  type  of 
random  characteristic  is  not  a  limitation  of  the 

3 



5 EP  0  490  083  A1 6 

invention. 
Numerous  other  advantages  and  features  of 

the  present  invention  will  become  readily  apparent 
from  the  following  detailed  description  of  the  inven- 
tion  and  the  embodiments  thereof,  from  the  claims 
and  from  the  accompanying  drawings  in  which  the 
details  of  the  invention  are  fully  and  completely 
disclosed  as  a  part  of  this  specification. 

Brief  Description  of  the  Drawings 

Figure  1  is  a  fragmentary,  enlarged,  planar, 
schematic  view  of  a  verifiable  document  usable 
with  the  present  invention; 
Figure  2A  is  a  graph  illustrating  electrical  signals 
as  a  function  of  time  read  from  the  profile  track 
of  the  document  of  Figure  1  ; 
Figure  2B  is  a  schematic  timing  diagram  illus- 
trating  recorded  incremental  key  elements  rela- 
tive  to  down  going  pulses  of  the  graph  of  Figure 
2a; 
Figure  3  is  a  block  diagram  schematic  of  a 
device  for  verifying  a  document  or  a  card  with  a 
magnetic  security  system  in  accordance  with 
the  present  invention; 
Figures  4A,  4B,  and  4C  taken  together  are  a  set 
of  graphs  illustrating  wave  forms  generated  by 
the  verification  apparatus  of  Figure  3; 
Figure  5  is  a  flow  diagram  of  a  method  of 
validation  of  a  document  or  a  card  carrying  a 
security  system  in  accordance  with  the  present 
invention; 
Figure  6  is  a  flow  diagram  of  a  method  of 
encoding  a  document  or  a  card  with  an  in- 
cremental  key  in  accordance  with  the  present 
invention; 
Figure  7  is  a  block  diagram  schematic  of  a 
digital  circuit  for  reading  a  random  characteristic 
off  of  a  card  or  an  object  and  comparing  that 
characteristic  to  a  prewritten  incremental  key; 
Figures  8A-8G  taken  together  are  graphs  of  a 
plurality  of  wave  forms  from  the  circuit  of  Figure 
7  as  a  function  of  time; 
Figure  9  is  a  schematic  representation  of  an 
apparatus  for  encoding  a  card  or  other  object; 
and 
Figures  10A-10C  taken  together  are  a  flow  dia- 
gram  illustrating  a  method  of  operation  of  the 
apparatus  of  Figure  9. 

Detailed  Description  of  the  Preferred  Embodi- 
ments 

While  this  invention  is  susceptible  of  embodi- 
ment  in  many  different  forms,  there  is  shown  in  the 
drawing  and  will  be  described  herein  in  detail  a 
specific  embodiment  thereof  with  the  understand- 
ing  that  the  present  disclosure  is  to  be  considered 

as  an  exemplification  of  the  principles  of  the  inven- 
tion  and  is  not  intended  to  limit  the  invention  to  the 
specific  embodiment  illustrated. 

Figure  1  schematically  illustrates  a  portion  of  a 
5  planar  object  or  document  10  which  carries  one  or 

more  magnetic  tracks  thereon  12,  14,  16a  and  16b. 
Tracks  12  and  14  can  be  of  a  type  commonly  used 
with  magnetically  readable  and  writable  documents 
or  cards  as  are  currently  known  and  in  general  use. 

io  Tracks  16a  and  16b,  which  could  be  combined 
together  in  a  single  track,  represent  security  tracks 
which  are  written  onto  and  read  back  from  in  accor- 
dance  with  the  present  invention.  Tracks  16a  and 
16b  are  not  recorded  in  standard  commercial  for- 

15  mat. 
Track  16a  is  used  to  read  a  unique  random 

magnetic  profile  of  the  document  10.  Track  16a  is 
saturation  recorded  with  a  square  wave  at  a  density 
on  the  order  of  420  transitions  per  inch  as  the 

20  object  10  moves  past  a  magnetic  write  head.  Track 
16b  is  used  to  store  an  incremental  digital  or 
analog  representation  or  key  for  the  sensed  profile 
from  track  1  6a. 

Figure  2A  is  a  graph  illustrating  an  electrical 
25  signal  which  can  be  read  back  off  of  track  16a  in 

response  to  the  saturation  recorded  square  wave. 
Each  of  the  transitions,  such  as  transitions  20a  or 
20b  represent  either  a  positive  going  or  a  negative 
going  transition  respectively  of  the  original  elec- 

30  trical  square  wave  which  was  saturation  recorded 
onto  track  1  6a. 

The  principles  of  the  present  magnetic  security 
system  are  illustrated  in  Figure  2A.  The  peak  value 
of  transition  20a  is  compared  to  the  peak  value  of  a 

35  subsequent  positive  going  transition  20c.  Because 
of  the  known  variations  in  magnetic  stripes,  no 
matter  how  carefully  the  stripes  are  created,  the 
peak  value  of  transition  20a  will  not  be  the  same  as 
the  peak  value  of  transition  20c.  As  illustrated  in 

40  Figure  2A,  the  peak  value  of  transition  20c  is  great- 
er  than  the  peak  value  of  transition  20a. 

Similarly,  if  transition  20c  is  compared  to  tran- 
sition  20d,  as  illustrated  in  Figure  2A,  the  peak 
value  of  transition  20d  is  substantially  less  than  the 

45  peak  value  of  transition  20c.  Similarly,  the  differ- 
ences  to  subsequently  sensed  pairs  of,  peak  val- 
ues,  such  as  pairs  20d,  20e;  20e,  20f;  and  20f,  20g 
are  considered. 

In  one  embodiment  of  the  present  invention  the 
50  sign  and  the  magnitude  of  the  relative  differences 

in  peak  value  for  a  given  pair  of  positive  transitions 
can  be  recorded  onto  key  track  16b,  as  an  in- 
cremental  representation  of  the  profile  on  track 
16a,  as  illustrated  in  Figure  2B.  The  negative  going 

55  transitions  recorded  and  read  back  from  the  profile 
track  16a,  such  as  negative  going  transition  20b, 
can  be  used  to  clock  the  information  read  back 
from  the  key  track  16b. 

4 
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For  example,  marker  bits  22a  through  22e  can 
be  recorded  onto  the  key  track  16b  with  a  phase 
relationship  relative  to  an  adjacent  negative  going 
transition,  such  as  transition  20h.  These  bits  can  be 
recorded  with  a  sign  and  a  value  directly  propor- 
tional  to  the  difference  in  adjacent  peak  values 
such  as  the  positive  going  pairs  of  peak  values  20a 
and  20c. 

With  respect  to  Figure  2B,  incremental  en- 
coded  key  element  22a  has  been  encoded  onto 
track  16b  with  a  phase  which  leads  or  is  in  ad- 
vance  of  negative  going  pulse  20h.  Similarly,  re- 
corded  key  element  22b  which  is  indicative  of  a 
negative  going  incremental  change  between  the 
peak  values  of  pulses  20c  and  20d  has  been 
recorded  on  the  encode  track  16b  with  a  negative 
or  lagging  phase  with  respect  to  negative  going 
pulse  20i. 

Other  incremental  key  elements  22c,  22d,  and 
22e  have  been  recorded  on  encode  track  16b  with 
a  phase  and  displacement  relative  to  associated 
down  going  pulses  20j,  20k,  20I,  similarly. 

It  will  be  understood  that  an  incremental  key 
can  be  recorded  on  key  track  16b  in  several  al- 
ternate  ways.  For  example,  only  positive  going 
amplitude  changes  for  a  given  pulse  pair  which 
exceed  a  predetermined  threshold  need  be  re- 
corded.  Alternately,  only  negative  going  amplitude 
changes  that  exceed  a  given  threshold  need  be 
recorded. 

Figure  3  illustrates  schematically  a  system  30 
for  reading  secured  objects  such  as  the  object  10 
and  comparing  a  newly  read  profile,  off  of  track 
16a,  to  the  recorded  and  encoded  profile  on  track 
16b.  The  system  30  includes  read  heads  32a  and 
32b  which  are  aligned  and  function  to  read  the 
information  on  the  tracks  16a  and  16b. 

Read  heads  32a  and  32b  are  each  electrically 
coupled  to  analog  phase  detector  34.  The  read 
head  32a  which  reads  the  profile  track  is  also 
electrically  coupled  to  analog  profile  detector  36. 

The  analog  outputs  from  the  phase  detector  34 
and  the  profile  detector  36  are  both  coupled  as 
inputs  to  differential  amplifier  38.  Output  from  the 
differential  amplifier  38,  the  difference  between  the 
analog  signals  from  the  phase  detector  34  and  the 
profile  detector  36,  is  coupled  to  comparator  40. 

A  second  input  to  comparator  40  is  a  sensitiv- 
ity  or  a  threshold  input  from  element  42.  The 
comparator  40  compares  the  difference  signal  from 
differential  amplifier  38  to  the  adjustable  threshold 
from  element  42. 

If  the  magnitude  and  the  phase  of  the  pre- 
recorded  key  element,  such  as  the  element  22a, 
corresponds  to  the  magnitude  and  sign  of  the 
difference  in  peak  amplitudes  between  correspond- 
ing  transitions  20a  and  20c,  a  true  signal  is  gen- 
erated  by  comparator  40.  In  the  event  of  a  dif- 

ference  between  the  newly  read  profile  off  of  track 
16a  and  the  pre-recorded  encoded  profile  from 
track  16b,  the  comparator  generates  a  false  or 
error  signal  as  in  output. 

5  The  element  42  provides  a  way  to  adjust  the 
sensitivity  of  the  device  30. 

Figure  4  is  a  plurality  of  graphs  which  illus- 
trates  some  of  the  electrical  signals  associated  with 
the  device  30.  Figure  4A  is  a  graph  of  an  output 

io  from  profile  detector  36  is  illustrated  in  response  to 
profile  track  16a  being  read.  As  illustrated  in  Figure 
4A,  the  output  from  profile  detector  36  is  an  analog 
output  with  a  sign  and  magnitude  proportional  to 
the  differences  in  peak  magnitude  of  pairs  of  posi- 

15  tive  going  pulses  such  as  pulses  20a  and  20c. 
Figure  4B  is  a  graph  of  the  electrical  signals 

generated  by  phase  detector  34  which  also  gen- 
erates  an  analog  output.  Finally,  Figure  4C  is  a 
graph  of  electrical  signals  generated  by  phase  de- 

20  tector  34  on  an  output  data  valid  line  44.  The  data 
valid  strobe  on  the  line  44  indicates  time  intervals 
when  the  output  signal  on  line  40a  can  be  sensed. 

Thus,  the  apparatus  30  detects  the  characteris- 
tics  of  the  profile  track  16a  and  compares  same  to 

25  the  incremental  key  recorded  on  the  track  16b 
making  it  possible  to  easily  and  quickly  verify  the 
authenticity  of  the  document  or  card  10.  One  par- 
ticular  advantage  of  the  process  illustrated  in  Fig- 
ure  2  and  the  apparatus  of  Figure  3  is  that  a 

30  document  or  card  can  be  authenticated  by  only 
reading  a  portion  of  the  profile  track  and  a  portion 
of  the  key  track.  It  is  unnecessary  to  read  the 
entire  profile  track  or  the  entire  key  track. 

Figure  5  illustrates  a  flow  diagram  of  the  vali- 
35  date  process  as  previously  described  with  respect 

to  the  apparatus  30.  In  a  step  50  a  first  positive 
going  peak  value,  such  as  the  peak  value  of  the 
pulse  20a,  is  sensed  and  stored.  In  a  step  52  the 
peak  value  of  a  second  positive  going  pulse,  such 

40  as  the  pulse  20c,  is  sensed  and  stored. 
In  a  step  54  the  first  and  second  previously 

read  and  stored  peak  values  are  subtracted  from 
one  another.  In  a  step  56  a  negative  going  pulse, 
such  as  the  pulse  20h,  is  detected. 

45  In  a  step  58  a  key  element,  such  as  key 
element  22a  or  22b,  is  detected  and  the  sign  of  the 
phase  of  that  element  relative  to  the  respective 
negative  going  pulse,  such  as  pulse  20h,  is  com- 
pared  to  the  previously  set  mask  indicating  the 

50  sign  of  the  difference  between  peak  values  of  adja- 
cent  pulses  such  as  pulses  20a  and  20c.  In  a  step 
60  the  signal  on  the  data  valid  line  is  set  and  an 
appropriate  output  is  generated  on  the  compare 
output  line  40a. 

55  Finally,  in  step  62  the  previously  read  second 
peak  positive  going  value,  such  as  the  pulse  20c,  is 
moved  in  to  the  first  storage  location  and  the 
process  repeats. 

5 
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Figure  6  illustrates  the  steps  of  a  process  for 
encoding  incremental  key  elements  onto  the  track 
16b  in  response  to  reading  the  profile  track  16a. 

While  the  system  30  and  related  method  have 
been  disclosed  and  described  in  connection  with  a 
randomly  varying  magnetic  security  system,  the 
principles  hereof  are  applicable  to  other  types  of 
randomly  varying  security  characteristics.  For  ex- 
ample,  other  applicable  types  of  regions  include 
translucency  or  reflectance  variations  of  docu- 
ments.  Still  others  include  random  variations  in 
print  locations  or  thickness  profiles  of  documents. 

Figure  7  illustrates  an  alternate,  digital,  system 
70  usable  to  read  profile  tracks  of  the  type  16a,  as 
well  as  incremental  key  tracks  such  as  the  track 
16b  and  generate  a  validity  indication  for  the  cor- 
responding  document.  The  system  70  includes 
readheads  72  and  74  for  respectively  sensing  the 
random  characteristic  of  the  profile  track  16a  as 
well  as  the  prerecorded  incremental  key  track  16b. 
Outputs  from  each  of  the  readheads  72  and  74  are 
respectively  coupled  to  operational  amplifiers  72a 
and  74a. 

Output  from  the  amplifier  72a,  on  a  line  72b,  is 
a  representation  of  the  sensed  random  magnetic 
characteristic  of  the  profile  track  16a.  A  graphical 
representation  of  the  amplified  signal  on  the  line 
72b  is  illustrated  in  Figure  8A  as  a  functional  time. 
Output  from  the  amplifier  74a,  on  a  line  74b,  a 
representation  of  the  prerecorded  incremental  key 
from  the  track  16b  is  illustrated  in  Figure  8D  as  a 
function  of  time. 

Profile  signals  on  the  line  72b  are  coupled  to 
peak  detect  circuitry  76.  Output  from  peak  detect 
circuitry  76  on  lines  76a  and  76b  represents  peak 
values  of  pairs  of  positive  going  profile  signals 
such  as  the  signals  78a  and  78b  of  Figure  8a. 
Output  on  the  line  78a  is  temporarily  stored  in 
sample  and  hold  amplifier  80a.  Output  on  the  line 
76b  is  temporarily  stored  in  sample  and  hold  am- 
plifier  80b. 

The  peak  value  from  pulse  78a,  from  amplifier 
80a  is  subtracted  from  peak  value  of  pulse  78b 
held  in  amplifier  80b  in  an  adder  82.  The  difference 
between  the  signals  from  amplifiers  80a  and  80b  is 
compared  in  a  comparator  84  to  an  adjustable 
threshold  to  determine  whether  or  not  the  differ- 
ence  exceeds  a  preset  minimum.  Output  from 
comparator  84  on  a  line  84a  is  illustrated  in  graphi- 
cal  form  in  graph  Figure  8F. 

Subsequent  to  comparing  the  pair  of  peak  val- 
ues  for  the  signal  78a  and  78b,  the  peak  detect 
circuitry  76  in  combination  with  sequence  control 
logic  86  then  compares  the  pair  of  peak  pulse 
values  corresponding  to  the  pulses  78b  and  78c. 

All  subsequent  pairs  of  pulses  on  the  profile 
track  16a  are  sensed  accordingly. 

Signals  representative  of  the  incremental  key 

indicators  recorded  on  the  track  16b,  on  the  line 
74b,  provide  inputs  to  key  detect  circuitry  86.  Out- 
put  from  key  detect  circuitry  86  on  the  line  86a 
corresponds  to  a  positive  going  pulse  in  the  pres- 

5  ence  of  a  sensed,  prerecorded,  key  symbol  as 
illustrated  in  the  graph  of  Figure  8e. 

Clock  recovery  circuitry  88  generates  a  com- 
parison  window  positive  going  signal  on  a  line  88a 
as  illustrated  in  the  graph  of  Figure  8C  in  response 

io  to  negative  going  edges  of  the  profile  track  signals 
on  the  line  72b.  Clock  recovery  circuitry  88  also 
generates  positive  going  data  strobe  pulses  on  a 
line  88b  corresponding  to  the  pulse  train  of  Figure 
8B. 

is  The  signals  on  the  lines  84a,  88a  and  88b 
provide  inputs  to  the  Key  and  Profile  Compare 
circuitry  90.  Key  and  Profile  Compare  circuitry  90 
generates  a  zero  on  an  output  line  90a  as  repre- 
sented  by  the  wave  form  of  the  graph  of  Figure  8G 

20  where  the  comparison  between  the  most  recently 
read  pair  of  signals  off  of  the  profile  track  differs 
from  the  signal  read  off  of  the  incremental  key 
track  of  Figure  16b.  The  data  valid  strobe  output  on 
the  line  88b  is  usable  for  purposes  of  strobing  the 

25  output  on  the  line  90a. 
Figure  9  illustrates  schematically  an  apparatus 

100  for  reading  profile  tracks,  such  as  the  track  16a 
and  then  generating  and  writing  incremental  key 
representations  on  the  track  16b.  The  flow  diagram 

30  of  Figures  10A,  10B  and  10C  taken  together  depict 
a  method  of  reading  the  profile  track  off  of  a  card, 
such  as  the  card  102  and  writing  onto  the  in- 
cremental  key  track  thereof  using  the  apparatus 
100. 

35  In  a  step  110,  the  card  102  to  be  encoded, 
enters  station  A  and  is  erased.  The  card  102  then 
enters  station  B  in  a  step  112  and  the  profile  track 
is  written  with  a  predetermined  random  characteris- 
tic  enhancing  electrical  signal,  such  as  a  saturation 

40  recorded  square  wave. 
The  card  102  then  enters  station  C  in  a  step 

114  and  the  enhanced  random  magnetic  character- 
istic  of  the  profile  track,  such  as  the  track  16a,  is 
read  or  captured  by  one  or  more  read  heads.  In  a 

45  step  114a,  the  recorded  analog  signatures  sensed 
by  a  plurality  of  parallel  heads  are  averaged. 

In  a  step  116,  the  card  102  enters  the  write 
station  D  and  the  incremental  key,  based  on  having 
read  the  entire  profile  track,  is  generated  and  writ- 

50  ten  onto  the  key  track. 
Figure  10B  represents  the  steps  of  the  appara- 

tus  of  station  D  in  writing  the  incremental  key  onto 
the  key  track  such  as  the  key  track  16b.  In  a  step 
118,  the  representation  of  the  incremental  key  to 

55  be  written  is  synchronized  with  a  negative  going 
transmission  off  of  the  profile  track.  If  the  key  bit  is 
a  logical  one  a  representation  thereof  as  written 
onto  the  key  track  in  a  step  120. 

6 
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In  a  step  122,  the  next  generated  bit  of  the 
incremental  key  is  retrived  from  storage  and  the 
process  of  step  118  is  repeated.  When  the  end  of 
key  data  is  sensed  in  a  step  124,  the  card  102  then 
enters  verified  station  E  of  the  apparatus  100. 

The  flow  diagram  of  Figure  10C  illustrates  the 
steps  in  a  method  executed  by  the  apparatus  of 
station  E  to  verify  that  the  key  which  has  been 
written  onto  the  card  102  corresponds  to  the 
sensed  profile  in  a  step  126.  If  the  recorded  key 
does  not  match  the  newly  read  profile,  as  sensed 
in  a  step  128,  to  an  extent  which  exceeds  a  pre- 
determined  threshold,  the  card  is  rejected  in  a  step 
130.  If  the  newly  sensed  profile  matches  the 
prerecorded  key  to  an  extent  exceeding  the 
prerecorded  threshold,  the  card  is  accepted  in  a 
step  132  and  the  process  is  re-initiated  in  a  step 
134  with  a  new  card. 

The  above  described  digital  system  and  meth- 
od  are  also  usable,  with  appropriate  sensors,  with  a 
variable  translucence  or  reflectance  optical  security 
system.  It  is  also  usable  with  other  types  of  ran- 
domly  variable  characteristics. 

From  the  foregoing,  it  will  be  observed  that 
numerous  variations  and  modifications  may  be  ef- 
fected  without  departing  from  the  spirit  and  scope 
of  the  novel  concept  of  the  invention.  It  is  to  be 
understood  that  no  limitation  with  respect  to  the 
specific  apparatus  illustrated  herein  is  intended  or 
should  be  inferred.  It  is,  of  course,  intended  to 
cover  by  the  appended  claims  all  such  modifica- 
tions  as  fall  within  the  scope  of  the  claims. 

Claims 

1.  A  verifiable  object  (10;  102)  comprising: 
a  base; 
a  unique,  randomly  variable,  measurable,  en- 
hanced  characteristic  (16a)  carried  by  said 
base; 
a  relative,  incremental  representation  (16b)  of 
said  characteristic  extending  along  said  base 
as  a  plurality  of  spaced  apart  indicia  with  each 
said  indicium  including  a  representation  of  a 
difference  between  selected  first  and  second 
values  of  a  parameter  of  said  characteristic. 

2.  A  verifiable  object  as  in  claim  1  with  at  least 
some  of  said  indicia  including  a  representation 
of  an  algebraic  sign  of  said  difference. 

3.  A  verifiable  object  as  in  claim  2  with  said 
indicia  including  a  representation  of  only  an 
algebraic  sign. 

4.  A  verifiable  object  as  in  claim  1  with  at  least 
some  of  said  indicia  including  a  value  cor- 
responding  to  a  difference  between  first  and 

second  amplitude  values  of  said  characteristic. 

5.  A  verifiable  object  as  in  claim  1  including  a 
magnetic  region  on  said  base,  said  magnetic 

5  region  including  said  randomly  variable,  mea- 
surable  characteristic  (16a). 

6.  A  verifiable  object  as  in  claim  1  including  a 
radiant  energy  transmissive  region  on  said 

io  base  with  said  transmissive  region  including 
said  randomly  variable,  measurable  character- 
istic. 

7.  A  verifiable  object  as  in  claim  1  including  a 
is  recordable  magnetic  region  with  said  spaced 

apart  indicia  recorded  thereon. 

8.  A  verifiable  object  as  in  claim  1  with  repre- 
sentations  of  said  spaced  apart  indicia  printed 

20  thereon. 

9.  A  verifiable  object  as  in  claim  1  wherein  said 
enhanced  measurable  characteristic  carries  a 
pre-recorded  representation  of  an  enhancing 

25  electrical  signal. 

10.  An  apparatus  for  verifying  an  object  (10;  102) 
as  in  claim  1  comprising: 
a  first  sensor  (36;  76)  for  detecting  peak  values 

30  of  said  randomly  variable  characteristic  (16a); 
circuitry  (80,  82,  84)  for  processing  pairs  of  the 
detected  peak  values; 
a  second  sensor  (34;  86)  for  detecting  at  least 
some  of  said  indicia; 

35  circuitry  (40;  90)  for  comparing  processed,  de- 
tected,  pairs  of  peak  values  to  corresponding 
of  said  indicia;  and 
circuitry  for  generating  a  verification  indicium 
in  response  to  said  comparison. 

40 
11.  A  method  of  verifying  an  object  as  in  claim  1 

comprising: 
detecting  peak  amplitude  values  of  the  ran- 
domly  variable  characteristic  (steps  50,  52); 

45  processing  the  detected  peak  amplitude  values 
(step  54); 
detecting  displacement  relationships  between 
some  of  the  verification  indicia  and  respective 
base  indicators  associated  therewith  (step  56); 

50 
comparing  the  processed,  detected  peak  am- 
plitude  values  to  corresponding  of  the  dis- 
placement  relationships  (step  58);  and 
generating  a  validity  indicium  in  response  to 

55  said  comparison  (step  60). 

7 
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