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Description

RELATED APPLICATIONS

[0001] This application claims priority to U.S. Provisional Patent Application Serial Number 62/422,397, filed January
4, 2017.

TECHNICAL FIELD

[0002] The present application relates generally to a wireless communication system, and relates specifically to paging
in a wireless communication system.

BACKGROUND

[0003] A subscription identifier in a wireless communication system identifies an individual subscriber associated with
a wireless device. A serving network includes the subscription identifier within a paging message in order to page the
device associated with the subscriber. The device may respond to the paging message with that same subscription
identifier, to indicate that it was in fact the device that was paged.
[0004] To protect against eavesdroppers identifying and tracking the subscriber on the radio interface, though, the
serving network may include in the paging message a subscription identifier that is only temporarily assigned to the
subscriber, rather than including a subscription identifier that is assigned to the subscriber for a longer term. In Long
Term Evolution (LTE) systems, for example, the serving network may assign a Temporary Mobile Subscriber Identity
(TMSI) to the subscriber and include that TMSI in a paging message for the subscriber, rather than including the Inter-
national Mobile Subscriber Identity (IMSI) assigned by the subscriber’s home network for a longer term.
[0005] Under some circumstances, though, the serving network may not be able to page a device using a temporarily
assigned subscription identifier. Before the temporary subscription identifier has been assigned, or when errors occur
that cause the temporary subscription identifier to be lost, the serving network would heretofore have to resort to paging
a device using a subscription identifier assigned over a longer term (e.g., using the IMSI). Moreover, even if the serving
network does use a temporary subscription identifier to page the device, responding to the page with that same identifier
provides an opportunity for eavesdroppers to track the subscriber. Known approaches to paging may therefore still
expose a subscriber to attacks on his or her privacy.
[0006] US2015079941 discloses that the identification and authentication information in each paging message includes
an encrypted device identifier. The device and the serving node share a key. The device identifier in each paging is
calculated from a combination of a device identifier and a message identifier and is encrypted using the shared key.

SUMMARY

[0007] The present invention is defined by the subject matter of the independent claims. Preferred embodiments are
defined by the dependent claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008]

Figure 1 is a block diagram of a wireless communication system that includes a wireless device and a network node
according to some embodiments.
Figure 2 is a logic flow diagram of a method performed by a network node according to some embodiments.
Figure 3 is a logic flow diagram of a method performed by a wireless device according to some embodiments.
Figure 4 is a logic flow diagram of a method performed by a network node according to other embodiments.
Figure 5 is a logic flow diagram of a method performed by a wireless device according to other embodiments.
Figure 6 is a block diagram of a network node according to some embodiments.
Figure 7 is a block diagram of a network node according to other embodiments.
Figure 8 is a block diagram of a wireless device according to some embodiments.
Figure 9 is a block diagram of a wireless device according to other embodiments.
Figure 10 is a call flow diagram for a paging procedure according to some embodiments.
Figure 11 is a block diagram of information elements for an RRC Paging message according to some embodiments.
Figure 12 is a block diagram of information elements for an S1 Paging message according to some embodiments.
Figure 13 is a table of different possible embodiments for identifiers to use in a paging message and in a response
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to the paging message.
Figure 14 is a call flow diagram of a paging procedure according to some embodiments.
Figure 15 is a call flow diagram of a paging procedure according to other embodiments.
Figure 16 is a call flow diagram of a paging procedure according to still other embodiments.
Figure 17 is a call flow diagram of a paging procedure according to yet other embodiments.
Figure 18 is a call flow diagram of a paging procedure according to still other embodiments.
Figure 19 is a call flow diagram of a paging procedure according to yet other embodiments.

DETAILED DESCRIPTION

[0009] Figure 1 illustrates a wireless communication system 10 according to one or more embodiments. As shown in
Figure 1, the system 10 (e.g., an LTE or 5G system) includes a radio access network (RAN) 12 and a core network (CN)
14. The RAN 12 wirelessly connects one or more wireless communication devices 16 (or simply "wireless devices") to
the CN 14. The CN 14 in turn connects the one or more wireless devices 16 to one or more external networks 18A, 18B.
As shown, these one or more external networks 18A, 18B include a public switched telephone network (PSTN) 18A and
a packet data network (PDN) 18B, such as the Internet.
[0010] A network node 20 in the RAN 12 or CN 14 may initiate paging of a wireless device 16, e.g., to trigger the
device 16 to attach for receiving a call. The network node 20 may be for instance a node in the device’s serving network,
such as a mobility management entity (MME) in LTE-based networks, or a node with similar functionality in 5G networks.
Regardless, paging entails transmission of a paging message 18 (or simply "page") to the wireless device 16. The page
18 includes a paging identifier 18A. The paging identifier 18A identifies the target of the page 18, e.g., a particular wireless
device used by or otherwise associated with a particular subscriber. A wireless device 16 examines the paging identifier
18A to determine whether the device 16 is the target of the page 18. If the device 16 is not the target of the page 18,
the device 16 may simply ignore the page 18. Otherwise, if the device 16 is the target of the page 18, the device 16 may
respond to the page 18 by transmitting a response message 22 (or simply "response"). The response 22 includes a
response identifier 22A. The response identifier 22A identifies the responder to the page 18.
[0011] According to one or more embodiments herein, the paging identifier 18A is based on an encrypted subscription
identifier or a pseudonym subscription identifier. The encrypted subscription identifier may be for instance an encrypted
version of a subscription identifier assigned to the identified subscription by the home network for that subscription, e.g.,
for a relatively long or non-temporary term. The encrypted subscription identifier may be for instance an encrypted
International Mobile Subscriber Identity (IMSI). The encrypted subscription identifier in some embodiments may be
encrypted with a (user-specific) key associated with the home network (e.g., a public key paired with a private key used
for decryption). A pseudonym subscription identifier by contrast may be a subscription identifier designated as a pseu-
donym or alias for the subscription identifier assigned by the home network. The pseudonym subscription identifier may
be tied to the home network, in the sense that it may be assigned by the home network or generated based on a security
key (e.g., KASME) shared with the home network.
[0012] The paging identifier 18A may be based on such an encrypted or pseudonym subscription identifier, even when
the network node 20 lacks a security context for the wireless device 16. Without a security context for the device 16 at
the network node 20, the network node 20 lacks security keys (e.g., KASME) for securely communicating with the device
16, e.g., by encrypting or decrypting signaling in the paging procedure. Despite this, the network node 20 in some
embodiments may receive the encrypted or pseudonym subscription identifier, e.g., in encrypted or pseudonym form,
and may still use that identifier for paging the device 16. The network node 20 may do so even if the network node 20
is unable to decrypt or otherwise understand the encrypted or pseudonym subscription identifier, beyond the fact that
the identifier concerns the particular device 16. Indeed, the network node 20 may not be required to decrypt or understand
the identifier as long as the wireless device 16 has the identifier and/or detects when it is paged based on that identifier.
[0013] In some embodiments, for example, the network node 20 may have previously received the encrypted or
pseudonym subscription identifier. The network node 20 may have previously received the identifier for instance during,
or as part of establishing, a security context at the network node 20 for the device 16. After that security context is lost
at the network node 20 and/or when the network node 20 lacks a temporary subscription identifier for the device 16, the
network node 20 may re-use the previously received identifier for paging the device 16, by basing the paging identifier
18A on the identifier.
[0014] More particularly in this regard, the network node 20 may have received the encrypted or pseudonym subscrip-
tion identifier from the wireless device 16 (e.g., during a previous attachment procedure or authentication procedure) or
from the home network (e.g., home subscriber server, HSS). Where the network node 20 does not decrypt or understand
the received subscription identifier, e.g., due to its encrypted or pseudonym form, the network node 20 may simply (and
naively) store whatever subscription identifier it has received. Then, no matter whether the network node 20 understands
the received subscription identifier, other than the fact that it concerns the wireless device 16, the network node 20 may
re-use that identifier by generating the paging identifier 18A based on it.
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[0015] In one embodiment, the network node 20 may generate the paging identifier 18A to be, or to be a portion of,
the same encrypted or pseudonym subscription identifier that it previously received. In this case, the device 16 may
check whether the paging identifier 18A matches the encrypted or pseudonym subscription identifier, at least in part,
that the device 16 previously sent to the network node 20. Such matching in some embodiments may not even require
the device 26 to decrypt the paging identifier 18A. In another embodiment, by contrast, the network node 20 may generate
the paging identifier 18A to be, or to be a portion of, a different encrypted or pseudonym subscription identifier that is
mapped to or otherwise associated (e.g., in the same identifier set) with the encrypted or pseudonym subscription
identifier that it previously received. See, e.g., case #1 below where Identifier(Init), Identifier(Page), and Identifier (Resp)
are all different.
[0016] In view of the above variations, Figures B-C illustrate some embodiments where the paging identifier 18A is
based on an encrypted subscription identifier received by the network node 20 from the wireless device 16. As shown
in Figure 3, processing by the wireless device 16 includes encrypting a subscription identifier for the wireless device to
obtain an encrypted subscription identifier (Block 100). Processing by the wireless device 16 also includes transmitting
the encrypted subscription identifier to the network node 20 (Block 110). Referring now to Figure 2, processing by the
network node 20 correspondingly includes receiving the encrypted subscription identifier from the wireless device 16
(Block 200). This may occur for instance during, or as part of establishing, a security context at the network node 20 for
the device 16 and/or during an attachment or authentication procedure.
[0017] After receiving the encrypted subscription identifier, the network node 20 may in some embodiments lose the
security context for the device 16 at the network node 20 (Block 205). Regardless, processing at the network node 20
may thereafter include initiating paging of the wireless device 16 with a paging identifier that is based on the encrypted
subscription identifier (Block 210). The network node 20 may for instance form the paging identifier to be, or to be a
portion or transformation of, the encrypted subscription identifier previously received from the device 16. Initiation of
such paging may involve for instance transmitting the page from the network node 20 itself (e.g., if in the RAN) or
instructing another node to transmit the page with the paging identifier (e.g., if the network node 20 is in the CN). In any
event, processing at the wireless device 16 correspondingly includes receiving a page that includes a paging identifier
(Block 120). Processing then further includes responding to or ignoring the page depending on whether the paging
identifier is based on the encrypted subscription identifier (Block 130). In some embodiments, for example, this entails
determining whether the paging identifier matches the encrypted subscription identifier, at least in part, and responding
to or ignoring the page depending on whether the paging identifier matches the encrypted subscription identifier according
to the determining. In fact, the device 16 may not need to decrypt or even attempt to decrypt the paging identifier.
[0018] Note that in at least some embodiments the encrypted subscription identifier is larger than the unencrypted
subscription identifier. In these and other embodiments, therefore, the network node 20 may determine (e.g., generate)
the paging identifier 18A to be unique from one or more other paging identifiers with which the network node 20 is to
page one or more other wireless devices, e.g., within the same paging area as the wireless device 16 and/or at substantially
the same time as the network node 20 is to page the wireless device 16. The network node 20 may for instance dynamically
determine a length of the paging identifier to be as long as needed to avoid collision with the one or more other paging
identifiers. Where the paging identifier is determined to be a portion of the encrypted subscription identifier (e.g., the
least or most significant bits), for example, the network node 20 may choose the smallest portion as possible yet still
avoid collision with other paging identifiers. This may effectively compress the paging identifier to the extent possible
while avoiding identifier collision.
[0019] Alternatively or additionally to the embodiments above, still other embodiments herein have the wireless device
16 respond to the page with a response identifier 22A that is different than the paging identifier 18A. The response
identifier 22A may be for instance an encrypted subscription identifier or a pseudonym subscription identifier, similarly
to that described above, provided the identifier 22A differs from the paging identifier 18A. According to some embodiments,
paging and/or responding to a page in this way may advantageously protect the subscriber’s privacy.
[0020] Figures 4-5 illustrate exemplary embodiments in this regard. As shown, processing at the network node 20
includes initiating transmission of a page 18 to a wireless device 16 that includes a paging identifier 18A for the wireless
device 16 (Block 300). The paging identifier 18A may identify as a target of the page 18 a wireless device 16 associated
with a particular subscriber. In fact, in some embodiments, the paging identifier 18A is based on an encrypted subscription
identifier for the wireless device 16 or is a pseudonym subscription identifier for the wireless device16. In any event,
processing at the wireless device 16 correspondingly includes receiving a page 18 that includes a paging identifier 18A
for the wireless device 16 (Block 400).
[0021] Processing at the wireless device 16 further includes transmitting a response 22 to the page 18 that indicates
the wireless device 16 was paged but that includes an identifier 22A for the wireless device 16 that is different than the
paging identifier 18A included in the page 18 (Block 410). That is, even though the response 22 indicates the device 16
was paged, the response 22 includes an identifier 22 different than the paging identifier 18A. Processing at the network
node 20 correspondingly includes receiving such a response 22 (Block 310).
[0022] Note that a network node 20 herein is any type of node in the RAN (e.g., a base station) or CN (e.g., MME).
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Where the network node is a radio network node in the RAN, the node 20 may be capable of communicating with another
node over radio signals. A wireless device 16 is any type device capable of communicating with a radio network node
over radio signals. A wireless device 16 may therefore refer to a machine-to-machine (M2M) device, a machine-type
communications (MTC) device, a narrowband Internet of Things (NB-IoT) device, etc. The wireless device may also be
a user equipment (UE), however it should be noted that the UE does not necessarily have a "user" in the sense of an
individual person owning and/or operating the device. A wireless device may also be referred to as a radio device, a
radio communication device, a wireless terminal, or simply a terminal - unless the context indicates otherwise, the use
of any of these terms is intended to include device-to-device UEs or devices, machine-type devices or devices capable
of machine-to-machine communication, sensors equipped with a wireless device, wireless-enabled table computers,
mobile terminals, smart phones, laptop-embedded equipped (LEE), laptop-mounted equipment (LME), USB dongles,
wireless customer-premises equipment (CPE), etc. In the discussion herein, the terms machine-to-machine (M2M)
device, machine-type communication (MTC) device, wireless sensor, and sensor may also be used. It should be under-
stood that these devices may be UEs, but are generally configured to transmit and/or receive data without direct human
interaction.
[0023] In an IOT scenario, a wireless communication device as described herein may be, or may be comprised in, a
machine or device that performs monitoring or measurements, and transmits the results of such monitoring measurements
to another device or a network. Particular examples of such machines are power meters, industrial machinery, or home
or personal appliances, e.g. refrigerators, televisions, personal wearables such as watches etc. In other scenarios, a
wireless communication device as described herein may be comprised in a vehicle and may perform monitoring and/or
reporting of the vehicle’s operational status or other functions associated with the vehicle.
[0024] Note that the network node 20 as described above may perform the processing herein by implementing any
functional means or units. In one embodiment, for example, the network node 20 comprises respective circuits configured
to perform the steps shown in Figure 2 and/or 4. The circuits in this regard may comprise circuits dedicated to performing
certain functional processing and/or one or more microprocessors in conjunction with memory. In embodiments that
employ memory, which may comprise one or several types of memory such as read-only memory (ROM), random-
access memory, cache memory, flash memory devices, optical storage devices, etc., the memory stores program code
that, when executed by the one or more microprocessors, carries out the techniques described herein. That is, in some
embodiments memory of the network node 20 contains instructions executable by the processing circuitry network node
20 is configured to carry out the processing herein.
[0025] Figure 6 illustrates additional details of a network node 20 in accordance with one or more embodiments. As
shown, the network node 20 includes one or more processing circuits 500 and communication circuitry 510. The com-
munication circuitry 510 is configured to communication with one or more other nodes, e.g., the wireless device 16 and/or
a radio network node. Where the network node 20 is a radio network node, the communication circuitry 510 is configured
to transmit and/or receive via one or more antennas. The one or more processing circuits 500 are configured to perform
processing described above, e.g., in Figure 2 and/or 4, such as by executing instructions stored in memory 520. The
one or more processing circuits 500 in this regard may implement certain functional means or units.
[0026] Figure 7 in this regard illustrates a network node 20 in accordance with one or more other embodiments. As
shown, the network node 20 may include a receiving unit or module 600, a paging unit or module 610, and/or a transmitting
unit or module 620 configured to perform the receiving, paging initiation, and/or transmitting discussed above. These
modules or units may be implemented by the processing circuit(s) 500 of Figure 6.
[0027] More particularly, when the network node 20 is configured for performing the processing described in Figure
2, the receiving unit or module 600 may be for receiving an encrypted subscription identifier from the wireless device
16, e.g., during, or as part of establishing, a security context at the network node 20 for the device 16 and/or during an
attachment or authentication procedure. The paging unit or module 610 may be for initiating paging of the wireless device
16 with a paging identifier that is based on the encrypted subscription identifier. In some embodiments, the transmitting
unit or module 620 may be for actually transmitting such a page to the wireless device 16.
[0028] Alternatively or additionally, when the network node 20 is configured for performing the processing described
in Figure 4, the paging unit or module 610 may be for initiating transmission of a page 18 to a wireless device 16 that
includes a paging identifier 18A for the wireless device 16. The paging identifier 18A may identify as a target of the page
18 a wireless device 16 associated with a particular subscriber. In fact, in some embodiments, the paging identifier 18A
is based on an encrypted subscription identifier for the wireless device 16 or is a pseudonym subscription identifier for
the wireless device16. In any event, in some embodiments, the transmitting unit or module 620 may be for actually
transmitting such a page to the wireless device 16. The receiving unit or module 600 may be for receiving a a response
22 to the page 18 that indicates the wireless device 16 was paged but that includes an identifier 22A for the wireless
device 16 that is different than the paging identifier 18A included in the page 18.
[0029] Also, the wireless communication device 16 may perform the processing herein by implementing any functional
means or units. In one embodiment, for example, the wireless communication device 16 comprises respective circuits
configured to perform the steps shown in Figures 3 and/or 5. The circuits in this regard may comprise circuits dedicated
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to performing certain functional processing and/or one or more microprocessors in conjunction with memory. In embod-
iments that employ memory, which may comprise one or several types of memory such as read-only memory (ROM),
random-access memory, cache memory, flash memory devices, optical storage devices, etc., the memory stores program
code that, when executed by the one or more microprocessors, carries out the techniques described herein. That is, in
some embodiments memory of the device 16 contains instructions executable by the processing circuitry whereby the
device 16 is configured to carry out the processing herein.
[0030] Figure 8 illustrates additional details of a wireless communication device 16 in accordance with one or more
embodiments. As shown, the wireless communication device 16 includes one or more processing circuits 700 and
communication circuitry 710 (e.g., one or more radio circuits). The communication circuitry 710 may be configured to
transmit via one or more antennas. The one or more processing circuits 700 are configured to perform processing
described above, e.g., in Figure 3 and/or 5, such as by executing instructions stored in memory 720. The one or more
processing circuits 700 in this regard may implement certain functional means or units.
[0031] Figure 9 in this regard illustrates additional details of a wireless communication device 16 in accordance with
one or more other embodiments. As shown, the device 16 may include a receiving and/or transmitting unit or module
800, an encrypting module or unit 810, and/or a paging unit or module 820 for performing the transmitting, receiving,
encrypting, and/or paging response functions described above. These units or modules may be implemented by the
one or more processing circuits 700 in Figure 8.
[0032] More particularly, when the wireless communication device 16 is configured for performing the processing
described in Figure 3, the encrypting module or unit 810 may be for encrypting a subscription identifier for the wireless
device 16 to obtain an encrypted subscription identifier, and the transmitting unit or module 800 may be for transmitting
the encrypted subscription identifier to the network node 20. The receiving unit or module 800 may be for receiving a
page that includes a paging identifier. The paging unit or module 820 may be for responding to or ignoring the page
depending on whether the paging identifier is based on the encrypted subscription identifier.
[0033] Alternatively or additionally, when the wireless communication device 16 is configured for performing the
processing described in Figure 5, The receiving unit or module 800 may be for receiving a page 18 that includes a paging
identifier 18A for the wireless device 16. The paging identifier 18A may identify as a target of the page 18 a wireless
device 16 associated with a particular subscriber. In fact, in some embodiments, the paging identifier 18A is based on
an encrypted subscription identifier for the wireless device 16 or is a pseudonym subscription identifier for the wireless
device16. In any event, the transmitting unit or module 800 in this case may be for transmitting a response 22 to the
page 18 that indicates the wireless device 16 was paged but that includes an identifier 22A for the wireless device 16
that is different than the paging identifier 18A included in the page 18.
[0034] Those skilled in the art will also appreciate that embodiments herein further include corresponding computer
programs.
[0035] A computer program comprises instructions which, when executed on at least one processor of a node, cause
the node to carry out any of the respective processing described above. A computer program in this regard may comprise
one or more code modules corresponding to the means or units described above.
[0036] Embodiments further include a carrier containing such a computer program. This carrier may comprise one of
an electronic signal, optical signal, radio signal, or computer readable storage medium.
[0037] Other embodiments will now be described with respect to certain contexts. These embodiments are combinable
with and expound upon embodiments above.
[0038] Current cellular networks occasionally (e.g. in initial attach messages) need to make use of a long-term sub-
scriber identity (e.g., International Mobile Subscriber Identity, IMSI). Use of a long-term subscriber identity risks negative
impacts on user privacy and traceability. One technique for improvement is that the UE (User Equipment) sends to the
network an encrypted IMSI or a pseudonym IMSI to hide the clear-text IMSI during the attach procedure. Another
technique may be that the UE uses a combination of both the encrypted IMSI and the pseudonym IMSI, i.e. it sends
encrypted IMSI when the pseudonym IMSI is not available, otherwise it sends pseudonym IMSI. Such mechanisms are
in principle capable of hiding the IMSI end-to-end, i.e. no one else than the UE and the home-network (e.g. HSS in LTE)
are aware of the clear-text IMSI.
[0039] However, in order to comply with the lawful interception requirement, the serving network needs to know the
clear-text IMSI since it provides assurance that the right target subscriber is intercepted, making end-to-end protection
difficult from a practical point of view. The home network (e.g. HSS in LTE) may therefore reveal the clear-text IMSI or
the pseudonym IMSI to the serving network (e.g. MME in LTE) to meet this requirement.
[0040] After the currently 3GPP-standardized attach procedure, authentication of the UE is performed and security
(ciphering) is switched on. From that point on, the serving network can assign its own temporary identifier (e.g. System
Architecture Evolution TMSI, S-TMSI, or Globally Unique Temporary Identifier, GUTI, in LTE) to the UE avoiding the
use of IMSI. Indeed, even if the IMSI is used in protected messages, it is not accessible to 3rd parties due to the ciphering.
[0041] However, while the above outlined solutions thus protect those critical cases where the UE normally would
provide its IMSI on the uplink (to the network) without ciphering, there remains situations where the IMSI may also be
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used on the downlink (from the network) during paging.
[0042] In LTE (Long-term Evolution 3GPP standard), such as described in TS 24.301, TS 36.331, and TS 36.304,
Paging is used to initiate a mobile terminated PS (packet switched) call, initiate a mobile terminated CS (circuit switched)
fallback call, trigger an LTE UE to reacquire system information, and provide an Earthquake and Tsunami Warning
System (ETWS) indication.
[0043] Figure 10 illustrates the Paging procedure used heretofore in an LTE system. As shown, the MME (Mobility
Management Entity) initiates the Paging procedure and tells the eNB to Page a certain UE by sending the UE identifier
in an S1 Paging message (S1 is the interface between core and radio networks). The eNB (base station) then sends
an RRC Paging message over-the-air, for receipt by the UE during a paging occasion (PO), e.g., in between discontinuous
reception (DRX) periods. In response to the RRC Paging message, the UE may send a non-access stratum (NAS)
Service request (e.g., including its S-TMSI) or a NAS attach request (e.g., including its IMSI) to the eNB, which may in
turn forward the request to the MME.
[0044] The RRC Paging message (Radio Resource Control, sent over the radio interface) is illustrated in Figure 11.
As shown in Figure 11, one RRC Paging message can contain up to 16 UE identifiers (either the S-TMSI or IMSI).
Therefore, the eNB can Page several UEs in "batch" fashion. To this end, a Paging Frame (PF) is one radio frame, which
may contain one or multiple Paging Occasion(s). A Paging Occasion (PO) is a subframe where there may be a paging
message. Thus, together, PF and PO give the exact timing of when the UE has to wake up from DRX to receive a
potential Paging message directed to it from the MME via the eNB. There is always one PF and one PO for a UE in a
DRX cycle. The DRX (Discontinuous Reception) cycle is used to save UE battery and determines how frequently the
UE uses its receiver to check for Paging messages. The value of the Default DRX cycle is broadcasted in System
Information Block 2 (SIB2). By default, the UE checks for Paging message every ∼0.32 seconds to ∼2.56 seconds,
depending on the setting. The UE can also propose its own DRX cycle within an Attach Request and TAU (Tracking
Area Update) Request.
[0045] The S1 Paging message is illustrated in Figure 12. As shown in Figure 12, the MME sends the UE Identity
Index and the UE Paging Identity among other information to the eNB. The UE Identity Index is used at the eNB to
calculate Paging Frame and is defined as (UE Identity Index = IMSI mod 1024). The UE can calculate the UE Identity
Index itself to determine its Paging Frame. The UE Paging Identity is either the S-TMSI or the fixed IMSI. When the UE
is Paged using the S-TMSI, the UE sends a service request to the network and identifies itself using the same S-TMSI.
When the UE is Paged using the IMSI, the UE sends an attach request to the network and identifies itself using the
same IMSI.
[0046] In normal scenarios, when the MME has the UE’s context, S-TMSI Paging is sufficient and in those cases,
privacy can be maintained reasonably well. However, IMSI based Paging still exists, to cover the following abnormal
cases: when the MME loses the UE context, but MSC still recognizes/associates the UE with its IMSI and there is mobile
terminating circuit switched (CS) service; and when the MME loses the UE context, but the serving gateway (S-GW)
still recognizes/associates the UE with its IMSI and there is mobile terminating packet switched (PS) service.
[0047] One or more embodiments address privacy issues when IMSI based Paging is used, or in general, when the
network Pages the mobile device, without the network having the mobile device’s context.
[0048] Note that some embodiments herein are described in a 4G/LTE context by referring to network entities in the
4G network architecture such as MME, HSS, etc. Since embodiments herein also target other contexts such as future
5G networks, it is to be understood that references to 4G-specific network entities should be interpreted as generic
entities that may perform corresponding functionality in a 5G (or other) setting. For example, MME should be construed
as a network entity responsible for performing or initiating Paging of UEs. Any embodiments discussed with regard to
the term MME may also be applied to the network node 20 in Figure 1, and vice versa. UE should be construed as a
mobile device. Any embodiments discussed with regard to the term UE may also be applied to a wireless device 16 in
Figure 1, and vice versa. HSS should be construed as a server function managing subscriptions of users such as
authentication and identity management, etc. Finally, eNB should be construed as a radio base station or access point
of a serving network, providing radio connectivity between the device and the rest of the network. Likewise, UE is not
limited to a 3GPP User Equipment, but could be any form of (mobile) device connected to the network.
[0049] Additionally, while the description discusses Paging in the context of the 4G network where the core network
entity (i.e. MME in the serving network) is responsible for initiating the Paging, it is to be understood that in any enhance-
ment of the 4G networks or future 5G networks, the network entity responsible for initiating Paging could be either a
core network entity (e.g. MME in LTE) or a radio access network entity (e.g. eNB in LTE), or, indeed, even an entity in
the home network.
[0050] Accordingly, the description below shall refer only to IMSI identifiers used in cellular networks, though as will
be apparent to those of skill in the art, the discussion applies also to other identifiers in other systems which may be in
need to Page devices from the network side using some form of long-term identifier of the UE.
[0051] Moreover, embodiments described above (e.g., with respect to Figures 10-12) may be combined with or elab-
orated upon by the embodiments below.
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[0052] In the rest of text, therefore, the term UE_LTID as used herein means a long-term identifier of the UE associated
with the UE’s home network. An example in a cellular network is the UE’s IMSI. A UE_LTID may be one example of a
"subscription identifier" as used herein. The term PAGING_WO_CTX as used herein means that the UE is Paged by
the network without the network having the UE’s context (i.e. security keys, capabilities, etc.). An example in a cellular
network is the IMSI based Paging in LTE, where the UE’s IMSI is used as UE Paging Identity.
[0053] The term PID_WO_CTX will be used to mean a privacy-enhancing Paging identifier of a UE used in downlink
during PAGING_WO_CTX, i.e., a Paging identifier that enhances the privacy of the UE as compared to existing ap-
proaches. There is no PID_WO_CTX in the current LTE, because the clear-text UE_LTID, i.e. IMSI, is reveled over-the-
air during PAGING_WO_CTX so as to risk UE privacy. An "encrypted subscription identifier" or a "pseudonym subscription
identifier" may be one example of a PID_WO_CTX. Any embodiments described below with regard to PID_WO_CTX
may be applied to the paging identifier 18A in Figure 1, and vice versa.
[0054] Finally, the term RESP_PID will be used to mean a privacy-enhancing response identifier of a UE sent in uplink
in response to PAGING_WO_CTX. Any embodiments described below with regard to RESP_PID may be applied to the
response identifier 22A in Figure 1, and vice versa.
[0055] As discussed above, normally the MME can use the temporary identifier assigned by the MME itself, e.g. S-
TMSI, as downlink UE Paging identifier. However, when the MME needs to use the UE_LTID during PAGING_WO_CTX,
the clear-text UE_LTID is revealed over-the-air causing privacy issues. A first aspect herein addresses the privacy
problem by providing embodiments (methods and apparatuses) in which the network (e.g., MME) sends a PID_WO_CTX
(i.e. in the downlink) instead of clear-text UE_LTID in the PAGING_WO_CTX. In this way, the network (e.g. MME in
LTE) avoids using clear-text UE_LTID during PAGING_WO_CTX.
[0056] More specifically, some embodiments of the first aspect make use of the encrypted UE_LTID transmitted from
the UE to the network, by using that encrypted UE_LTID also in the opposite direction for paging. That said, naïve
application of encryption operations can result in unacceptable message expansion. Some embodiments therefore allow
lossy compression of the encrypted UE_LTID. The compression may be such that the risk of two compressed encrypted
UE_LTIDs within the same tracking area being equal is negligible. Therefore, a UE may easily determine whether it is
being Paged with a low false-positive rate.
[0057] Regardless, an advantage of not using clear-text UE_LTID during downlink PAGING_WO_CTX is that the user
privacy is increased. Intercepting a downlink clear-text UE_LTID over-the-air to detect the presence of a certain user
associated with a certain UE_LTID in certain area is thwarted.
[0058] Moreover, some embodiments herein prove advantageous in that they maintain the current interface between
the phone and the Universal Subscriber Identity Module (USIM), and they do not require a re-synchronization procedure
to ensure synchronization (e.g., of sequence numbers) between the USIM and HSS.
[0059] When the UE responds to the PAGING_WO_CTX, there are privacy implications depending on which identifier
the UE sends over-the-air. A second aspect herein addresses these implications by providing embodiments in which
the UE sends a RESP_PID (i.e. in the uplink) in response to the PAGING_WO_CTX, preferably different from, and
unlikable to, the PID_WO_CTX. In general, therefore, embodiments may provide mechanisms for a mobile device (e.g.
a 3GPP UE) to use a different identifier in the uplink attach message (or response message) than the identifier that was
used in PAGING_WO_CTX message. An advantage of not using the same identifier in an uplink message in response
to PAGING_WO_CTX is, again, that the user privacy is increased. Correlating the identifiers used in the downlink
PAGING_WO_CTX and the uplink response messages to detect the presence of a certain user in certain areas is
thwarted.
[0060] In some embodiments according to a first aspect, a pseudonym UE_LTID (e.g. pseudonym IMSI) is available
in the MME and is used as PID_WO_CTX for PAGING_WO_CTX. The pseudonym UE_LTID may be received from the
HSS or from the UE, as indicated by examples in the second aspect below.
[0061] In other embodiments, an encrypted UE_LTID is available and is used as PID_WO_CTX for PAGING_WO_CTX.
With regard to using an encrypted UE_LTID as PID_WO_CTX, the UE may send the encrypted UE_LTID to the network
during the attach procedure, e.g. encrypted IMSI. The MME may not be able to decrypt the encrypted UE_LTID if it was
encrypted with the public key of the HSS, but as will be shown that does not matter.
[0062] In the case of IMSI, IMSI is constituent of different fields, including a mobile country code (MCC), mobile network
code (MNC), and mobile subscription identification number (MSIN), i.e. IMSI = MCC || MNC || MSIN. The UE may send
to the network the whole IMSI encrypted, i.e. all three parts (MCC, MNC, and MSIN) are encrypted. In such case, the
MME should be able to decrypt the IMSI or at least the MCC and MNC parts of the IMSI. Or there should be some extra
meta-data that helps the MME to determine the home network of the UE. Alternatively, only the MSIN part may be
encrypted by the UE while leaving out the MCC and MNC fields in clear-text, i.e. the UE sends MCC || MNC || encrypted
MSIN to the network. More generally, an MME should be able to decrypt or obtain at least the parts of the UE_LTID for
determining the home network of the UE.The term encrypted UE_LTID herein covers both the techniques mentioned
above.
[0063] Since the UE sends the encrypted UE_LTID to the MME, irrespective of whether a symmetric or asymmetric
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encryption scheme is used to encrypt the UE_LTID, both the UE and the MME (i.e. the serving network e.g. MME in
LTE) know the value of the encrypted UE_LTID, e.g. encrypted IMSI. The MME may, therefore, in some embodiments
use the encrypted UE_LTID (i.e. the one sent by the UE) as the PID_WO_CTX, instead of the clear-text UE_LTID, to
perform PAGING_WO_CTX for the UE the next time. Note that the UE already has the value of the encrypted UE_LTID
and therefore when the MME uses the encrypted UE_LTID as a downlink UE Paging identifier (i.e. PID_WO_CTX), the
UE does not need to perform any decryption. The UE can simply match the downlink identifier (i.e., PID_WO_CTX) with
the value the UE already has. Also note that the encrypted UE_LTID is neither any value explicitly assigned by the MME
or the HSS to the UE.
[0064] A problem associated with using the encrypted UE_LTID as PID_WO_CTX in PAGING_WO_CTX messages
is that the total size of the encrypted UE_LTID is generally larger than the clear-text UE_LTID. The size is increased
because encryption schemes must prevent the following problem. When two occurrences of the same encrypted UE_LTID
are observed in different messages, it will be known to the observer that the values belong to the same UE_LTID that
was encrypted. It means that the goal of hiding the relation to the clear-text IMSI will be defeated. Therefore, for any
encryption scheme used, the value of encrypted UE_LTID may be different each time the encryption is performed. To
such end, the encryption schemes may generally use some kind of techniques (e.g. temporary parameter(s) like nonce(s),
random value(s), or ephemeral key(s)) to make the cipher-text (i.e. encrypted UE_LTID) look different each time. The
property of having different cipher-text each time is known as a randomization property or probabilistic property. The
consequence of using a symmetric or asymmetric encryption scheme with randomization property is that typically the
size of the encrypted UE_LTIDwill be larger than the size of the clear-text UE_LTID. This is because the randomized
parameters affecting the encryption need to be made known to the receiver in addition to the cipher text. Note that some
encryption schemes by design (irrespective of having randomization property or not) may produce larger encrypted
UE_LTID, e.g. symmetric block-ciphers, or some public key encryption schemes. This is for example true for all block
oriented encryption schemes, such as Cipher-Block-Chaining of a block cipher or any asymmetric crypto encoding data
in finite size elements. Examples of the latter are Rivest-Shamir-Adleman (RSA) or any scheme based on elliptic curves
over finite fields.
[0065] To better understand the problem of the larger size of encrypted UE_LTID, a more detailed analysis in the
concrete situation of a 3GPP network where the UE_LTID is an IMSI may be enlightening. Specifically, it here means
that the number of identifiers that can be packed in a single RRC Paging message is reduced. A rough calculation of
the maximum size for UE identifiers in an RRC Paging message can be calculated as the following. The S-TMSI is 40
bits. The IMSI is 6-21 INTEGER (0...9), which equals 24-84 bits in binary-coded decimal (BCD). The size of IMSI is
larger than S-TMSI. Therefore, at max. 16 IMSIs can fit in one RRC Paging message. The maximum size for UE identifiers
= 16 x 84 bits = 1344 bits.
[0066] Suppose the encrypted UE_LTID is around 400 bits long (e.g. using Elliptic Curve Integrated Encryption Scheme
(ECIES) encryption without a MAC (Message Authentication Code). Then, only 3 encrypted UE_LTIDs can be fit into a
single RRC Paging message instead of the normal 16.
[0067] The size of the RRC Paging message is also dependent upon the maximum downlink transport block size
(TBS). Therefore, for a TBS of 1000 bits, only 2 encrypted UE_LTIDs, each 400 bits long, can be fit in a single RRC
Paging message.
[0068] The above problem becomes worse when the size of the encrypted UE_LTID becomes larger than the TBS,
e.g. more than 2000 bits using RSA encryption. In this case, not even a single encrypted UE_LTID fits into an RRC
Paging message.
[0069] The problem of the encrypted UE_LTID having a large size is solved in some embodiments by using a com-
pressed version of the encrypted UE_LTID, e.g. only some part of the encrypted UE_LTID value, instead of the full
encrypted UE_LTID value, as the downlink identifier, i.e. PID_WO_CTX.
[0070] Nevertheless, the issue in using only some part of the encrypted UE_LTID value is that there could be multiple
UEs which have a common part (i.e. there could be collision) even though the full encrypted UE_LTID values are unique.
Therefore, some embodiments herein select the minimum and sufficient part of the encrypted UE_LTID as the
PID_WO_CTX. Selecting the minimum part is important to be size-efficient, and selecting the sufficient part is important
to avoid collision.
[0071] In some embodiments, it is sufficient that the PID_WO_CTX is unique within the combination of the loca-
tion/tracking area, the Paging frame (PF), and the Paging Occasion (PO) where the PAGING_WO_CTX message is
sent. In other words, the PID_WO_CTX does not need to be globally unique in all the location areas that belong to the
MME and in all the PFs/POs. The reason being that even if the downlink PID_WO_CTX used in one area collides with
the PID_WO_CTX in another area where the PAGING_WO_CTX message is not sent, then the UE with colliding
PID_WO_CTX in the later area does not see the PAGING_WO_CTX message. Similarly, if two or more UEs with colliding
PID_WO_CTX in the same area are listening to different POs, then using the PID_WO_CTX in one PO does not create
problem to the other because the other UEs will not see the PAGING_WO_CTX message.
[0072] Since the MME is responsible for performing PAGING_WO_CTX for the UE, the MME knows the PO and has
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a mechanism to select the area in which to PAGING_WO_CTX for the UE. Therefore, the MME can determine how
much (e.g. how many bits) of encrypted UE_LTID is sufficient to uniquely address the particular UE. In other words, the
MME has the opportunity to dynamically adjust the size of the PID_WO_CTX to be sufficiently long to avoid the collision.
If there is no collision, then it is possible to use fewer parts (e.g. least significant bits, LSBs, or most significant bits,
MSBs) to uniquely address the UE, and if there is collision, then more parts should be used.
[0073] To such end, the format of the encrypted UE_LTID may be generalized in some embodiments as the following: 

[0074] In case of some encryption schemes, e.g. RSA, the output of the encryption is a single block of cipher-text.
However, in case of other encryption schemes, e.g. ECIES or EIGamal (or some symmetric encryption algorithm with
additional parameters such as nonce/initialization vector), there is a cipher-text part and yet another part containing the
parameters such as a public value or a key.
[0075] The following cases are discussed for selecting the minimum and sufficient part of the encrypted UE_LTID.
[0076] Case 1: When the encryption algorithm outputs only the cipher-text. That is, the algorithm does not output any
separate additional parameters such as nonces or ephemeral keys to be used by the decryption algorithm. Refer to EQ (1).
[0077] When the MME (via eNB) sends the full cipher-text (representing the encrypted UE_LTID that was sent previ-
ously to the MME by the UE) in the PAGING_WO_CTX message as a PID_WO_CTX, the risk for collision between two
different UE identifiers is negligible. But as discussed, the full cipher-text may be large. Therefore, the MME can send
only some number of bits of the said cipher-text, chosen so that these bits would uniquely identify the UE in the set of
UEs registered with this MME in this tracking area and the PF/PO. The UE already has the cipher-text (i.e. the encrypted
UE_LTID that it previously sent to the MME) and when listening to the PAGING_WO_CTX message the UE only matches
the received bits with its value of the cipher-text (i.e. encrypted UE_LTID).
[0078] Note that the UE and the MME could be in prior agreement (e.g. standardized or configured) on whether to
use the LSBs or the MSBs of the cipher-text (representing the encrypted UE_LTID sent previously to the MME by the
UE) for the operations above. The MME could also dynamically indicate which bits the UE should check, e.g. using a
single bit to indicate LSBs or MSBs.
[0079] Case 2: When the encryption algorithm outputs the cipher-text and separate additional parameters such as
nonces or ephemeral keys to be used by the decryption algorithm. Refer to EQ (1).
[0080] When the cipher-text part is separable from other parameters in the encrypted UE_LTID and there is no collision
between any pair of the cipher-text parts of the encrypted UE_LTIDs, then the MME can use only the cipher-text part
(i.e. without the parameters part even though the parameters are present), as a PID_WO_CTX in the PAGING_WO_CTX
message. In case of encryption scheme such as ECIES, the size of the cipher-text is same as the size of the clear-text
UE_LTID. Hence, if there is no collision between any pair of the cipher-text parts of the encrypted UE_LTIDs, the full
cipher-text part (i.e. without the parameters part even though the parameters are present) could be used without affecting
the current maximum number of identifiers that can be sent in a single PAGING_WO_CTX message. The chance of
two or more cipher-text parts of the encrypted UE_LTIDs that are used as PID_WO_CTX to collide is very low because,
as discussed above, the PID_WO_CTX does not need to be globally unique in all the location/tracking areas that belong
to the MME and in all the PFs/POs. In other words, it is sufficient that the PID_WO_CTX is unique within the combination
of the location/tracking area, the PF, and the PO where the PAGING_WO_CTX message is sent. However, in rare cases
when there is collision, then the MME can include as much of the parameters part (e.g. LSBs or MSBs) as necessary
to ensure that the value uniquely identifies the UE in the set of UEs (1) registered with this MME in the tracking area
where the PAGING_WO_CTX is done and (2) listening to in the same PF/PO. Also in this case, the UE treats the
additionally included bits of the parameters part as representing a piece of the UE’s PID_WO_CTX.
[0081] Note that the UE may send only the certain fields (e.g. MSIN field) of the UE_LTID in encrypted format while
leaving out other fields (such as the MCC and MNC) in clear-text to the MME. In such cases, when the MME later needs
to Page the UE using the encrypted UE_LTID, the MME has the additional opportunity to exclude those same fields
(e.g. MCC and MNC) when possible, (e.g. to Page non-roaming UEs) in the downlink PID_WO_CTX, if necessary. In
doing so, more bits of the cipher-text and the parameters part could be used to avoid collision
[0082] Further note that the compressed version of encrypted UE_LTID could be applied either only for the UEs whose
PID_WO_CTX collide, or to all the UEs for the sake of simplicity. In other words, a paging directed to a plurality of UEs
could include a set of PID_WO_CTX, each PID_WO_CTX associated with a distinct UE, wherein the different
PID_WO_CTX have either different lengths or the same lengths.
[0083] Also, when using an encryption scheme with additional parameters described above, case 2 does not prevent
the implementations from treating the combination of cipher-text and parameters as a single blob as in case 1.
[0084] Moreover, the MME can let the UE know how many bits of the PID_WO_CTX that the UE should use to "match
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up" beforehand (e.g. indication in attach accept).
[0085] Still further, suppose that the MME does not know whether two encrypted UE_LTIDs in the set of UEs registered
in a given tracking area are the same, i.e, they collide. One possibility is then that the MME resorts to using the full
encrypted UE_LTID. Another possibility (to avoid increasing the size of the Paging message too much) is that the MME
"opportunistically" performs PAGING_WO_CTX using the maximum size allowed in PAGING_WO_CTX message. If
there is no collision, only one UE responds and everything works correctly. If there is a collision, then more than one
UE will respond.
[0086] The MME may determine the PFs/POs itself (e.g. using some network configuration information) or communicate
with the radio base station (e.g. eNB) to know the PFs/POs for a given identifier.
[0087] The MME may calculate the compressed version of the encrypted UE_LTIDs when PAGING_WO_CTX is to
be performed, or already in advance as a preparation to future potential PAGING_WO_CTX.
[0088] Consider now some embodiments according to a second aspect for enhancing the privacy of the uplink UE
identifier in response to the PAGING_WO_CTX. Irrespective of whether a pseudonym UE_LTID or encrypted UE_LTID
(full or partial, with or without parameters) was used by the MME as a PID_WO_CTX, when the UE responds to
PAGING_WO_CTX, it may respond and in some embodiments identify itself using some other identifier, e.g., to enhance
privacy. Thus, the UE may preferably make use of a RESP_PID in the response to the PAGING_WO_CTX, this RESP_PID
being different from the PID_WO_CTX.
[0089] In this regard, let ID_A, ID_B, and ID_C symbolically denote different identifiers associated with a single UE.
When the identifiers are assigned to the UE (e.g. pseudonym UE_LTID such as pseudonym IMSI), it is assumed that
the method to assign different identifiers to the UE (e.g. through encrypted transport from the MME) is implemented in
such way that it is infeasible for an outsider (attacker) to link different identifiers together.
[0090] There are in total three different event types where identifiers are exposed on the air interface: initial attach
(denoted Init), downlink PAGING_WO_CTX (denoted Page) and uplink message in response to PAGING_WO_CTX
(denoted Resp). The implications on subscription privacy because of PAGING_WO_CTX are analyzed by taking into
consideration the following three cases: (1) Which identifier was used in the uplink, before the user/device was addressed
in PAGING_WO_CTX (Earlier message such as initial attach), denoted as Identifier(Init); (2) Which identifier was used
in the downlink, at the time of PAGING_WO_CTX (PAGING_WO_CTX message), denoted as Identifier(Page); and (3)
Which identifier will be used in the uplink, in response to or after the PAGING_WO_CTX (Later message), denoted as
Identifier(Resp).
[0091] In the following, Identifier_i is an indexed family of functions from the set of event types {Init, Page, Resp} to
the set of identifiers {ID_A, ID_B, ID_C}. The index i runs over the concrete events of the given type; that is, Identifier_3(Init)
returns the identifier used by a given UE for the third initial attach event according to some numbering of events. This
description abuses notation and drop the index i when only interested in the relations between single events of each
type. The Identifier function is used to indicate whether an identifier is used in one or more event types. For example, if
the identifier ID_A was used in the PAGING_WO_CTX event, this is written Identifier(Page) = ID_A. The fewer events
the same identifier is used in, the better it is privacy wise.
[0092] Figure 13 shows relevant cases where various identifiers used in the different events affect the Privacy.
[0093] In case #4, the same identifier UE_LTID (e..g, IMSI) is used in all three messages, e.g., ID_A. This is how
Paging in the LTE system works heretofore. The fact Identifier(Init) is equal to Identifier(Page) reveals that the UE
corresponding to the ID_A was in the area. And the fact that Identifier(Page) is equal to Identiifier(Resp) reveals again
that the UE corresponding to the ID_A is in the area.
[0094] Figure 14 illustrates Case #4 in a detailed example. As shown, the UE attaches to the network (e.g., MME)
using ID_A as the UE_LTID, i.e., Identifier(Init) = ID_A. Thereafter, the network (e.g., MME) performs PAGING_WO_CTX
with respect to the UE using as PID_WO_CTX the same UE_LTID (ID_A) as in the previous step, i.e., Identifier(Page)
= ID_A also. In response to the PAGING_WO_CTX in the previous step, the UE again attaches using as RESP_PID
the same UE_LTID (ID_A) as in the previous steps, i.e., Identifier(Resp) = ID_A too.
[0095] This case is similar to the existing attach procedure using IMSI and IMSI based Paging in LTE. The clear-text
IMSI is visible over-the-air and the attacker can know if the UE associated with the observed IMSI was previously or is
currently present in the observed area.
[0096] In case # 3, Identifier(Init) is different than the other identifiers used, but Identifier(Page) and Identifier(Resp)
are the same (e.g., ID_B). The fact that Identifier(Page) and Identifier(Resp) are both equal to ID_B reveals that the UE
corresponding to ID_B is in the area. Case #3 in one example may be used when a combination of encrypted UE_LTID
and pseudonym UE_LTID is used as shown in Figure 15.
[0097] The UE sends an encrypted UE_LTID (ID_A) to the MME, i.e., Identifier(Init) = ID_A. Then, a pseudonym
UE_LTID (ID_B) is securely shared between the MME and the UE (via explicit assignment or separate calculation). So
far, only the ID_A is visible over-the-air and is available to the attacker, but ID_B is not.
[0098] Next, the MME performs PAGING_WO_CTX for the UE using as PID_WO_CTX the pseudonym UE_LTID
(ID_B) mentioned in the previous step, i.e., Identifier(Page) = ID_B. Now, the ID_B is also visible over-the-air and is
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available to the attacker. However, the attacker cannot know that the ID_A and the ID_B belong to the same UE.
[0099] In response to the PAGING_WO_CTX in the previous step, the UE attaches using as RESP_PID the same
pseudonym UE_LTID (ID_B) mentioned in previous steps, i.e., Identifier(Resp) = ID_B. This ID_B used in the
PAGING_WO_CTX message is also visible to the attacker. The attacker can know that the same identifier ID_B was
used in both the previous step and this step, which reveals that the UE with identifier ID_B is currently present in this
area where this PAGING_WO_CTX message is observed.
[0100] Notably, Case #1 and Case #s illustrate that the identifier used by the UE in the uplink response message may
in some embodiments be a RESP_PID different from the PID_WO_CTX used by the MME in downlink PAGING_WO_CTX
messages for said UE and preferably also different from other UE identifiers such as Identifier(Init). Note that the
PID_WO_CTX corresponds to Identifier(Page) whereas the RESP_PID corresponds to Identifier(Resp).
[0101] Note that, at this point, it is not considered how the identifiers are made known to the UE or the MME. It is
assumed both parties are aware of the identifiers and to whom the identifiers are associated.
[0102] Note also that when identifiers are said to be "the same" herein it is to be understood that they are based on
the same values. For example, as discussed above, Identifier(Page) may need to be truncated to be shorter than
Identifier(Init), Still, when Identifier(Page) is a truncation of Identifier(Init) they are considered to be "the same".
[0103] In case #2, Identifier(Init) and Identifier(Page) are the same, but Identifier(Resp) is different. This case therefore
has better privacy than cases #3 and #4. The fact that Identifier(Init) and Identifier(Page) are the same reveals that the
UE corresponding to ID_A was in the area. But the time between usage of Identifier(Init) and Identifier(Page) is larger
than between usage of Identifier(Page) and Identifier(Resp). The attacker therefore has to wait longer in order to link
Identifier(Init) with Identifier(Page).
[0104] As shown in Figure 16, this case may be used for example when only encrypted UE_LTID(s) are used. The
UE sends an encrypted UE_LTID (ID_A) to the MME, i.e., Identifier(Init) = ID_A. The MME remembers this encrypted
UE_LTID (ID_A) to be associated with the UE. The ID_A is visible over-the-air and is available to the attacker.
[0105] The MME then performs PAGING_WO_CTX for the UE using as PID_WO_CTX the encrypted UE_LTID from
the previous step, i.e. Identifier(Page) = ID_A. This ID_A used in the PAGING_WO_CTX message is also visible to the
attacker. The attacker can know that the same identifier ID_A was used in both the previous and this step, which reveals
that the UE with identifier ID_A was previously present in this area where this PAGING_WO_CTX message is observed.
[0106] In response to the PAGING_WO_CTX in the previous step, the UE attaches using as RESP_PID a new en-
crypted UE_LTID (ID_B), i.e., Identifier(Resp) = ID_B. The ID_B is visible over-the-air and is available to the attacker.
Even though, in the previous step, it was revealed that the UE with identifier ID_A was in the observed area, the attacker
cannot know if the same UE is still in the same area or not, because the attacker cannot know that the ID_A and the
ID_B belong to the same UE.
[0107] In case #1, Identifier(Init), Identifier(Page), Identifier(Resp) are all different. Because of this, an attacker learns
nothing about the subscriber’s identity. This case may be used in various scenarios, some of which are discussed below.
[0108] As shown in Figure 17, for example, a first scenario is when a combination of encrypted UE_LTID (e.g. IMSI)
and pseudonym UE_LTID (e.g. pseudonym IMSI) is used. In this case, the UE sends an encrypted UE_LTID (ID_A) to
the MME, i.e., Identifier(Init) = ID_A. Then, a pseudonym UE_LTID (ID_B) is securely shared between the MME and
the UE (via explicit assignment or separate calculation). So far, only the ID_A is visible over-the-air and is available to
the attacker, but ID_B is not.
[0109] The MME then performs PAGING_WO_CTX for the UE using as PID_WO_CTX, the pseudonym IMSI (ID_B),
mentioned in the previous step, i.e., Identifier(Page) = ID_B. Now, the ID_B is also visible over-the-air and is available
to the attacker. However, the attacker cannot know that the ID_A and the ID_B belong to the same UE.
[0110] In response to the PAGING_WO_CTX in the previous step, the UE attaches using as RESP_PID, a new
encrypted UE_LTID (ID_C), i.e., Identifier(Resp) = ID_C. Now, the ID_C is also visible over-the-air and is available to
the attacker. However, the attacker cannot know the ID_A, ID_B, and ID_C belong to the same UE.
[0111] As shown in Figure 18, a second scenario is when a combination of encrypted UE_LTID and multiple pseudonym
UE_LTIDs are used. The UE sends an encrypted UE_LTID (ID_A) to the MME, i.e., Identifier(Init) = ID_A. Then, at least
two pseudonym UE_LTIDs, say ID_B and ID_C are securely shared between the MME and the UE. So far, only the
ID_A is visible over-the-air and is available to the attacker, but ID_B and ID_C are not.
[0112] Then, the MME performs PAGING_WO_CTX for the UE using as PID_WO_CTX one of the pseudonym
UE_LTID in the previous step (say ID_B), i.e., Identifier(Page) = ID_B. Now, the ID_B is also visible over-the-air and is
available to the attacker. However, the attacker cannot know that the ID_A and the ID_B belong to the same UE. The
ID_C is still unknown to the attacker.
[0113] In response to the PAGING_WO_CTX in the previous step, the UE attaches using as RESP_PID the different
pseudonym UE_LTID (i.e. ID_C), i.e., Identifier(Resp) = ID_C. Now, the ID_C is also visible over-the-air and is available
to the attacker. However, the attacker cannot know the ID_A, ID_B, and ID_C belong to the same UE.
[0114] Figure 19 shows a third scenario when only pseudonym UE_LTIDs are used, i.e. encrypted UE_LTID is not
used and multiple pseudonym UE_LTIDs are used. In this case, the UE sends a pseudonym UE_LTID (ID_A) to the
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MME, i.e., Identifier(Init) = ID_A. Then, at least two new pseudonym UE_LTIDs, say ID_B and ID_C are securely shared
between the MME and the UE. So far, only the ID_A is visible over-the-air and is available to the attacker, but ID_B and
ID_C are not.
[0115] The MME then performs PAGING_WO_CTX for the UE using as PID_WO_CTX one of the new pseudonym
UE_LTIDs in the previous step (say ID_B), i.e., Identifier(Page) = ID_B. Now, the ID_B is also visible over-the-air and
is available to the attacker. However, the attacker cannot know that the ID_A and the ID_B belong to the same UE. The
ID_C is still unknown to the attacker.
[0116] In response to the PAGING_WO_CTX in the previous step, the UE attaches using as RESP_PID the different
pseudonym UE_LTID (i.e. ID_C), i.e., Identifier(Resp) = ID_C. Now, the ID_C is also visible over-the-air and is available
to the attacker. However, the attacker cannot know the ID_A, ID_B, and ID_C belong to the same UE.
[0117] Note that in all of the above cases, during or after the authentication procedure, once the MME knows the
UE_LTID of the UE, the MME can determine that the UE, which was addressed in PAGING_WO_CTX, did respond.
[0118] Note that the pseudonym IMSI (i.e. pseudonym UE_LTID) is not assigned by the serving-network (c.f. MME),
unlike the S-TMSI.
[0119] In some embodiments, the UE Identity Index that is used for determining the PF and PO may be calculated
as: UE Identity Index = IMSI mod 1024. Note however that the S-TMSI may be used instead of IMSI in determining the
UE Identity Index. Moreover, the PAGING_WO_CTX may be a scenario when other identifiers (e.g. S-TMSI) are not
available. So, the UE Identity Index may instead be calculated based on pseudonym UE_LTID, encrypted UE_LTID, or
a compressed version of encrypted UE_LTID (e.g. parts of encrypted UE_LTID like encrypted MSIN). Doing so increases
the user privacy, because the UE_LTID group is not revealed by when the PAGING_WO_CTX message is seen over
the air.
[0120] In both the S1 (or S1-like) and RRC (or RRC-like) Paging message, new types of identity may be added. For
example, a dynamic identity may represent PID_WO_CTX, as:

[0121] For the sake of example, the format of the DYNAMIC-ID may be BIT STRING or SEQUENCE of INTEGER or
type-length-value (TLV), depending upon what fits with any specific implementation.
[0122] When the UE loses encrypted UE_LTID or pseudonym UE_LTID, the MME cannot perform PAGING_WO_CTX
for the UE. Note that losing encrypted UE_LTID or pseudonym UE_LTID is a worst case scenario, i.e. rare, and the
recovery may depend upon the UE itself re-attaching to the network.
[0123] A variation of the above scheme for the first aspect is the following.
[0124] Referring to EQ(1), in addition to the cipher-text, e.g. as a part of or in addition to the optional parameters, the
UE may also include encrypting-information which can be used to establish a key between the UE and the MME for
encrypting messages to be later sent in conjunction with the PAGING_WO_CTX. This encryption-information will be
referred to as UE encryption information henceforth. It can comprise, e.g., a first ephemeral public key to which the UE
has or can calculate the corresponding private key. It could also be a static public key associated with the UE, and/or
freshness parameters such as nonces. When the MME receives the UE encryption information, the MME has sufficient
information to encrypt data to be sent to the UE.
[0125] The MME can send MME encryption information to the UE in a protected attach accept message in response
to the previously received attach request. This information includes parameters that will enable the UE to decrypt broad-
cast messages, e.g. PAGING_WO_CTX, from the network. Preferably, the information contains a second ephemeral
key which is freshly generated by the MME. Upon receipt of the MME encryption information, the UE can combine it
with its UE encryption information to form a key SK. Similarly, the MME forms the key SK or a key related to the SK, i.e.
SK’. The keys SK and SK’ may be equal and they are then referred to as a symmetric key. Alternatively, the UE and the
MME may make use of a more or less static public key, e.g. an RSA key, of the MME comprised in the MME encryption
information to establish the symmetric key.
[0126] In case the MME is required to perform a PAGING_WO_CTX, the MME can now use the symmetric key to
encrypt or hash the UE_LTID and use the encrypted or hashed UE_LTID as the PID_WO_CTX. This encryption or hash
can be done before the MME is aware that it is required to perform the PAGING_WO_CTX, in which case the MME can
delete the symmetric key afterwards. The MME can then compress/truncate the encrypted or hashed UE_LTID as
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described in previous sections, before transmitting it for the purpose of PAGING_WO_CTX.
[0127] The UE can also encrypt or hash its UE_LTID using the symmetric key as soon as the symmetric key is derived.
The UE then knows which PID_WO_CTX will be used by the MME for PAGING_WO_CTX and the UE will inspect
PAGING_WO_CTX messages for that encrypted or hashed UE_LTID as described in previous sections. The UE may
need to be prepared to match against different lengths of the PID_WO_CTX since the UE does not know how many bits
of PID_WO_CTX the MME needs to transmit to avoid colliding PID_WO_CTXs. If the UE detects (parts of) its encrypted
or hashed UE_LTID in a PAGING_WO_CTX message, it responds by connecting to the network.
[0128] In some embodiments, the key SK is constructed as follows. The UE includes an EIGamal public key in the
UE encryption information. The MME includes the EIGamal encryption of SK to the UE in the MME encryption information.
[0129] Note that the MME may include the MME encryption information only in the PAGING_WO_CTX message. This
may however increase the size of PAGING_WO_CTX, which may be unacceptable under some circumstances.
[0130] In view of the above modifications and variations, embodiments herein generally include a privacy-enhanced
method performed by an MME to send a PAGING_WO_CTX to a UE using a privacy-enhancing paging identifier. The
method comprises determining the privacy-enhancing paging identifier of the target UE, including at least part of the
privacy-enhancing paging identifier in the PAGING_WO_CTX message, and sending the PAGING_WO_CTX message
intendent to the UE. The method may be characterized in that the privacy-enhancing paging identifier is based on an
encrypted UE_LTID sent by the UE to the network in a previous message, e.g. initial attach request message. In some
embodiments, the method also comprises calculating a UE Identity Index based on the privacy-enhancing paging iden-
tifier.
[0131] Embodiments also include a privacy-enhanced method performed by a UE to respond to a PAGING_WO_CTX
sent by an MME, the PAGING_WO_CTX comprising of a identifying the privacy-enhancing paging identifier of the target
UE. The method comprises determining the privacy-enhancing paging identifier of the UE, receiving the
PAGING_WO_CTX from the MME, determining if the UE’s privacy-enhancing paging identifier was used in
PAGING_WO_CTX, and responding with the UE’s RESP_PID. The method may be characterized in that the privacy-
enhancing paging identifier is based on an encrypted UE_LTID sent by the UE to the network in a previous message,
e.g. initial attach request message. And, that the RESP_PID is different from the privacy-enhancing paging identifier. In
some embodiments, the method also comprises calculating the UE Identity Index (or PF and PO if that matters) based
on the UE’s privacy-enhancing paging identifier.
[0132] Embodiments further include a method of paging a mobile device (e.g., UE or ME in LTE) identified by an
identifier. The method is performed in a network node (e.g., MME) of a communication system. The method comprises
determining a first key establishment information, concealing the identifier using a key derivable from the first key
establishment information, and transmitting the concealed identifier and a second key establishment information.
[0133] In some embodiments, the method further comprises compressing the concealed identifier before transmitting it.
[0134] In one embodiment, for example, the method may further comprise determining whether the compressed
concealed identifier is equal to a second compressed concealed identifier associated with a second mobile device, and
if the determining concludes that two or more mobile devices are associated with equal compressed concealed identifiers,
redoing the compressing with a less efficient compression rate and repeating the determining.
[0135] Alternatively or additionally, the compressing may comprise truncating the concealed identifier.
[0136] In any of these embodiments, the first and the second key establishment information may be the same.
[0137] In any of these embodiments, the second key establishment information may be related to the first key estab-
lishment information.
[0138] In any of these embodiments, the second key establishment information may be a subset of the first key
establishment information.
[0139] In any of these embodiments, the second key establishment information may be empty (i.e., nothing is sent).
[0140] In any of these embodiments, the key may be derivable from the second key establishment information.
[0141] In any of these embodiments, the concealing may be encryption.
[0142] Embodiments herein also include a method performed by a wireless device for receiving a page initiated by a
network node, e.g., that lacks a security context for the wireless device. The method may comprise encrypting a sub-
scription identifier for the wireless device to obtain an encrypted subscription identifier. The method may also comprise
transmitting the encrypted subscription identifier to the network node. The method may further comprise receiving a
page that is initiated by the network node and that includes a paging identifier. The method may also comprise responding
to or ignoring the page depending on whether the paging identifier is based on the encrypted subscription identifier.
[0143] In some embodiments, the method may comprise determining whether the paging identifier matches the en-
crypted subscription identifier, at least in part, and responding to or ignoring the page depending on whether the paging
identifier matches the encrypted subscription identifier according to the determining. In one embodiments, for example,
said determining comprises determining whether the paging identifier matches the encrypted subscription identifier, at
least in part, without decrypting (or attempting to decrypt) the paging identifier.
[0144] In any of these embodiments, the method may comprise attempting to match the paging identifier against
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different portions of the encrypted subscription identifier, wherein the different portions have different lengths.
[0145] In some embodiments, the paging identifier is the encrypted subscription identifier. In other embodiments, the
paging identifier is a part of the encrypted subscription identifier. In still other embodiments, the paging identifier is a
transformation of the encrypted subscription identifier. For example, the paging identifier may be a hashed or compressed
version of the encrypted subscription identifier.
[0146] In some embodiments, the method further comprises encrypting or hashing the subscription identifier based
on privacy information indicated by the encrypted subscription identifier, to obtain a privacy subscription identifier, and
responding to or ignoring the page depending on whether the paging identifier matches the privacy subscription identifier,
at least in part. In one embodiment, for example, such encrypting or hashing comprises encrypting or hashing the
subscription identifier, to obtain the privacy subscription identifier, also based on privacy information received by the
wireless device from the network node. This privacy information may be received from the network node, for example,
within an attach accept message in response to an attach request message from the wireless device.
[0147] In any of these embodiments, the method may comprise transmitting the encrypted subscription identifier to
the network node during a network attachment procedure or an authentication procedure.
[0148] In any of these embodiments, the method may comprise transmitting the encrypted subscription identifier to
the network node within an attach request message or an identity response message.
[0149] In any of the embodiments, the method may comprise transmitting the encrypted subscription identifier to the
network node during, or as part of establishing, a security context at the network node for the wireless device, and
receiving the page with the paging identifier after the security context is lost at the network node.
[0150] In some embodiments, the method comprises receiving the page with the paging identifier when the network
node lacks a temporary subscription identifier assigned by the network node to the wireless device.
[0151] In some embodiments, the encrypted subscription identifier is larger in size than the subscription identifier.
[0152] In some embodiments, the method comprises encrypting the subscription identifier, at least in part, with a key
associated with the wireless device’s home network. For example, in one embodiment, the key is a public key associated
with the wireless device’s home network, such that the encrypted subscription identifier is decryptable with a private key
paired with the public key.
[0153] In some embodiments, the network node is a node in the wireless device’s serving network.
[0154] In some embodiments, the encrypted subscription identifier is an encrypted international mobile subscriber
number.
[0155] Embodiments herein also include a method performed by a network node for initiating paging of a wireless
device, e.g., for which the network node lacks a security context. The method comprises receiving an encrypted sub-
scription identifier from the wireless device. The method also comprises initiating paging of the wireless device with a
paging identifier that is based on the encrypted subscription identifier.
[0156] In some embodiments, the method comprises receiving the encrypted subscription identifier from the wireless
device during a network attachment procedure or an authentication procedure.
[0157] In some embodiments, the method comprises receiving the encrypted subscription identifier from the wireless
device within an attach request message or an identity response message.
[0158] In some embodiments, the method comprises receiving the encrypted subscription identifier from the wireless
device during, or as part of establishing, a security context at the network node for the wireless device, and initiating
paging of the wireless device with the paging identifier after losing the security context at the network node.
[0159] In some embodiments, the method comprises initiating paging of the wireless device with the paging identifier
when the network node lacks a temporary subscription identifier assigned by the network node to the wireless device.
[0160] In some embodiments, the encrypted subscription identifier is a subscription identifier encrypted by the wireless
device.
[0161] In some embodiments, the encrypted subscription identifier is larger in size than a decrypted version of the
encrypted subscription identifier.
[0162] In some embodiments, the encrypted subscription identifier is a subscription identifier encrypted, at least in
part, with a key associated with the wireless device’s home network. In one embodiments, for example, the key is a
public key associated with the wireless device’s home network, such that the encrypted subscription identifier is decryp-
table with a private key paired with the public key.
[0163] In some embodiments, the network node determines the paging identifier based on the encrypted subscription
identifier without decrypting the encrypted subscription identifier.
[0164] In some embodiments, the method further comprises determining the paging identifier to be unique from one
or more other paging identifiers with which the network node is to page one or more other wireless devices. Alternatively
or additionally, the method in some embodiments further comprises determining the paging identifier to be unique from
one or more other paging identifiers with which the network node is to page one or more other wireless devices at
substantially the same time as the network node is to page the wireless device.
[0165] In one embodiment, for example, determining the paging identifier comprises dynamically determining a length
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of the paging identifier to be as long as needed to avoid collision with the one or more other paging identifiers. Alternatively
or additionally, the encrypted subscription identifier in some embodiments comprises a cipher-text, and determining the
paging identifier comprises dynamically determining a length of the cipher-text on which to base the paging identifier.
Alternatively or additionally, the encrypted subscription identifier in some embodiments comprises a cipher-text and one
or more clear-text parameters, and determining the paging identifier comprises dynamically determining a length of, or
how many of, the one or more clear-text parameters on which to base the paging identifier.
[0166] In some embodiments, determining the paging identifier comprises compressing the paging identifier to the
extent possible while avoiding collision with the one or more other paging identifiers.
[0167] In some embodiments, the network node is a node in the wireless device’s serving network.
[0168] In some embodiments, the paging identifier is the encrypted subscription identifier.
[0169] In some embodiments, the paging identifier is a part of the encrypted subscription identifier.
[0170] In some embodiments, the paging identifier is a dynamically determined part of the encrypted subscription
identifier.
[0171] In some embodiments, the paging identifier is a transformation of the encrypted subscription identifier. For
example, in some embodiments, the paging identifier is a hashed or compressed version of the encrypted subscription
identifier.
[0172] In some embodiments, the method further comprises calculating the paging identifier based on the encrypted
subscription identifier. In one embodiment, for example, the method comprises calculating the paging identifier by en-
crypting or hashing a subscription identity based on privacy information indicated by the encrypted subscription identifier.
In some embodiments, this encrypting or hashing comprises encrypting or hashing the subscription identity also based
on privacy information transmitted from the network node to the wireless device.
[0173] In some embodiments, the method further comprises transmitting the privacy information to the wireless device
within an attach accept message in response to an attach request message from the wireless device.
[0174] In some embodiments, the encrypted subscription identifier is an encrypted international mobile subscriber
number.
[0175] Embodiments also include corresponding apparatus, computer programs, and carriers. For example, embod-
iments include a wireless device configured for receiving a page initiated by a network node, e.g., that lacks a security
context for the wireless device. The wireless device is configured to encrypt a subscription identifier for the wireless
device to obtain an encrypted subscription identifier, transmit the encrypted subscription identifier to the network node,
receive a page that is initiated by the network node and that includes a paging identifier, and respond to or ignore the
page depending on whether the paging identifier is based on the encrypted subscription identifier.
[0176] Embodiments further include a network node configured for initiating paging of a wireless device, e.g., for which
the network node lacks a security context. The network node is configured to receive an encrypted subscription identifier
from the wireless device, and initiate paging of the wireless device with a paging identifier that is based on the encrypted
subscription identifier.

Claims

1. A method performed by a wireless device (16), the method comprising:

receiving (400) from a network node (20) a page (18) that includes a paging identifier (18A) for the wireless
device (16), wherein the paging identifier (18A) either is based on an encrypted subscription identifier for the
wireless device (16) or is a pseudonym subscription identifier for the wireless device (16); and
transmitting (410) to the network node (20) a response (22) to the page (18) that indicates the wireless device
(16) was paged,
characterised in that the response includes an identifier (22A) for the wireless device (16) that is different than
the paging identifier (18A) included in the page (18).

2. The method of claim 1, wherein the response (22) includes an identifier (22A) that is bsed on an encrypted subscription
identifier, wherein the page (18) is initiated by a network node (20), and further comprising transmitting the encrypted
subscription identifier from the wireless device (16) to the network node (20) prior to receiving the page (18).

3. The method of claim 1, wherein the response (22) includes an identifier (22A) that is based on an encrypted sub-
scription identifier, wherein the page (18) is initiated by a network node (20), and further comprising transmitting a
different encrypted subscription identifier from the wireless device (16) to the network node (20) prior to receiving
the page (18).
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4. The method of any of claims 1-3, wherein the page (18) is initiated by the network node (20), and further comprising
determining whether to respond to or ignore the page (18) depending on whether the paging identifier (18A) is based
on the pseudonym subscription identifier for the wireless device (16), wherein the pseudonym subscription identifier
is associated with the wireless device’s home network.

5. A method performed by a network node (20), the method comprising:

initiating (300) transmission of a page (18) to a wireless device (16) that includes a paging identifier (18A) for
the wireless device (16), wherein the paging identifier (18A) either is based on an encrypted subscription identifier
for the wireless device (16) or is a pseudonym subscription identifier for the wireless device (16); and
receiving (310) a response (22) to the page (18) that indicates the wireless device (16) was paged,
characterised in that the response includes an identifier (22A) for the wireless device (16) that is different than
the paging identifier (18A) included in the page (18).

6. The method of claim 5, wherein the response (22) includes an identifier (22A) that is based on an encrypted sub-
scription identifier, and wherein the method further comprises receiving the encrypted subscription identifier from
the wireless device (16) prior to receiving the page (18).

7. The method of claim 5, wherein the response (22) includes an identifier (22A) that is based on an encrypted sub-
scription identifier, and wherein the method further comprises receiving a different encrypted subscription identifier
from the wireless device (16) prior to receiving the page (18).

8. The method of any of claims 5-7, wherein the paging identifier (18A) is based on the pseudonym subscription
identifier, and wherein the method further comprises receiving the pseudonym subscription identifier, wherein the
pseudonym subscription identifier is associated with the wireless device’s home network.

9. The method of any of claims 1-8, wherein the page (18) is initiated by the network node (20), and wherein the paging
identifier (18A) is based on an encrypted subscription identifier that the wireless device (16) transmitted to the
network node (20) prior to receiving the page (18).

10. The method of claim 9, wherein the paging identifier (18A) is either the encrypted subscription identifier, a part of
the encrypted subscription identifier, or a transformation of the encrypted subscription identifier.

11. The method of any of claims 9-10, wherein the encrypted subscription identifier is encrypted, at least in part, with
a key associated with the wireless device’s home network.

12. The method of any of claims 9-11, wherein the response (22) includes a different encrypted subscription identifier
for the wireless device (16).

13. The method of any of claims 1-8, wherein the paging identifier (18A) is a pseudonym subscription identifier for the
wireless device (16) that is associated with the wireless device’s home network.

14. A wireless device (16) configured to:

receive a page (18) that includes a paging identifier (18A) for the wireless device (16), wherein the paging
identifier (18A) either is based on an encrypted subscription identifier for the wireless device (16) or is a pseu-
donym subscription identifier for the wireless device (16); and
transmit a response (22) to the page (18) that indicates the wireless device (16) was paged, characterised in
that the response includes an identifier (22A) for the wireless device (16) that is different than the paging
identifier (18A) included in the page (18).

15. The wireless device of claim 14, configured to perform the method of any of claims 2-4 and 9-13.

16. A network node (20) configured to:

Initiate transmission of a page (18) to a wireless device (16) that includes a paging identifier (18A) for the wireless
device (16), wherein the paging identifier (18A) either is based on an encrypted subscription identifier for the
wireless device (16) or is a pseudonym subscription identifier for the wireless device (16); and
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receive a response (22) to the page (18) that indicates the wireless device (16) was paged, characterised in
that the response includes an identifier (22A) for the wireless device (16) that is different than the paging
identifier (18A) included in the page (18).

17. The network node of claim 16, configured to perform the method of any of claims 6-13.

Patentansprüche

1. Verfahren, das von einem drahtlosen Gerät (16) durchgeführt wird, wobei das Verfahren umfasst:

Empfangen (400) einer Page-Nachricht (18) von einem Netzwerkknoten (20), die eine Paging-Identifizierung
(18A) für das drahtlose Gerät (16) enthält, wobei die Paging-Identifizierung (18A) entweder auf einer verschlüs-
selten Teilnehmeranschluss-Identifizierung für das drahtlose Gerät (16) basiert oder eine Pseudonym-Teilneh-
meranschluss-Identifizierung für das drahtlose Gerät (16) ist; und
Senden (410), an den Netzwerkknoten (20), einer Antwort (22) auf die Page-Nachricht (18), die anzeigt, dass
das drahtlose Gerät (16) angepaged wurde,
dadurch gekennzeichnet, dass die Antwort eine Identifizierung (22A) für das drahtlose Gerät (16) enthält die
sich von der in der Page-Nachricht (18) enthaltenen Paging-Identifizierung (18A) unterscheidet.

2. Verfahren nach Anspruch 1, wobei die Antwort (22) eine Identifizierung (22A) enthält, die auf einer verschlüsselten
Teilnehmeranschluss-Identifizierung basiert, wobei die Page-Nachricht (18) durch einen Netzwerkknoten (20) initiiert
wird, und weiter umfassend das Senden der verschlüsselten Teilnehmeranschluss-Identifizierung von dem draht-
losen Gerät (16) an den Netzwerkknoten (20) vor dem Empfang der Page-Nachricht (18).

3. Verfahren nach Anspruch 1, wobei die Antwort (22) eine Identifizierung (22A) enthält, die auf einer verschlüsselten
Teilnehmeranschluss-Identifizierung basiert und wobei die Page-Nachricht (18) durch einen Netzwerkknoten (20)
initiiert wird, und weiter umfassend das Senden einer unterschiedlichen verschlüsselten Teilnehmeranschluss-Iden-
tifizierung von dem drahtlosen Gerät (16) an den Netzwerkknoten (20) vor dem Empfang der Page-Nachricht (18).

4. Verfahren nach einem der Ansprüche 1-3, wobei die Page-Nachricht (18) durch den Netzwerkknoten (20) initiiert
wird, und weiter umfassend die Bestimmung, ob auf die Page-Nachricht (18) reagiert werden soll oder ob die Page-
Nachricht (18) ignoriert werden soll, abhängig davon, ob die Paging-Identifizierung (18A) auf der Pseudonym-
Teilnehmeranschluss-Identifizierung für das drahtlose Gerät (16) basiert, wobei die Pseudonym-Teilnehmeran-
schluss-Identifizierung dem Heimatnetzwerk dem drahtlosen Gerät zugeordnet ist.

5. Verfahren, das von einem Netzwerkknoten (20) durchgeführt wird, wobei das Verfahren umfasst:

Initiieren (300) des Sendens einer Page-Nachricht (18) an ein drahtloses Gerät (16), die eine Paging-Identifi-
zierung (18A) für das drahtlose Gerät (16) enthält, wobei die Paging-Identifizierung (18A) entweder auf einer
verschlüsselten Teilnehmeranschluss-Identifizierung für das drahtlose Gerät (16) basiert oder eine Pseudonym-
Teilnehmeranschluss-Identifizierung für das drahtlose Gerät (16) ist; und
Empfang (310) einer Antwort (22) auf die Page-Nachricht (18), die angibt, dass das drahtlose Gerät (16) an-
gepaged wurde,
dadurch gekennzeichnet, dass die Antwort eine Kennung (22A) für das drahtlose Gerät (16) enthält die sich
von der in der Page-Nachricht (18) enthaltenen Paging-Identifizierung (18A) unterscheidet.

6. Verfahren nach Anspruch 5, wobei die Antwort (22) eine Identifizierung (22A) enthält, die auf einer verschlüsselten
Teilnehmeranschluss-Identifizierung basiert, und wobei das Verfahren weiter den Empfang der verschlüsselten
Teilnehmeranschluss-Identifizierung von dem drahtlosen Gerät (16) vor dem Empfang der Seite (18) umfasst.

7. Verfahren nach Anspruch 5, wobei die Antwort (22) eine Identifizierung (22A) enthält, die auf einer verschlüsselten
Teilnehmeranschluss-Identifizierung basiert, und wobei das Verfahren weiter den Empfang einer unterschiedlichen
verschlüsselten Teilnehmeranschluss-Identifizierung von dem drahtlosen Gerät (16) vor dem Empfang der Seite
(18) umfasst.

8. Verfahren nach einem der Ansprüche 5-7, wobei die Paging-Identifizierung (18A) auf der Pseudonym-Teilnehme-
ranschluss-Identifizierung basiert, und wobei das Verfahren weiter den Empfang der Pseudonym-Teilnehmeran-
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schluss-Identifizierung umfasst, wobei die Pseudonym-Teilnehmeranschluss-Identifizierung mit dem Heimnetzwerk
des drahtlosen Geräts verbunden ist.

9. Verfahren nach einem der Ansprüche 1-8, wobei die Page-Nachricht (18) durch den Netzwerkknoten (20) initiiert
wird, und wobei die Paging-Identifizierung (18A) auf einer verschlüsselten Teilnehmeranschluss-Identifizierung ba-
siert, die das drahtlose Gerät (16) vor dem Empfang der Page-Nachricht (18) an den Netzwerkknoten (20) gesendet
hat.

10. Verfahren nach Anspruch 9, wobei die Paging-Identifizierung (18A) entweder die verschlüsselte Teilnehmeran-
schluss-Identifizierung, ein Teil der verschlüsselten Teilnehmeranschluss-Identifizierung oder eine Transformation
der verschlüsselten Teilnehmeranschluss-Identifizierung ist.

11. Verfahren nach einem der Ansprüche 9-10, bei dem die verschlüsselte Teilnehmeranschluss-Identifizierung zumin-
dest teilweise mit einem Schlüssel verschlüsselt wird, der dem Heimnetzwerk des drahtlosen Geräts zugeordnet ist.

12. Verfahren nach einem der Ansprüche 9-11, wobei die Antwort (22) eine unterschiedliche verschlüsselte Teilneh-
meranschluss-Identifizierung für das drahtlose Gerät (16) enthält.

13. Verfahren nach einem der Ansprüche 1-8, wobei die Paging-Identifizierung (18A) eine Pseudonym-Teilnehmeran-
schluss-Identifizierung für das drahtlose Gerät (16) ist, das mit dem Heimnetzwerk des drahtlosen Geräts verbunden
ist.

14. Drahtloses Gerät (16), das konfiguriert ist zum:

Empfangen einer Page-Nachricht (18) die eine Paging-Identifizierung (18A) für das drahtlose Gerät (16) enthält,
wobei die Paging-Identifizierung (18A) entweder auf einer verschlüsselten Teilnehmeranschluss-Identifizierung
für das drahtlose Gerät (16) basiert oder eine Pseudonym-Teilnehmeranschluss-Identifizierung für das drahtlose
Gerät (16) ist; und
Senden einer Antwort (22) auf die Page-Nachricht (18), die anzeigt, dass das drahtlose Gerät (16) angepaged
wurde, dadurch gekennzeichnet, dass die Antwort eine Identifizierung (22A) für das drahtlose Gerät (16)
enthält, die sich von der in der Page-Nachricht (18) enthaltenen Paging-Identifizierung (18A) unterscheidet.

15. Drahtloses Gerät aus Anspruch 14, das so konfiguriert ist, dass es das Verfahren nach einem der Ansprüche 2-4
und 9-13 ausführt.

16. Netzwerkknoten (20), der konfiguriert zum:

Initiieren des Sendens einer Page-Nachricht (18) an ein drahtloses Gerät (16), die eine Paging-Identifizierung
(18A) für das drahtlose Gerät (16) enthält, wobei die Paging-Identifizierung (18A) entweder auf einer verschlüs-
selten Teilnehmeranschluss-Identifizierung für das drahtlose Gerät (16) basiert oder eine Pseudonym-Teilneh-
meranschluss-Identifizierung für das drahtlose Gerät (16) ist; und
Senden einer Antwort (22) auf die Page-Nachricht (18), die anzeigt, dass das drahtlose Gerät (16) angepaged
wurde, dadurch gekennzeichnet, dass die Antwort eine Identifizierung (22A) für das drahtlose Gerät (16)
enthält, die sich von der in der Page-Nachricht (18) enthaltenen Paging-Identifizierung (18A) unterscheidet.

17. Netzwerkknoten nach Anspruch 16, der konfiguriert ist, um das Verfahren Methode nach einem der Ansprüche 6-13
auszuführen.

Revendications

1. Procédé effectué par un dispositif sans fil (16), le procédé comprenant :

la réception (400) à partir d’un nœud de réseau (20) d’un appel de radiomessagerie (18) qui inclut un identificateur
de radiomessagerie (18A) pour le dispositif sans fil (16), dans lequel l’identificateur de radiomessagerie (18A)
soit est basé sur un identificateur d’abonnement chiffré pour le dispositif sans fil (16) soit est un identificateur
d’abonnement de pseudonyme pour le dispositif sans fil (16) ; et
la transmission (410) au nœud de réseau (20) d’une réponse (22) à l’appel de radiomessagerie (18) qui indique
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que le dispositif sans fil (16) a été recherché par radiomessagerie,
caractérisé en ce que la réponse inclut un identificateur (22A) pour le dispositif sans fil (16) qui est différent
de l’identificateur de radiomessagerie (18A) inclus dans l’appel de radiomessagerie (18).

2. Procédé selon la revendication 1, dans lequel la réponse (22) inclut un identificateur (22A) qui est basé sur un
identificateur d’abonnement chiffré, dans lequel l’appel de radiomessagerie (18) est lancé par un nœud de réseau
(20), et comprenant en outre la transmission de l’identificateur d’abonnement chiffré du dispositif sans fil (16) au
nœud de réseau (20) avant la réception de l’appel de radiomessagerie (18).

3. Procédé selon la revendication 1, dans lequel la réponse (22) inclut un identificateur (22A) qui est basé sur un
identificateur d’abonnement chiffré, dans lequel l’appel de radiomessagerie (18) est lancé par un nœud de réseau
(20), et comprenant en outre la transmission d’un identificateur d’abonnement chiffré différent du dispositif sans fil
(16) au nœud de réseau (20) avant la réception de l’appel de radiomessagerie (18).

4. Procédé selon l’une quelconque des revendications 1 à 3, dans lequel l’appel de radiomessagerie (18) est lancé
par le nœud de réseau (20), et comprenant en outre la détermination si répondre ou ignorer à l’appel de radiomes-
sagerie (18) en fonction du fait que l’identificateur de radiomessagerie (18A) est basé sur l’identificateur d’abonne-
ment de pseudonyme pour le dispositif sans fil (16), dans lequel l’identificateur d’abonnement de pseudonyme est
associé au réseau d’origine du dispositif sans fil.

5. Procédé effectué par un nœud de réseau (20), le procédé comprenant :

le lancement (300) de la transmission d’un appel de radiomessagerie (18) à un dispositif sans fil (16) qui inclut
un identificateur de radiomessagerie (18A) pour le dispositif sans fil (16), dans lequel l’identificateur de radio-
messagerie (18A) soit est basé sur un identificateur d’abonnement chiffré pour le dispositif sans fil (16) soit est
un identificateur d’abonnement de pseudonyme pour le dispositif sans fil (16) ; et
la réception (310) d’une réponse (22) à l’appel de radiomessagerie (18) qui indique que le dispositif sans fil
(16) a été recherché par radiomessagerie,
caractérisé en ce que la réponse inclut un identificateur (22A) pour le dispositif sans fil (16) qui est différent
de l’identificateur de radiomessagerie (18A) inclus dans l’appel de radiomessagerie (18).

6. Procédé selon la revendication 5, dans lequel la réponse (22) inclut un identificateur (22A) qui est basé sur un
identificateur d’abonnement chiffré, et dans lequel le procédé comprend en outre la réception de l’identificateur
d’abonnement chiffré à partir du dispositif sans fil (16) avant la réception de l’appel de radiomessagerie (18).

7. Procédé selon la revendication 5, dans lequel la réponse (22) inclut un identificateur (22A) qui est basé sur un
identificateur d’abonnement chiffré, et dans lequel le procédé comprend en outre la réception d’un identificateur
d’abonnement chiffré différent à partir du dispositif sans fil (16) avant la réception de l’appel de radiomessagerie (18).

8. Procédé selon l’une quelconque des revendications 5 à 7, dans lequel l’identificateur de radiomessagerie (18A) est
basé sur l’identificateur d’abonnement de pseudonyme, et dans lequel le procédé comprend en outre la réception
de l’identificateur d’abonnement de pseudonyme, dans lequel l’identificateur d’abonnement de pseudonyme est
associé au réseau d’origine du dispositif sans fil.

9. Procédé selon l’une quelconque des revendications 1 à 8, dans lequel l’appel de radiomessagerie (18) est lancé
par le nœud de réseau (20), et dans lequel l’identificateur de radiomessagerie (18A) est basé sur un identificateur
d’abonnement chiffré que le dispositif sans fil (16) a transmis au nœud de réseau (20) avant la réception de l’appel
de radiomessagerie (18).

10. Procédé selon la revendication 9, dans lequel l’identificateur de radiomessagerie (18A) est soit l’identificateur d’abon-
nement chiffré, soit une partie de l’identificateur d’abonnement chiffré, soit une transformation de l’identificateur
d’abonnement chiffré.

11. Procédé selon l’une quelconque des revendications 9 à 10, dans lequel l’identificateur d’abonnement chiffré est
chiffré, au moins en partie, avec une clé associée au réseau d’origine du dispositif sans fil.

12. Procédé selon l’une quelconque des revendications 9 à 11, dans lequel la réponse (22) inclut un identificateur
d’abonnement chiffré différent pour le dispositif sans fil (16).
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13. Procédé selon l’une quelconque des revendications 1 à 8, dans lequel l’identificateur de radiomessagerie (18A) est
un identificateur d’abonnement de pseudonyme pour le dispositif sans fil (16) qui est associé au réseau d’origine
du dispositif sans fil.

14. Dispositif sans fil (16) configuré pour :

recevoir un appel de radiomessagerie (18) qui inclut un identificateur de radiomessagerie (18A) pour le dispositif
sans fil (16), dans lequel l’identificateur de radiomessagerie (18A) soit est basé sur un identificateur d’abonne-
ment chiffré pour le dispositif sans fil (16) soit est un identificateur d’abonnement de pseudonyme pour le
dispositif sans fil (16) ; et
transmettre une réponse (22) à l’appel de radiomessagerie (18) qui indique que le dispositif sans fil (16) a été
recherché par radiomessagerie,
caractérisé en ce que la réponse inclut un identificateur (22A) pour le dispositif sans fil (16) qui est différent
de l’identificateur de radiomessagerie (18A) inclus dans l’appel de radiomessagerie (18).

15. Dispositif sans fil selon la revendication 14, configuré pour effectuer le procédé selon l’une quelconque des reven-
dications 2 à 4 et 9 à 13.

16. Nœud de réseau (20) configuré pour :

lancer la transmission d’un appel de radiomessagerie (18) à un dispositif sans fil (16) qui inclut un identificateur
de radiomessagerie (18A) pour le dispositif sans fil (16), dans lequel l’identificateur de radiomessagerie (18A)
soit est basé sur un identificateur d’abonnement chiffré pour le dispositif sans fil (16) soit est un identificateur
d’abonnement de pseudonyme pour le dispositif sans fil (16) ; et
recevoir une réponse (22) à l’appel de radiomessagerie (18) qui indique que le dispositif sans fil (16) a été
recherché par radiomessagerie,
caractérisé en ce que la réponse inclut un identificateur (22A) pour le dispositif sans fil (16) qui est différent
de l’identificateur de radiomessagerie (18A) inclus dans l’appel de radiomessagerie (18).

17. Nœud de réseau selon la revendication 16, configuré pour effectuer le procédé selon l’une quelconque des reven-
dications 6 à 13.
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